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EXECUTIVE SUMMARY

PARTNERS & FUNDING

The MORE project (www.transcrime.it/more) was co-funded by the European Commission,
Internal Security Fund.

Coordinator:
franscrime
Research partners: Associate partners:
» Bra — Swedish National Council for » Europol
Crime Prevention (Sweden) » Ministero dell'Interno (ltaly)

» SWP - German Institute for International

! , p BKA-Bundeskriminalamt (Germany)
and Security Affairs (Germany)

While all the associate partners contributed to the project by helping in the collection of data and
case studies and by providing crucial feedback, the three research partners UCSC, Bra and SWP take
sole responsibility for everything written in this report.

OBJECTIVE & METHODOLOGY

The MORE project has mapped cases and risk factors of serious and organised crime (SOC) infiltration
in legitimate businesses across European countries, regions and business sectors.
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KEY MESSAGES

SOC INFILTRATION: DEFINITION

Any case in which a natural person belonging to a criminal organisation, as defined by Art. 1 of the EU

Framework Decision on the Fight against Organised Crime (2008/841/JHA), or involved in a serious crime
as defined by art. 83(1) of the Treaty on the Functioning of the European Union, or an already infiltrated legal
person, invests financial and/or human resources to participate in the decision-making process of a
legitimate business.
Not necessarily a crime but rather a process encompassing
a range of sentinel crimes

CORRUPTION TAX ACCOUNTING FALSE DOCUMENT

CRIMES MANIPULATIONS INVOICING FORGERY

in both the as both means also provided work contracts,

public and and objective as a service certifications,

private sector of SOC to other firms transportation and
infiltration custom bills

The frequent commission of these offences by infiltrated companies narrows the gap between
organised crime and white-collar crime.

Traditional OCGs, including mafia-type organisations — normally involved in drugs, firearms, human

trafficking, extortion and other offences — increasingly treat tax fraud and false invoicing as core activities,

not only as ancillary sources of profit.

DRIVERS OF SOC INFILTRATION

5 INFLUENCING
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MODI INFILTRANDI

CASH AND
CASH-INTENSIVE
BUSINESSES

FIGUREHEADS

COMPLEX CORPORATE SECRECY GOLDEN
OWNERSHIP JURISDICTIONS VISA
STRUCTURES
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RISK FACTORS OF SOC INFILTRATION

Cash-intensity
Corruption

Tax crimes VULNERABILITIES

Document forgery

Underground economy
Opacity of business ownership

“Golden Visas”

CASH-INTENSITY & UNDERGROUND ECONOMY

The diversity of cash usages and of cash purchase limits across EU MSs can be exploited by OCGs with a displacement
effect: they infiltrate businesses where it is easier to be paid and make purchases in cash - especially high value goods.

The analysis demonstrates that cash is correlated with measures of shadow economy, irregular labour and
corruption, which in turn correlate to OC infiltration.

Infiltrated companies keep parallel off-the-record cash accounts - to pay undeclared work and as black funds for
bribery or for paybacks in false invoicing schemes.

Cash-ratio Cash payment limits
On average, 55% of daily payments in Europe are still Lowest limit on cash payments (B2B)is 420 euro
made in cash, with wide differences across EU MS (Slovenia). 12 MS do not have cash purchase limits.

<

; Cash-ratio Limit (euro)
@ v N 135% - 26.1% 420 - 1000
26.2% - 32.9% 1001 - 3000
J 33% - 464% 3001 - 5000
46.5% - 531% @ 5001 -7200
53.2% - 63.3% @ 7201-10256
@ 634%-658% @ No limits
@ 659%-712%
@ 713%-726%
@ 727%-848%
® 849%-865%
Not available
-
-
Source: Transcrime elaboration of ECB data Source: Transcrime elaboration of open sources
Shadow economy Undeclared work
Shadow economy is higher than 30% of GDP in 5 EU Most commonly reported sectors for undeclared
MS: Cyprus, Bulgaria, Greece, Romania and Croatia work by the EU 28 MS
S Number of reporting EU MS
: % GDP s
i’w:} 9.9%-13.3% 0O 5 10 15 20 25 30
134% - 16.0%
o = 171% Construction NG 26
17.2% - 19.9%
20.0% - 25.2% Bars, restaurants, hotels N 23
@ 253%-265%
@ 266%-296% Wholesale and retail trade | 16
@® 297%-301%
O 028-303% Agriculture, forestry, fishing | 16
@ 304%-313%
Home, CleaNinG  — 16
: Y i personal services
- ¢ Transportation
: D p K
Source: Medina and Schneider (2018) Source: EEPO (2016)
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OPACITY OF BUSINESS OWNERSHIP

OCGs often adopt complex and opaque business ownership structures. However, MORE cases show that
European OCGs, rather than using notorious off-shore countries in the Caribbean, the Middle East or South Asia,
may prefer to infiltrate businesses in EU MSs characterised by lower corporate transparency requirements.

These countries are culturally, economically and geographically closer — and by definition not included
in official EU blacklists, which allow them to raise less suspicion.

Business owners from secrecy countries Business ownership complexity
Businesses in Cyprus, Czech Republic and the UK Businesses in Malta, Denmark and Luxembourg
record the highest number of owners from show the longest ownership chain to reach the
secrecy jurisdictions beneficial owner.
Score BO distance
(Max=88.6) (1=direct control)
52.3-54.2 1.00 - 1.02
544 - 547 1.03-1.05
547-559 1.06 - 1.09
559 -56.1 1.09 - 1.10
56.2 - 56.7 111-113
@® 568-578 @® 113-115
@® 579-587 @ 117-119
@ 591-593 ® 120-129
@ 596-611 @® 129-133
@® 613-620 @® 137-173
Not available Not available
Source: Transcrime elaboration of BvD and TIN data Source: Transcrime elaboration of BvD data

Sectors with high business ownership complexity and opacity

@ Cargos and shipping companies can Criminal money is often
be infiltrated by OC groups to hide attracted by property market
~s llicit trafficking (e.g. drugs, firearms,
counterfeits, oil, migrants)

0 H 50 - Water transport E L 68 — Real estate activities

IRP/ICP scores
(1 = most favourable)

GOLDEN VISAS ‘

@ 14-25
® 26-34
@ 35-40
41-42
43-50

Some EU countries offer citizen-
ship/residency in return of investments
in businesses or properties. They may
attract criminals from third countries
willing to launder money and obtain
at the same time the EU status —
with the set of additional rights this
entails (including free movement
across Europe and easier establish-
ment of businesses in other countries).

Source: Transcrime elaboration of Dzanki¢ (2018)
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OWNERSHIP AND ACCOUNTING RED-FLAGS

Interms of company ownership patterns, that is, micro risk-factors, our analysis confirms:

Wide use of limited
liability companies

They are easier and cheaper to incorpo-

rate while providing the benefits of limited

liability (i.e., company fragmentation and
legal protection, including against confis-

cation).

000
c

Use of figureheads
‘'within the family’

Use of figureheads ‘within the family’ is still
a preference — although the relationship
with colluding and friendly entrepreneurs

is strengthening and the use of foreign

figureheads ‘on-demand’ is also observed

In accounting terms, the following red flags emerge:

I:jzvt*

Infiltrated firms

Funds are

Current assets are

Criminals have

The variance of

have significantly provided using on average higher, above average total assets
less financial trade credit or but liquid assets tax payables in year-to-year
debt, as illicit shareholders' are lower: criminals  their firms emerges as a
revenues make loans, which are hold off-the record significant
bank loans higher on average cash accounts also predictor.
unnecessary in infiltrated firms’ to avoid confisca-
balance sheets tion - bank
accounts are easier
to confiscate
NEGATIVE IMPACT OF SOC INFILTRATION
AS
BN JAR® AFFP ¢ M-a ==t KD
1‘ *kk ke k (X X ° 1
ARTIFICIAL DESTRUCTION ALLOCATION OF DETERIORATION  RISK ON RISK ON REPUTATIONAL
INCREASE IN OF MARKET RESOURCES IN OF POLITICS AND CONSUMERS' CITIZENS' DAMAGES
PRICES COMPETITION NON-PRODUCTIVE PUBLIC HEALTH SECURITY

SECTORS

ADMINISTRATION
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COUNTRY CHARTS

Austria

How to read

EU MSranked from 1 to 28,
where 1 = highest value and
highest risk.

The wider the coloured area,
the higher the overall risk.

* — EU average value

Bulgaria

Risk factors - Legend

(3 P=de)

g3 8

::l Be

Cash-intensity

Cash payment limits
Shadow economy

Control of corruption
Financial secrecy

Business owners from secrecy
countries

Business ownership
complexity

‘Golden Visas'

Croatia



Ireland Latvia

Source: Transcrime elaboration of ECB (2016), Medina and Schneider (2018), World Bank (2016), Tax Justice Network (2018),
Bureau van Dijk (2016), Dzanki¢ (2018), open sources.
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POLICY & RESEARCH IMPLICATIONS

Targeting sentinel crimes of infiltration:

p Corruption
» Falseinvoicing and tax crimes
» Document forgery

20

Preventing risk factors of SOC infiltration by reducing asymmetries across EU MS:

Harmonising cash limits and cash regulations

vy

Harmonising company transparency requirements
»  Minimising loopholes of “Golden Visa” citizenship/residence schemes

Increasing monitoring of risky targets:

» Emerging vulnerable business sectors:

- Private security

- Social care and migrant assistance
- Renewable energy

- Gaming/gambling

» Intermediaries not subject to AML obligations, which often act as brokers in infiltration schemes:

- Wholesalers (e.g. food, medicines, apparel or chemicals)

- Import-export brokers

- Shipping and transportation companies

- Professionals in construction and public procurement activities

¥

Keeping the mapping of SOC infiltration continuous:

> Making it systematic and widespread

v

Monitoring geographic areas and sectors, also in neighbouring countries
»  Pushing authorities to collect @@and make available) better information, e.g.:
- Judicial cases
- Cash statistics
- Business ownership data
- Requests of investor-based residency/citizenship
» Creating a network of European researchers in the area of SOC infiltration
P Strengthening the link between academics, LEAs and public authorities
» Networking with other groups active in this domain — e.g. working group on UN SDG 16.4 ‘lllicit
financial flows'

18
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Glossary and Legend

AML  Anti-Money Laundering

ANBSC Agenzia Nazionale per 'amministrazione e la destinazione dei beni sequestrati e confiscati (Italy)
ARO  Asset Recovery Office

ATM Automated Teller Machine

BO Beneficial Owner

BvD Bureau van Dijk

BVI British Virgin Islands

B2B Business to Business

B2C Business to Consumer

CSA Crime Script Analysis

DIA Direzione Investigativa Antimafia (Italy)
DNA Direzione Nazionale Antimafia (ltaly)
EMM  European Media Monitor

EC European Commission

ECB European Central Bank

EU European Union

FATF  Financial Action Task Force

FDI Foreign Direct Investments
FIU Financial Intelligence Unit
FSI Financial Secrecy Index

FSS (Financial) Secrecy Score
GBP Great British Pound (UK Pound Sterling)
GDP Gross Domestic Product

GVA Gross Value Added

ICP Investor-based Citizenship Programmes
1P Immigrant Investor Programmes

IMF International Monetary Fund

IRP Investor-based Residence Programmes

LEA Law Enforcement Agency
MS Member State(s)

NACE Nomenclature Générale des Activités Economiques dans les Communautés Européennes



Glossary and Legend

NCA National Crime Agency (UK)

NUTS Nomenclature of Territorial Units for Statistics

ocC Organised Crime

OCG Organised Crime Group

OECD Organisation for Economic Cooperation and Development
OFAC Office of Foreign Assets Control (US)

OMCG Outlaw Motorcycle Gangs

PACA Provence-Alpes-Cote d’Azur

PEP Politically Exposed Persons

POS Point-Of-Sale

SOC  Serious and Organised Crime

SOCTA Serious and Organised Crime Threat Assessment

TBML Trade-based money laundering

TCN Third-Country National

TJN Tax Justice Network

VAT Value Added Tax

VLT Videolottery

UK United Kingdom (Great Britain, Scotland, Wales and Northern Ireland)
UN United Nations

uUsD US Dollars



Glossary and Legend

Business sectors legend

NACE Rev. 2 - Section

Accommodation and food
service activities (1)

%() Administrative and Support

Service Activities (N)
Y"" Agriculture, forestry and fishing (A)

Arts, entertainment and
recreation (R)

Construction (F)

Electricity, gas, steam and air
conditioning supply (D)

& Financial and insurance activities (K)
+
(&

Human health and social work
activities (Q)

Information and communication (J)
Manufacturing (C)
Mining and quarrying (B)

Professional, scientific and
technical activities (M)

O O
Ij;h Real estate activities (L)
R Transportation and Storage (H)

Water supply; sewerage, waste
management and remediation ac-
tivities (E)

i
E%/ Wholesale and retail trade (G)

Sub-section

agP)
e

B T
ajio

-

Construction of residential and
non-residential buildings

Football sector

Land transport and transport via
pipelines; other passenger land
transport

Manufacture of soft

drinks/production of mineral
waters and other bottled waters

Private security activities

Wholesale trade of pharmaceuti-
cal goods

Wholesale trade of flowers and
plants

Wholesale trade of meat and
meat products
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Chapter 1

The MORE research project was
co-funded by the European Commis-
sion, DG Home Affairs, and carried
out by an international consortium co-
ordinated by Transcrime — Universita
Cattolica del Sacro Cuore (UCSC).

The other partners are:

Brd — Swedish National Council for
Crime Prevention (Sweden);

SWP - German Institute for Interna-
tional and Security Affairs (Germany).

The consortium also involved, as as-
sociate partners:

Ministero dell’Interno (lItaly)
Bundeskriminalamt (Germany)
Europol

While all the associate partners con-
tributed to the project by helping in
the collection of data and case studies
and by providing crucial feedback, the
three research partners UCSC, Bra
and SWP take sole responsibility for
everything written in this report.

Background, objectives, methodology

MORE aimed to analyse, model and
map the risk factors of serious and
organised crime (SOC) infiltration in
legitimate European businesses. It fo-
cused on risk factors at two levels:

* Macro level, i.e., across countries,
regions and business sectors;

s Micro level, i.e., at the firm level, in
terms of ownership and accounting
red flags.

MORE built on two previous studies
also co-funded by the EU Commission:

* The OCP project, which analysed
the economy of organised crime in
7 EU MSs (Finland, France, Ireland,
Italy, the Netherlands, Spain and the
UK) from a macro perspective;

* The ARIEL project, which analysed
the script of OC infiltration in busi-
nesses in 5 EU MSs (ltaly, the Neth-
erlands, Slovenia, Sweden and the
UK) from a micro perspective.

The MORE project combined the two
perspectives and extended the anal-
ysis to the whole EU 28. To do so, it
adopted a mixed qualitative and
quantitative method — which is the
only possible way to address a com-
plex issue such as SOC infiltration in
businesses. And in the process, it per-
formed:

* The collection of data, cases and evi-
dence from a wide variety of sourc-
es (judicial documents, police re-
ports, institutional reports and media
news), relying also on a widespread
network of national contact points.

An in-depth crime-script analysis
of 24 case studies of SOC infiltration
(equivalent to more than 500 compa-
nies in all EU MS);

* A macro analysis of statistics on
selected risk factors across regions,
countries and business sectors;

* A micro analysis of ownership and
accounting data from a sample of
more than 1,000 firms confiscated
from OC.

MORE is only a first exploratory
step towards a systematic monitoring
of the problem of SOC infiltration in
businesses across the EU MSs, but it
shows that such monitoring would be
essential to mitigate and prevent SOC
in Europe.

Structure of the final report

To reflect the logic behind the MORE
approach, the final report is struc-
tured as follows: Chapter 2 provides
the relevant definitions (including that
of SOC infiltration) and describes the
methodological approach; Chapter 3
is an overview of the main results of
the crime-script analysis of case stud-
ies; Chapter 4 presents an analysis of
key risk factors and vulnerabilities to
SOC infiltration across EU geograph-
ic areas and sectors and a compara-
tive overview across countries; Chap-
ter 5 provides the statistical analysis
of ownership and accounting data at
the firm level; Chapter 6 presents
country profiles of the 28 EU MSs
and an in-depth analysis of selected
geographic areas. Finally, Chapter 7
discusses the research and policy im-
plications. The script analysis of the
case studies, in full, is reported in the
Annex A1.
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Chapter 2

2.1. Definitions

The starting point of the analysis was
to define the concept of serious and
organised crime (SOC) infiltration in
legitimate businesses. Building on pre-
vious research — including the OCP
and ARIEL projects — MORE defined
it as:

Any case in which a natural per-
son belonging to a criminal or-
ganisation, as defined by Art. 1
of the EU Framework Decision
on the Fight against Organised
Crime (2008/841/JHA)!, or in-
volved in a serious crime as de-
fined by Art. 83(1) of the Treaty
on the Functioning of the Europe-
an Union?, or an already infiltrat-
ed legal person, invests financial
and/or human resources to par-
ticipate in the decision-making
process of a legitimate business.

As noted by Riccardi and Berlusconi
(2016, p.19), this notion requires four
elements:

* A criminal organization

* One or more individuals acting on
behalf of the organization (as affili-
ates, supporters, figureheads)

* An investment, of either financial
resources (e.g., the acquisition of a
share of the firm’s capital, a loan or
a stock option) or human resources
(e.g., the appointment of a director, a
manager or an employee)

«Participation in the decision-making
process of the legitimate business, in
the sense of being able to influence
the actual management of the com-
pany and future decisions regarding
investment strategies, employment,
subcontracting and the selection of
suppliers and customers.

Some scholars have previously criti-
cised this approach. The vagueness
of the concept of ‘criminal organisa-
tion’ adopted at the EU level (Caldero-
ni, 2008; Finckenauer, 2005; Hagan,
2006; von Lampe, 2004) may risk hin-
dering the identification of “who exact-
ly is infiltrating legitimate businesses”
(von Lampe 2017, p. 224). But, given
the state of the art and the current
level of available data, this is the only
possible definition that allows for ex-
ploratory research covering the whole
EU28 and encompassing the variety
of criminal actors and OC legisla-
tions across the different EU jurisdic-
tions.

SOC infiltration vs.
money laundering

investment vs.

The concept of SOC infiltration, al-
though there is some overlap, is not
the same as investment or money
laundering: first, it does not necessar-
ily employ financial means; second, it
is not necessarily aimed at cleansing
illicit proceeds. The drivers of SOC
infiltration are many, and money laun-
dering or return on investment are
only two of them (see Chapter 3).
Moreover, infiltration only concerns le-
gitimate businesses — and not other
assets such as real estate properties
or consumption goods.

A process made of sentinel crimes

It is also important to note that SOC
infiltration of legitimate businesses,
as such, is not necessarily a crime
in itself. In some EU jurisdictions, the
fact that a member of an OC group is
a shareholder or a manager of a firm
may generate suspicion but might not
be automatically criminalised — es-
pecially in those countries with a high
level of freedom of association (e.g.,
Sweden; see Chapter 6) — unless one
or more predicate offences are proven
or the illicit origin of the funds invested
in the company is demonstrated.

In this sense, infiltration should not be
considered an individual offence but
rather a process encompassing a
range of offences, which we refer to
here as sentinel crimes (see Chapter
3): corruption, document forgery, ac-
counting manipulations, tax evasion and
other crimes which on the one hand en-
able infiltration and on the other signal
that an infiltration process is ongoing.

Actor-centred vs.

activity-centred approach

As noted by some authors, there
are two perspectives in studying
organised crime and, in par-
ticular, the relationship between
SOC and legitimate businesses:
actor-centred and activity-cen-
tred approaches (von Lampe,
2017; van Duyne & van Dijck,

2007). The first focuses on who
— the individuals and the related

1. ‘For the purposes of this Framework Decision: 1. “criminal organisation” means a structured association, established over a period of time, of more than two
persons acting in concert with a view to committing offences which are punishable by deprivation of liberty or a detention order of a maximum of at least four years
or a more serious penalty, to obtain, directly or indirectly, a financial or other material benefit; 2. “structured association” means an association that is not randomly
formed for the immediate commission of an offence, nor does it need to have formally defined roles for its members, continuity of its membership, or a developed

structure’ (Council of the European Union 2008, Art. 1).

2. ‘The European Parliament and the Council may, by means of directives adopted in accordance with the ordinary legislative procedure, establish minimum rules
concerning the definition of criminal offences and sanctions in the areas of particularly serious crime with a cross-border dimension resulting from the nature or
impact of such offences or from a special need to combat them on a common basis. These areas of crime are the following: terrorism, trafficking in human beings
and sexual exploitation of women and children, illicit drug trafficking, illicit arms trafficking, money laundering, corruption, counterfeiting of means of payment, com-
puter crime and organised crime. On the basis of developments in crime, the Council may adopt a decision identifying other areas of crime that meet the criteria
specified in this paragraph. It shall act unanimously after obtaining the consent of the European Parliament’ (European Union 2012).



criminal groups — infiltrates the
businesses; the second on what
the businesses (or the criminals,
through the businesses) eventu-
ally do in terms of criminal activi-
ty. MORE inclines towards an ac-
tor-centred approach: it explores
why and how individuals investi-
gated/prosecuted for organised
crime take control of legitimate
businesses (see operationalisa-
tion in Section 2.2 below).

However, it is not often easy to
distinguish between the two
perspectives. First, in the col-
lected cases it is not always clear
if the investigation/prosecution
for organised crime took place
before or during the infiltration,
in other words, whether the in-
filtrated businesses were part
of the organised crime scheme.
The results of the analysis (Chap-
ter 3) also show that the bound-

Chapter 2

2.2. Methodology

As described in Chapter 1, the objec-
tive of the MORE project is to analyse
the risk factors that facilitate SOC infil-
tration at two levels:

* The macro level, i.e., across territo-
ries and business sectors

* The micro level, i.e., at the firm level,
in terms of accounting and owner-
ship factors

In order to achieve this objective, and
to adapt to a complex phenomenon
such as criminal infiltration, MORE
adopted a mixed qualitative and
quantitative approach that can be
summarized in three steps as follows:

1. The collection and script analysis of
cases of SOC infiltration of busi-
nesses across EU MSs

2. The collection and statistical analy-
sis of data on risk factors at the
macro level, i.e., at the country, re-
gion and business sector level

3. The collection and statistical analy-
sis of data on risk factors at the
micro level, i.e., at the firm level,
for a set of infiltrated firms

The three steps are interconnected, as
depicted in Figure 1 below.

Figure 1 - MORE methodological approach: the three steps

Judicial files
Police reports

------- { Criteria: OC + business

ary between traditional OC and Institutional reports E ”

white-collar crime is progressive- Media sources ! o 50 case studies
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3. An alternative approach to address this issue could be to focus on individuals rather than on cases, and to collect samples of individuals prosecuted/convicted
in the past for OC or known to be members of OC and then to analyse their portfolios of assets and shares in legitimate businesses. For example, this approach
was adopted by the Comune di Milano (2017), which identified business owners and directors previously investigated for a variety of crimes (including OC-related
offences) and then studied the distribution of the businesses connected to these persons across territories, business sectors and legal forms. Similarly, Meloen
et al. (2003) studied the portfolio of 52 Dutch criminals, including (but not limited to) their financial assets and shares in businesses. This approach, however, has
some shortcomings, too: first, it is difficult for privacy reasons to access the personal records of convicted/investigated individuals (e.g., the mentioned analysis in
Italy was carried out by the Italian secret service); second, this approach maps only direct links between individuals and assets, and is not able to catch indirect
connections — e.g., the control of businesses exercised through figureheads — that are very relevant when talking about SOC infiltration and could instead be
detected through in-depth analysis of case studies (see for details Riccardi and Berlusconi 2016, p.23).
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Analysis of case studies

The analysis of case studies was aimed
at identifying the stages of the infil-
tration process and the risk factors
that facilitate and characterise SOC
infiltration, which are then analysed in
depth in the Macro and Micro sections
(Steps 2 and 3). The case studies, in
particular, identify:

* Sentinel crimes of SOC infiltration
* Drivers

* Modi infiltrandi

* Business sectors

Identification of case studies

The cases were collected from a va-
riety of sources, but preference was
given to judicial and police investi-
gation files. Given the lack of a legal
status for SOC infiltration, the relevant
judicial cases were selected based on
two criteria:

1. The presence of organised crime:

a) Cases including ‘organised crime’,
as defined by the relevant nation-
al legislation, in the list of notified/
prosecuted offences

b) Cases classified as ‘organised
crime’ by the relevant law enforce-
ment authority

2. The presence of legitimate busi-
nesses:

At least one legitimate business in-
volved in the case, in which (in line
with the definition provided above), the
individual(s) investigated/prosecuted
for organised crime invested, directly
or indirectly, financial and/or human
resources.

Collection of case studies

Requests for cases meeting the above
criteria were sent by Transcrime to its
network of contact points within law
enforcement agencies (LEAs), finan-
cial intelligence units (FIUs) and asset
recovery offices (AROs) in the 28 EU
MSs. Crucial support was provided in
the data collection stage by the MORE
partners, by Europol and by the Euro-
pean Commission — DG Home affairs.

For each identified case, information
was sought on the following:

* Number and types of offences pros-
ecuted/investigated (beyond organ-
ised crime)

Description of the modi infiltrandi

Number (and, where possible, name)
of the involved legitimate businesses

List of the involved business sectors

Information on the business owner-
ship structure (i.e., the nature of the
shareholders and beneficial owners,
ownership connections with other
firms, etc.)

« Information on the business financial
situation (i.e., financial reports, profit
and loss accounts, balance sheets or
other accounting documents)

The extent of available information
varied widely in the cases. When not
directly provided by the authorities,
the information was supplemented
using other sources, e.g.:

* Business registers and business
data providers (e.g., Bureau van Dijk
Orbis database), for ownership and
financial information

* Media reports, for descriptions of
the modi infiltrandi and of the busi-
nesses and business sectors in-
volved

* Interviews with selected experts
(e.g., prosecutors, police investiga-
tors, public officers, journalists)

MORE crawling and data
management system

In order to facilitate the collection
of information on case studies
and on contextual risk factors,
the research group developed
an ad-hoc crawling and data
management system. The tool
allows searches, by keyword,
of the relevant cases in judicial
documents and police and insti-
tutional reports uploaded in the
system’s library; it also allows a
search of media news — crawl-
ing, in particular, the news collec-
tor EMM Newsbrief (http://emm.
newsbrief.eu/), covering all the
EU, and national press agencies
(like the ANSA press agency).
The tool also served to organise
and systematise the statistics on
the countries and business sec-
tors used for the analysis of risk
factors at the macro level (see
below).

Eventually, it was possible to identi-
fy and collect a sufficient number of
information for more than 50 case
studies (not previously analysed)
covering almost all the EU MSs. The
quality and quantity of information col-
lected allowed an in-depth crime script
analysis of 24 cases, corresponding to
more than 500 legitimate business-
es* (see Table 1 in the next page).

4. The number of legitimate businesses should be taken cautiously, especially for those cases for which it was not possible to access full and detailed judicial or

police information.
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Table 1 — Case studies subject to crime-script analysis
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Is the analysed sample
sufficiently representative?

The scope of the crime-script
analysis was to highlight the dif-
ferent stages and patterns of
the infiltration process, the modi
infiltrandi and the vulnerabilities
that facilitate infiltration. The col-
lected sample does not aim to
provide a representative picture
of the actual distribution of SOC
infiltration  across territories,
business sectors and criminal
groups. Instead, it mirrors the
availability of judicial documents,
and in particular it is biased to-
wards those countries — like Ita-
ly, Germany or Sweden — where
MORE researchers could access
judicial and police files more
easily. However, the researchers
took care not to focus excessive-
ly on certain countries or OCGs
(e.g., Italian mafias). In this sense,
it must be stressed that most
cases involve multiple compa-
nies and have a cross-border
nature involving more than one
EU country.

Analysis of case studies:
the crime-script approach

The collected cases were analysed
adopting a crime-script analysis
(CSA) approach. In line with the liter-
ature (see e.g. Tompson and Chainey,
2011; Cornish, 1994), MORE used the
CSA to identify and investigate the dif-
ferent stages of the infiltration process
(as in a script for movies or theatre).
The four scenes traditionally followed
in CSAs (see e.g. Savona, 2010) were
adapted to answer specific questions
related to the infiltration process (see
Table below).

While the CSAs are fully reported in
Annex A1, the relevant facets of some
selected cases are briefly discussed in
boxes within the report.
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Table 2 - Case studies subject to crime-script analysis

CSA Research Analysed
scene question factors
Why was —o Infiltration drivers and purposes
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Opportunities targeted by OCG

Business Ownership strategy:

Infiltration of pre-existing
companies vs. ad-hoc incorporation

Business legal form adopted

Type of owners and shareholders

Use of straw men
(and their characteristics)

Use of special legal entities and
complex ownership structure

Use of off-shore entities

Management and financial
strategy:

Type of managers and
administrators

Profitability of the business(es)

Financing sources

Type of legal/illegal
management strategies adopted

Achievement of the objectives
of the infiltration by the OCG
(yes/no)

Interruption of the infiltration
process by the law
enforcement/judicial authority




Chapter 2

Analysis of risk factors at
the macro level

Chapter 4 provides a statistical analy-
sis of the risk factors of SOC infiltra-
tion, previously identified in the CSA,
at the macro level, i.e., across:

» European territories (countries and
regions)

» Business sectors (NACE classifica-
tion)

The analysis covered all the 28 EU
member states, and for some risk
factors it was able to cover another 16
European (non-EU) countries.

Adopting the FATF taxonomy on ML
risk assessment (see Savona and Ric-
cardi, 2017 for details), we focussed
on the vulnerabilities that, according
to the CSA, seem to best facilitate the
SOC infiltration process. Each of these
risk factors was operationalised in one
or more proxy variables so it could be
measured and mapped.

The variables were selected based
on data availability and building on
the previous literature, and were col-
lected from a variety of sources, in-
cluding providers of business and
socio-economic data, academic li-
braries, papers and institutional re-
ports, or by issuing specific requests
to EU institutions (e.g., central banks,

Table 3 — Vulnerabilities and relevant proxies analysed at the macro level

Vulnerabilities

0
CASH-INTENSITY ﬁ
—o
0
UNDERGROUND J
ECONOMY
\\AO
s’/AO
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N
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N

in the case of cash statistics). Table 3
below lists the analysed vulnerabilities
and the relevant proxies.

In terms of threats — e.g., offences
that, as sentinel crimes, facilitate the
infiltration process — the analysis fo-
cussed on corruption only, studied
together with cash intensity in Section
4.1. Although the CSA also identified
other relevant sentinel crimes — like
tax evasion, document forgery and
false invoicing (see Chapter 3) — avail-
able data did not allow us to conduct a
sound comparative analysis across EU
countries. This is one limitation of the
study that should be addressed by fu-
ture research (if data quality and quan-
tity improve).

Proxy variable(s)

Cash Ratio o
Max cash purchase limit ———o©
Liquid assets over

total assets

Shadow economy

as % of GDP

Undeclared work as %
Gross Value Added

Level of financial secrecy o

Business owners from
secrecy jurisdictions

Complexity of
business ownership

Investment obligation of
investment based-residency/
citizenship schemes

—0

Status obligation of investment
based-residency/citizenship
schemes

—0

Source

Transcrime elaboration of ECB data

Transcrime elaboration of open sources

Transcrime elaboration of BvD data

Medina and Schneider (2018)

Williams et al. (2017)

Tax Justice Network (2018)

Transcrime elaboration of TIN
and BvD data

Transcrime elaboration of BvD data

Transcrime elaboration of Dzanki¢
(2018) and open sources

Transcrime elaboration of DZanki¢
(2018) and open sources



Analysis of risk factors at
the micro level

The analysis at the micro level (Chap-
ter 5) aimed at investigating, through
a statistical approach, the firm-level
factors that facilitate and signal SOC
infiltration. The analysis explored two
dimensions:

» the company’s ownership structure
* the company’s accounting/financial
management.

For each dimension, a number of varia-
bles were taken into account, as detailed
in Table 4 below. The accounting analy-
sis considers a wide array of financial
ratios (see Section 5.2 for details).

This approach is similar to the ARIEL
project one (Savona and Berlusconi,
2015), but MORE introduced some
innovations that improved the quantity
and the quality of the firms under in-
vestigation and also addressed some
weaknesses of the previous study.

First, ARIEL conducted the firm-level
analysis on a very heterogeneous
sample, made of firms infiltrated in 5
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EU MSs, in different periods, for very
different purposes (e.g. money laun-
dering, VAT fraud or social welfare
fraud) and subject to different account-
ing standards and transparency obli-
gations. Because of this heterogeneity,
the ARIEL statistical analysis was not
able to identify unambiguously com-
mon red flags across all these firms to
be used in the risk assessment models.

For this reason, it was decided by
MORE not to perform the financial
analysis on the 500+ businesses iden-
tified through the CSA (see Table 1) —
which would pose the same problem
as the ARIEL sample — but to focus
on a single, but very homogenous, set:
that of firms confiscated from OC in
Italy in the last 30 years.

This choice has numerous advantag-
es: first, it allows to greatly expand the
sample of firms under investigation,
since it is possible eventually to study
the ownership structure for more than
1,300 firms and the financial reports
for more than 400 firms® (in ARIEL,
there were only 54 firms), ultimately
improving the statistical significance of
the model.

Second, having data from 1983 to
2016, it allowed for an analysis that
highlights how ownership and finan-
cial strategies have changed over
the years. As a result, the statistical
analysis produces more unambiguous
findings, which could be more easily
included as red flags in risk assess-
ment models by practitioners in this
field (such as public investigators or
AML officers).

This approach obviously also has
some down sides. By focusing on
only one country, it provides a picture
of the ownership and financial strate-
gy related to a specific type of SOC
infiltration, that carried out by Italian
mafias, which cannot be regarded as
representative of the infiltration strat-
egy of other groups, in other contexts
and for other drivers. But the quali-
tative investigation performed in the
CSA could, at least partially, address
this gap. Future research should carry
out the same analysis on other, equally
homogenous, samples of firms, pos-
sibly in other countries and related to
other type of OC groups.®

Table 4 — Micro analysis of business ownership and accounting/financial management

Company BUSINESS OWNERSHIP BUSINESS FINANCIAL/
dimensions ~ ACCOUNTING MANAGEMENT
Type of owner: Income statement, Assets, e.g.: Liabilities, e.g.:
Type of | * Natural person vs. e.g- « Cash & equivalents || « Financial debt
Proxy legal person o7 .C Pavabl
variable(s) legal « Mal fomal urnover urrent assets * Payables
form a e.vs. emale  Operating costs * Receivables « Tax liabilities
: g%lartr']\é%%)e?f the * Profit/loss * Other credits * Other debts

* Business data providers

(BvD, CRIF) + Business data provider (BvD)
Source . . . . ) .
* [talian confiscation « Italian confiscation agency (ANBSC)
agency (ANBSC)

5. As will be shown in more detail in Chapter 5, for each of the confiscated firms, a sample of non-confiscated peer firms was taken as a control group. All told, the
accounting analysis therefore processed the financial reports of more than 20,000 firms.

6. During the project, similar sets of firms were sought. For example, an official request was sent to the Senate Department for Urban development and housing of Berlin
in order to obtain the blacklist of companies involved in corruption cases, so as to repeat the same statistical analysis made on Italian confiscated companies. There
was also an attempt to get the list of companies related to members of OC groups in Sweden. In both cases, the request was denied for sensitivity/privacy reasons.
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The analysis of case-studies reveal
that infiltrated businesses in Europe
are instruments used by OCGs to im-
plement their overall criminal strat-
egy. Companies are not only a meth-
od by which criminals can benefit from
illicit proceeds, once laundered, but
serve the OCGs in achieving a variety
of objectives.

Main findings

The firms themselves become actors
in the criminal scheme: some criminal
setups would not be possible without
establishing legal companies. This is
the reason why SOC infiltration can
be observed in a wide variety of areas
and business sectors and in connec-
tion with numerous criminal groups
and predicate offences.

Despite this variety, the analysis points
out some common trends and re-
current patterns in terms of drivers,
sentinel crimes, modi infiltrandi and
business sectors that are discussed
below, referring, where useful, to case
studies analysed in depth in Annex A1
and other supporting evidence.

"4
R

DRIVERS

SENTINEL CRIMES

MODI INFILTRANDI

OCGs infiltrate legitimate businesses
for various reasons: making profit,
laundering money, concealing illicit
trade and fraud, controlling the terri-
tory, influencing public administration,
increasing social consensus, cleaning
up their criminal reputation.

A

SOC infiltration schemes are often
accompanied by corruption (also in
the private sector), tax crimes, false
invoicing, document forgery. The
commission of these sentinel econom-
ic offences shortens the gap between
OC and white collar crime.

BUSINESS SECTORS

ACTORS

SOC infiltration concerns a wide vari-
ety of business sectors, the most fre-
quent being construction, bars and
restaurants, wholesale trade (e.g. of
food products), transportation, but
also gaming/gambling, private se-
curity and renewable energy busi-
nesses.

In the evolving European OC scenario
(characterised by fragmentation and
submersion trends), actors of SOC in-
filtration are many, multi-ethnic and
ranging from hierarchical organi-
sations to loose networks. Among
the most active, the organisations with
the best ability to connect with the
socio-economic fabric: Italian mafi-
as, Russian-speaking OCGs, Chinese
OCGs, Outlaw motorcycle gangs.

When infiltrating businesses, OCG
make wide use of cash and cash-inten-
sive sectors, figureheads (of various
nature), complex business ownership
structures, off-shore countries and
EU MS with lower corporate transpar-
ency requirements. Also, they exploit
the loopholes of some ‘Golden Visas’
schemes.



3.1. Drivers

SOC infiltration in European legitimate
businesses responds to the following
different drivers, which may co-exist
simultaneously:

Making a profit

First, as profit-oriented organisations,
OCGs try to grasp profit opportuni-
ties wherever they emerge, whether
they are in illicit or legitimate markets
(Europol, 2017c). In the legal economy,
companies are the tools OCGs use to
operate. For example, the recent refu-
gee crisis in Europe has led to a huge
demand for residential care homes,
which was promptly seized upon by
criminal groups, which infiltrated firms
in this sector (see box below). Sectors
involving public funding also provide
opportunities to do business: for exam-
ple, public procurement (see the DEL-
TA case), renewable energy (UPSILON
case) or EU aid funds for underdevel-
oped areas (THETA case).

Laundering money

Legitimate businesses are often the
best way to launder illicit proceeds.
They provide fronts behind which to
hide the criminal identity or the illicit
origin of funds, and they allow inflows/
outflows of illicit funds to be concealed
through cash-based transactions,
false invoices or trade-based mon-
ey laundering (TBML) techniques.
Not surprisingly, money laundering ap-
pears in the list of notified/prosecuted
offences in most of the analysed cas-
es.

OCGs also offer other criminals or en-
trepreneurs money laundering ser-
vices through infiltrated businesses.
This is demonstrated by various MORE
case-studies (e.g., GAMMA, ZETA,
NU, OMICRON, RHO and SIGMA).
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In Sweden, an individual with
close ties to a well-established
OCG incorporated a firm in or-
der to provide residential home
care for unaccompanied young
migrants. The organisation used
figureheads and document for-
gery and obtained a contract
from some local municipalities
despite not having the manda-
tory authorisations. In this set-
up, the OCG benefited from the
weakened public controls over
this sector due to the urgency of
the refugee crisis (see the IOTA
case in Annex A1 for details).

Concealing illicit trade

Companies serve as fronts to con-
ceal illicit trafficking of persons or
goods. In particular, transportation,
import-export and wholesale trade
businesses are used to hide the traf-
ficking of drugs or firearms (see, for
example, the ZETA, ETA, SIGMA and
Xl cases) or of smuggled and coun-
terfeit goods (the ALPHA, ETA and
KAPPA cases). Firms in other sectors
such as restaurants, bars and clubs,
massage parlours, hairdressers and
travel agencies may instead cover traf-
ficking in human beings or sexual and
labour exploitation (see, for example,
the BETA case).

Case IOTA: Organised crime and residential care for migrants

The same scheme was exercised
in other countries. In lItaly, the
Mondo di Mezzo investigation
revealed an OCG’s infiltration
of a reception centre for immi-
grants in Sicily, one of the larg-
est in Europe; other cases con-
cern migrant centres in Calabria
(Orsini & Sergi, 2018) or Lazio (Il
Fatto Quotidiano, 2018). In some
Eastern European countries, the
involvement of private security
companies in the management
of the migrant influx has raised
concerns about possible involve-
ment of OCGs, given the vulner-
ability of this industry to criminal
infiltration (see below).

Infiltration of companies is particularly
useful when there is the need to ‘laun-
der’ stolen products: companies may
produce fake invoices or transporta-
tion or customs bills that are then used
to misrepresent the legitimate origin of
the merchandise, thus easing its rein-
tegration into the legal market without
the need to sell it underground (see,
for example, the ALPHA, ETA and
KAPPA cases).
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Case ALPHA: Trade in stolen anti-cancer medicines through infiltrated wholesale businesses

An OCG linked to the ltalian
Camorra set up, through figure-
heads, a network of bogus phar-
maceutical wholesalers (most
of them in Eastern Europe) that
served to traffic stolen medicines,
mainly anti-cancer drugs. Med-
icines were stolen from Italian
hospitals and lorries and then, by
issuing false invoices and forged
transportation bills, ‘laundered’
so they could eventually be re-
sold on the legal market to other
pharmacies and hospitals in sev-
eral EU countries (mostly Germa-
ny), placing at risk the health of
thousands of patients. This crim-
inal scheme was possible only
through the use of infiltrated com-
panies in a number of EU MSs.

Committing fraud

Often SOC infiltration is aimed at car-
rying out fraud, and many infiltrated
businesses commit fraud regardless
of the final objective of the infiltration
(Skinnari, Korsell & Rénnblom, 2016;
Wall, Chistyakova & Bonino, 2016).
Fraud may be of various kinds:

» Tax and excise fraud (e.g., the AL-
PHA, GAMMA, KAPPA, NU, RHO
and PSI cases)

OCG

Cooperation with local

- > o <[ IR
: M o "' !
: Theft of :
E : anti-cancer vials :
\Z N\ :
Bogus
Wholesalers _ False Fake :
invoi
oices trade @ v
o ld e e
. E d Central Unit @
: orge :
N2 i.e. .

. transport . Italian
Remania bills illicit deposit licensed
Hungary wholesalers
Slovakia o
Slovenia
Cyprus oh LGREEEEEEREE

Latvia E m a Re-sale on the
Greece legal market

* VAT and ‘carousel’ fraud (e.g., the
OMICRON case)

» Welfare fraud (e.g., the Pl case)

* Fraud in EU funds (e.g., the THETA
case)

« Accounting fraud (e.g., the THETA
case)

* Bankruptcy fraud (e.g., the RHO,
CHI and PSI cases)

The connection between fraud and
organised crime has been increasing-
ly pointed out by both scholars and
policy makers (Europol, 2017c; May &
Bhardwa, 2018; National Crime Agen-
cy, 2015). The low risk/high reward na-
ture of these activities, and the advent
of IT, makes fraud a preferred domain
for OCGs. Legitimate businesses are
key tools in this respect.

Operation Vertigo

In 2015, a large-scale investigation,
led by authorities from the Czech
Republic, Germany, the Nether-
lands and Poland and supported
by Eurojust and Europol, disrupt-
ed a criminal organisation behind
a major-scale carousel fraud case

involving different EU member
states. In this carousel fraud case,
the OCG behind the criminal ac-
tivity used a sophisticated in-
frastructure (buffer companies,
missing traders and companies
used as ‘alternative payment plat-

forms’ to facilitate money laun-
dering and crime-related money
transfers) spread over various EU
MSs and a number of third-party
states, defrauding EU citizens of
approximately 320 million euro in
tax revenues (Eurojust, 2016).



Controlling the territory

Some OCGs, especially mafia-type
ones, are interested in keeping strict
control over certain geographic are-
as. Infiltration of legitimate business-
es may also serve this purpose, and
several scholars have demonstrated
empirically that proximity counts for
OCG-related investments (Kruisber-
gen, Kleemans, & Kouwenberg, 2015;
Riccardi, 2014; Riccardi, Ferluga,
& Maggioni, mimeo). Construction
firms, hotels, restaurants and gas sta-
tions have a strong territorial spec-
ificity and are preferred by OCGs for
this reason (Cantone & Di Feo, 2010;
Transcrime, 2013). The same goes
for transportation companies (of both
goods and passengers), which allow
a wide-ranging network to be set up
in the territory (see, for example, the
PHI case on controlling an important
harbour in France).
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Influencing politics and
public administration

Controlling the territory means also
connecting with the political and eco-
nomic elite. This is crucial for OCGs
to expand their power and networks.
Infiltration of business sectors where
the public administration plays a cru-
cial role, such as public works, en-
ergy supply, waste management
or social services and health care,
allows OCGs to influence policy-mak-
ers, benefit from their corruptive
power and extract high rents (see, for
example, the DELTA, EPSILON, IOTA
and MU cases and others).

Increasing social consen-
sus and cleaning up crim-
inal reputations

Finally, appearing to be legal entre-
preneurs often helps criminals to
clean up their criminal reputation,
to provide an appearance of legit-
imacy and to increase their social
consensus. This driver should not
be underestimated: it is key for Ital-
ian mafias, biker gangs, Russian or
Eastern European groups and other
OCGs to legitimize the investment of
(dirty) proceeds in the legal economy.
Money laundering is not only done
through a set of accounting or finan-
cial schemes, but also by gaining the
support of the customer base. The
best way to do this is by offering jobs,
wealth and fringe benefits — includ-
ing a renewed football team (see box
below). Panem et circenses.

Cases LAMBDA and TAU:

Organised crime and
football clubs

A number of investigations re-
vealed a scheme by Russian
OCGs (it is not clear if they were
connected to each other) to in-
filtrate football clubs in Europe.
The criminal groups identified
minor league clubs in finan-
cial distress and then injected
fresh funds of illicit origin to res-
cue them. Among the targeted
firms were some second- and
third-tier clubs in Spain and
Portugal. The entrepreneurs
presented themselves as home-
town heroes seeking the football
supporters’ appreciation so as
to clean up their criminal repu-
tation — along with laundering
illicit proceeds.
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3.2. Sentinel crimes

As noted, in most EU jurisdictions, in-
filtration is not a crime in itself but a
process encompassing a range of of-
fences. These sentinel crimes both

Corruption

The MORE cases reveal the role of
corruption as a main catalyst of SOC
infiltration. Corruption is used at var-
ious stages of the infiltration process
and in various contexts. In the public
sector, for example, it serves for:

« Infiltrating public procurement

Companies controlled by OCGs use
bribery of public officials to gain favour
in public bids. Evidence is abundant
on the use of corruption by Italian ma-
fias in the public works sector (ANAC,
2017; Caneppele, 2014 for a review)
as well as by other organisations.
Within the ‘submersion’ strategy of
mafia-type groups such as Italian ma-
fias or Russian OCGs, corruption and
other exchanges of influence replace
violence and intimidation in helping
OCGs to expand their power and their
networks (DIA, 2016a; Varese, 2011;
CyprusMail, 2017). Cases occurred in
several countries and industries, such
as passenger transport (e.g., the PHI
case in France), management of EU
funds (e.g., the THETA case in Bulgar-
ia) and construction (e.g., the DELTA
case in Germany).

enable infiltration to happen and signal
that an infiltration process is on-going.
By identifying (where possible) the list
of offences notified/prosecuted in the

* Avoiding control by supervisory

authorities

Once awarded, infiltrated firms can
bribe representatives of superviso-
ry authorities to avoid audits or get
‘friendly’ audits. This was the case
with an infiltrated company in Germa-
ny that bribed a public auditor so as to
avoid in-depth screening of financial
information and the status of the work
(the DELTA case).

Facilitating cross-border trafficking

Corruption of customs officials and
port and airport authorities is used by
infiltrated companies to facilitate the
movement of illicit goods (e.g., drugs,
firearms, stolen or counterfeit prod-
ucts). In the KAPPA case study, the
criminal group was allowed to trade
oil stolen from refineries in Libya with
fake certificates of origin into Europe-
an ports.

collected case studies, the analysis of
case studies provided a picture of the
most frequent sentinel crimes.”

Many cases also demonstrate the
widespread use of private corruption
by infiltrated firms, for example to ob-
tain contracts illicitly or to manipulate
competitors.

Despite the key role of corruption in
SOC infiltration, in most EU countries,
corruption and OC are still treated —
from investigative, judiciary and media
perspectives — as two distinct and
parallel domains, which means dif-
ferent police departments, prosecu-
tors’ offices, investigative approaches,
technologies and information flows.
This divergence may make it difficult
to target SOC infiltration in the most
comprehensive and effective manner,
while a synergistic approach is most
necessary (on this issue, see also Sec-
tion 6.1 on Germany).

7. Although money laundering frequently appears among notified/prosecuted offences in case studies, it is not discussed here. Rather than ‘sentinel crime’, it

instead represents either an objective or an output of the infiltration process. As such, it is discussed in the ‘Drivers’ section.
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Case RHO: Bribes, supermarkets and private security

In northern ltaly, a group of en-
trepreneurs connected to a Cosa
Nostra family set up a complex
network of firms that obtained
contracts to provide security

|MrR8|

and logistics services to several market group using black funds
branches of a large foreign dis- generated by false invoicing and
count retailer (later put under ju- other illicit activities (see the RHO
dicial administration). The OCG case in Annex A1 for details).
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Tax crimes

Tax crimes appear frequently among
sentinel offences as both a means
and an objective of SOC infiltration.
While some companies are set up on
purpose to carry out complex fiscal of-
fences, others simply evade taxes as
part of their daily business manage-
ment — thus mirroring the behaviour
of many other firms in the legal market
that are not related to organised crime.

The tax crimes of infiltrated business-
es may take various forms, ranging
from complex schemes to petty tax
evasion:

* VAT and ‘carousel’ fraud (e.g., the
OMICRON case)

» Evasion of excise duties related to oil
products, tobacco and alcohol (e.g.,
the KAPPA case of oil smuggling
from North Africa to Europe)

» Evasion of income taxes on gambling
(e.g., the NU case)

» Evasion of corporate income taxes
(e.g., the GAMMA, OMICRON, RHO,
CHI and PSI cases)

Both the macro and the micro analy-
ses confirm the strict association be-
tween tax evasion and SOC infiltration.
The first highlights the correlation with
the shadow economy across terri-
tories in Europe (Section 4.1). The
second demonstrates empirically that
infiltrated businesses have higher tax
payables (or debts) than non-infiltrat-
ed ones (Chapter 5).

False invoicing

In relation to tax evasion, false invoic-
ing (i.e., issuing invoices for non-ex-
isting operations, or their over- and
under-valuation) also emerges as a
frequent sentinel crime among MORE
cases. False invoicing is a multi-task-
ing economic offence:

« it allows the artificial inflation of pro-
duction costs, therefore reducing
taxable income;

« it allows the generation of false VAT
credits;

« it can be used to conceal illicit finan-
cial inflows and outflows with other
firms (in the form of trade receiva-
bles and payables; see Chapter 5);

Figure 2 - A typical false invoicing scheme

“Provider”
business

“Customer”
business

Bank transfer

and, finally, it can help in the ‘laun-
dering’ of stolen products (see, for
example, the ALPHA case, in which
bogus wholesalers issued false in-
voices to legitimize the use of stolen
anti-cancer medicines by colluding
pharmacies).

False invoicing plays a key role in Trade
Based Money Laundering (TBML),
which is one of the most frequent ML
techniques involving legitimate busi-
nesses (see case ZETA).

A recurrent false invoicing scheme
found among the cases analysed is
presented in the bottom page.

In this scheme, the infiltrated busi-
nesses may act both as ‘providers’
(as in the GAMMA or OMICRON cas-
es, where a complex network of infil-
trated shell companies offered false
invoicing services to other OCGs) and
as ‘customers’ (as in the RHO case).
In the first scenario, their earnings de-
rive from the service fees; in the sec-
ond, from the undeclared income that
they would then use as black funds for
corruptive or illegal purposes.

o A ‘provider’ business issues false
invoices to other ‘customer’
businesses (either connected
with the OCG or not)

The ‘customer’ businesses pays
an equivalent amount through
legal channels (e.g., bank
transfers)

The ‘provider’ business keeps a
fee for the false invoicing service

o Then, relying on figureheads and
black funds, it gives the same
amount of cash back to the
‘customer’ businesses off the
record (after subtracting the
service fee)
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Case GAMMA: a building company as provider of false invoicing services

The GAMMA company in Swe-
den was incorporated by an OCG
using figureheads of foreign na-
tionality. While the company was
formally renting personnel and
equipment, it specialised in of-
fering false invoicing services
to some dozens of other entre-
preneurs wishing to reduce their
taxable income and generate VAT
credits. After the setup was dis-
mantled, most of the companies
filed for bankruptcy.

From cocaine to false invoices?

It is nothing new to observe false in-
voicing triangulation among legitimate
firms. But it is significant that compa-
nies infiltrated by OCGs traditionally
operating in other criminal markets
— drugs, firearms, prostitution, extor-
tion — specialised in providing these
services. For example, in recent years,
the ltalian authorities have highlighted
the involvement of mafia organisations
(especially Camorra and 'Ndrangheta)
in such activity, with companies estab-
lished ad hoc to provide false invoicing
services to other local entrepreneurs
— see, for example, the Aemilia inves-
tigation against 'Ndrangheta in north-
ern ltaly (DIA, 2016a; ANSA, 2015).

Document forgery

As highlighted by Europol in its latest
SOCTA, ‘the use of fraudulent doc-
uments in the EU has significantly
increased [...] it is also expected to
emerge as one of the fastest grow-
ing criminal markets over the coming
years’ (Europol, 2017c, p. 20). As such,
the Council of the EU indicated forgery
in May 2017 as one of the 10 priorities
for the fight against serious and organ-
ised crime between 2018 and 2021.

OCG affiliates
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—
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The MORE cases confirm the key role
document forgery also plays in facil-
itating SOC infiltration in legitimate
businesses in various stages of the
process and for various purposes.
For example, the following may be
forged:

* Personal ID documents (e.g., the
IOTA and THETA cases), filed with
business registries and superviso-
ry authorities to incorporate com-
panies with fake identities or in the
name of (often unwitting) figure-
heads.

* Work contracts (e.g., the GAMMA
and PI cases), to pretend that com-
panies conduct actual businesses
with employees, or to provide alibis
for criminals who are falsely de-
clared to be company employees.®

« Company certifications (e.g., the
THETA case), regarding previous
work, security or quality certifica-
tions. These help infiltrated busi-
nesses appear to be authorized to
participate in public procurement
or to make pretences of actual busi-
ness activity (while the companies
exist only on paper).

labour, tax evasion

» Certificates of origin of the prod-
uct: For example, in the KAPPA
case, an infiltrated Maltese wholesale
trade company was able to market in
Europe oil stolen from Libyan refin-
eries using false certificates of origin
stating that the oil was coming from
Saudi Arabia (see box, below). In the
ALPHA case, fake packaging and
bills allowed an OCG to ‘launder’ and
reintroduce on the legal market (and
in hospitals) expensive stolen vials of
anti-cancer medicines. This scheme
is also common in the food industry:
for example, the use of forged cer-
tificates allowed an OCG related to
Cosa Nostra to export stolen and
adulterated olive oil from Spain to
other European countries (Palomo,
Marquez, and Laguna 2016).

* Customs and transportation bills:
These facilitate the trafficking of sto-
len or counterfeit goods (as in the
ALPHA, KAPPA and ETA cases);
they also allow criminals to trans-
fer or bring across borders huge
amounts of cash justified as pay-
ments (see the ZETA case).

OCGs can be found that specialise in of-
fering forged documents to other legal
or illicit entrepreneurs (Europol, 2017c).

8. For example, in one case a member of 'Ndrangheta was officially enrolled as an employee in a building firm that he actually controlled through some figureheads.
He used some false company documents stating he was working on a construction site as an alibi to defend himself from the tribunal’s accusation about his in-
volvement in an extortion racketeering episode (Transcrime, 2013, p. 191). More often, criminals use fake work contracts to pretend they are earning a salary as
legitimate workers. This helps them to avoid the seizure of goods due to consumption habits that are out of proportion to an absent (legitimate) income.
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Case KAPPA: Shipping and fishing companies and forged certificates of origin

A criminal network composed
of Maltese individuals, members
of Libyan militias and with links
with Italian Cosa Nostra was
able to use a number of legal
firms (based in various coun-
tries, including Libya, Malta, Ita-
ly) active in the shipping, fishing
and wholesale trade sectors to

provide legal fronts for illicit ac-
tivities, in particular the smug-
gling of stolen oil products from
North Africa to Europe. To do so,
it used, among other strategies,
forged documents provided by
public officials who stated that
the oil was coming from Saudi
Arabia. The use of these fake

certificates, together with the
mixing of the gasoline with Italian
petroleum, allowed them to ex-
port and transport the goods to
several ports in Southern Europe
(US Department of Treasury,
2018; Procura della Repubblica
di Catania, 2017) (see Annex A1
for sources and details).
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Infiltrated firms as ‘criminal service providers’ and the growth of the grey economy

As highlighted by various author-
ities across Europe, and con-
firmed by several MORE cases, a
specific type of infiltrated firm is
emerging: one offering criminal
services to other legal entrepre-
neurs. For example, infiltrated
firms may act as providers of:

- False invoicing services
- Money laundering services

- Document forgery services

- Informal banking services

- lllegal waste management ser-
vices (see below)

The fact that some companies
controlled by OCGs exist that
provide services to legal entre-
preneurs shortens the gap be-
tween the ‘black economy’ and
the legitimate economy; in other

words, it expands the grey market
of firms willing to obtain unfair ad-
vantages with taxes or business
competition. SOC infiltration acts
as a multiplier of illegality in
the whole economy, easing the
commission of ‘petty’ economic
crimes by legal entrepreneurs
as well as helping OCGs expand
their networks of potential part-
ners and customers.
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3.3.Modi infiltrandi

SOC infiltration of legitimate busi-
nesses is carried out through a wide
variety of techniques. The MORE case
studies confirm the results of previous
research in this area like the OCP and
ARIEL projects, but definitely stress
the importance of the following modi
infiltrandii:

Cash

Cash and cash-intensive businesses
are still king in SOC infiltration. Cash fa-
cilitates the laundering of illicit funds
by businesses because it is anonymous
and cannot normally be traced. It is a
bearer negotiable instrument that gives
no details on either the origin of the
proceeds or the beneficiary of the ex-
change (Riccardi & Levi, 2018).°

OCGs prefer infiltrating companies in
cash-intensive sectors (such as bars,
restaurants, retail trade, car washes
and car rentals, videolottery, bingo and
gaming agencies; see below) because
illicit proceeds can be more easily re-
ported there as legitimate revenues,
deposited in the firms’ bank accounts,
and then laundered (Gilmour & Ridley,
2015; Transcrime, 2013).

Infiltrated businesses exploit the differ-
ences across EU MSs in terms of cash
regulation and maximum cash pur-
chase thresholds (see Section 4.1),
and benefit from those places where
they can purchase in cash (with illic-
it proceeds) high-value goods, which
can then be sold by firms and laun-
dered through trade-based mecha-
nisms (see the ZETA case, box below).

But this strategy does not neces-
sarily require high-value cash pur-
chases. Infiltrated businesses have a
much easier time in all the countries
characterised by high cash use: for
example, they can launder money by
paying suppliers in cash or constantly
renovating shops and restaurants and
then making (undeclared) cash pay-
ments to builders or plumbers. Indeed,
our analysis demonstrates a clear cor-
relation between cash-intensity, the
shadow economy and tax evasion,
which all appear to increase the risk of
SOC infiltration (see Section 4.1).

Even in ‘cash-free’ countries such as
Sweden, infiltrated businesses hold
parallel off-the-record cash ac-
counts that are used to:

pay illegal workers (e.g., the BETA
and GAMMA cases)

carry out false invoices and payback
loan schemes (e.g., GAMMA, OMI-
CRON, RHO and SIGMA), in which
‘provider’ companies pay back ‘cus-
tomer’ firms through illegal cash trans-
actions

create black funds for corruptive and
other illegal purposes (e.g., DELTA,
ZETA, KAPPA, NU, RHO and SIGMA)

This means that infiltrated businesses
would report, on average, lower bank
accounts and cash & equivalents in
their balance sheets than legal compa-
nies, because all the necessary cash
would be kept off the record. This hy-
pothesis is proven both in the macro
analysis (Section 4.1), where we show
that the EU regions with lower business
cash ratios are those with the largest
irregular economy, and in the micro
analysis (Chapter 5). In the latter, we
demonstrate that infiltrated companies,
despite having greater current assets,
do not have higher cash equivalents for
the reason illustrated above and also
because reducing the volume of the
firms’ bank accounts would mitigate
the effects of confiscation.

Case ZETA: drug trafficking, excavators and trade-based money laundering

An Iragi OCG based in Germa-
ny provided money laundering
services to other drug trafficking
groups. The OCG collected pro-
ceeds in Europe through money
mules. Then, it purchased in cash
second-hand machinery and ex-
cavators in Germany, exploiting
the absence of cash purchase lim-
its. The machinery was exported
by infiltrated companies to Iraq,
where the products were resold.
The laundered money was given
back to the drug traffickers (see
the ZETA case, Annex A1).
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9. Because it is difficult to trace, cash is also difficult to measure. Only indirect proxies (such as cash ratio, see Section 4.1) can be used. Moreover, despite being
the oldest means of payment, statistics on cash use are lacking. As part of the MORE project, requests to all the EU MS central banks were issued in order to collect
data on cash withdrawals at the regional level (NUTS 2): aside from lItaly, no central bank was able to satisfy the request.
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Figureheads

Figureheads are widely used in SOC
infiltration schemes, especially in four
setups: as formal owners of the in-
filtrated businesses, as directors, as
employees/workers or as holders
of bank accounts then used in the
corporate criminal scheme (e.g., the
GAMMA case). In all cases, the use
of straw men aims to create formal
layers between infiltrated companies
and their criminal beneficial owners.

In selecting figureheads, OCGs need
to find a balance between the need
to conceal themselves and the need
to keep the business under control.
Therefore, the type of chosen figure-
head depends on the cultural and
organizational habits of the crimi-
nal group: if Italian mafias (especial-
ly 'Ndrangheta and Cosa Nostra) are
keener to keep strict control of the
company, they therefore lean towards
internal figureheads (like family mem-
bers), while looser criminal networks
may rely on external straw men.

This variety was represented in the
MORE case studies shown aside.

It is not easy to disentangle all these
shades of partnership and to under-
stand whether an individual acted
only as a figurehead or as an active
member in the criminal scheme. In a
scenario in which companies become
actors themselves in SOC schemes,
what is the responsibility of the compa-
ny owners? The dilemma is evident in
the case of Italian mafias: while wom-
en are, on average, more than 30%
of the shareholders of mafia firms,
they are only 2.5% of those convict-
ed of mafia associations. This issue
presents important implications both
in legal terms and from a research
point of view (for further discussion,
see Berlusconi, 2016; Catino, 2018).

(T

T

FIGUREHEADS
‘ON-DEMAND’

COLLUDING
BUSINESSMEN

For example, homeless or poor people
who agree to provide their identity for
a few euro (e.g., the THETA case and
the GAMMA case, in which a foreign
citizen living on the street is brought
by an OCG to Sweden to incorporate a
company and several bank accounts
in exchange for a few dozen euro).

These are legal entrepreneurs who, in
exchange for some favour or
economic advantage, incorporate or
manage their firms on behalf of the
criminal group (e.g., the ALPHA,
GAMMA, EPSILON, KAPPA, NU and
OMICRON cases and many others).

4
YN
UNWITTING FAMILY
FIGUREHEADS MEMBERS

People whose identity is stolen and
who unwittingly become business
owners, directors and workers on
behalf of OCGs. Identity theft and
document forgery play a crucial role
in this. In the IOTA case, a criminal
group used the identity of the emigrat-
ed brother of one of the criminal mem-
bers to incorporate a social and health-
care company in Sweden and be
awarded contracts by local municipali-
ties to provide assistance to migrants.

ée
0

PROFESSIONALS

Lawyers, notaries, accountants and
other professionals may provide
money laundering services to OCGs.
These may include the incorporation
of firms on their behalf, especially
when established in off-shore and
secrecy jurisdictions (e.g., the
EPSILON, OMICRON and PSI cases).

Relatives make ideal figureheads,
especially for Italian mafias. Although
not necessarily affiliates in the criminal
ring, they are within the family and
therefore can be easily monitored and
trusted (see Chapter 5). In particular,
women (wives, daughters, fiancées,
partners) play a key role, as they are
usually less suspicious than males
(Soudijn, 2010). According to our
analysis, female owners are almost
twice as numerous in businesses
confiscated from OC in Italy than in the
legal economy (see Chapter 5).
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Cases GAMMA and UPSILON: Homeless, foreign entrepreneurs and public officials as figureheads

In the GAMMA case, a crimi-
nal group infiltrated a company
in Sweden by using a foreign
homeless person as a figure-
head. The man was living in a
shelter for alcoholics and ad-
dicts when he was approached
by a member of the criminal
group who offered him 40 euro
to go to Stockholm for unspeci-
fied tasks. There, he was picked
up by another man and taken
to the tax agency. He was reg-
istered as a resident in Sweden
using forged proof of employ-
ment. After this first visit, he re-
turned several times to Sweden
where he received further fake

documents, including a new job
and residential address. After
the third trip, he had a Swed-
ish ID, nine bank accounts and
a company registered in his
name, which was then used to
set up a false invoicing scheme
(see Annex A1 for details).

In the UPSILON case, the in-
vestigation by Italian authorities
proved that a large wind-power
plant in southern Italy was in
fact funded and controlled by
a ’Ndrangheta family clan. The
control was carried out through
the use of a set of figureheads,
among them several German

A A

German entrepreneurs

entrepreneurs and an lItalian
individual who, despite a posi-
tion as a low-level employee
of the local municipality, had
shares in some of the compa-
nies controlling the wind farm.
The public official was, in fact,
the brother and nephew of noto-
rious members of the 'Ndrang-
heta. The investigators proved
he was acting as a figurehead
for the crime syndicate (Galullo,
2017). The ownership scheme
was further complicated by the
use of holding companies regis-
tered abroad, including in Ger-
many and San Marino.

Italian local 'Ndrangheta
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Complex corporate struc-
tures

As with figureheads, criminals can also
hide behind complex business owner-
ship structures featuring:

* Numerous interlocking links

* ‘Chinese boxes’ schemes

* Frequent changes in company own-
ership, names or legal nature

All these strategies make it harder for
law enforcement agencies and FIUs to
conduct financial investigations and
trace the beneficial owners of the
infiltrated firms.

Intricate corporate structures are very
common in false invoicing and VAT
fraud schemes (e.g., the GAMMA,
OMICRON, RHO and PSI cases) in
which false or non-existing financial
transactions need to be concealed.

Complex ownership schemes are
even more effective when they have a
cross-border nature, i.e., if firms are
established in more than one coun-
try, and if they are combined with se-
crecy jurisdictions (see below). Our
analysis at the macro level showed
that Malta is the EU MS in which busi-
nesses have, on average, the highest
ownership complexity, even ahead of
countries such as Luxembourg or the
Netherlands that are characterised by
a high number of multinational compa-
nies (see Section 4.2).

It must be stressed that formal own-
ership structures are not always nec-
essary: OCGs can set up informal
corporate networks made of firms
that are not officially linked themselves
with common owners or subsidiaries,
but are linked in essence.

For example, these schemes can be
used to manipulate public procure-
ment in order to make bids in a coor-
dinated way and increase the like-
lihood of being awarded contracts
(Conley & Decarolis, 2016; Imhof &
Karagok, 2017). Links among firms
in these informal corporate networks
can be seen in accounting terms as an
anomalous volume of trade receiva-
bles or payables (see Chapter 5).

Case RHO: ‘Chinese boxes’ schemes and German discounts

In the RHO case discussed above,
the OCG bribed some retail man-
agers to obtain illicit contracts
to provide logistics and security
services to a supermarket firm,
and at the same time systemat-
ically issued false invoices and
conducted VAT fraud on a large
scale.

The OCG used a complex net-
work of firms (see figure aside),
with numerous interlocking own-
ership links and frequent changes
in registered offices, legal names,
legal forms and structures. The
criminals liquidated the compa-
nies when they accumulated ex-
cessive tax payables, and soon
incorporated new firms replacing
the previous ones (see Annex A1
for details).

«|MrR9|
|MrR8|

v A4 A4 A2 4
|RH017| |RHO18||RHO19||RH020|¢

||

L ,|RHO26 1
RHO27

7
%I

N
|
RHO15

|Mr R3||Mr R2 ||Mrs R12| |RH031|

A4

— I

v

v

RHO2




Secrecy jurisdictions

The use of countries with low levels of
financial and corporate transparen-
cy for organised crime or money laun-
dering purposes is well known (Does
de Willebois, Van der, Halter, Harrison,
Park, & Sharman, 2011; FATF, 2014,
2016; van Duyne & van Koningsveld,
2017). The MORE case studies also
confirm that OCGs infiltrate business-
es established in these jurisdictions to
make it harder to identify the actual
(criminal) beneficial owner.

However, they also show that criminal
groups active in Europe pay attention
when going abroad and may tend to
choose closer secrecy jurisdictions
over notorious tax havens. Any com-
pany incorporated in the Caribbean is-
lands or Far East countries needs spe-
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cific expertise that would necessarily
involve external professionals, tax
advisers and accountants, who can
also threaten the integrity and secrecy
of OCGs.

Instead, there seems to be a prefer-
ence for using ‘on-shore’ European
jurisdictions that, according to well
acknowledged measures (e.g. the Fi-
nancial Secrecy Score of the Tax Jus-
tice Network), require less corporate
and financial transparency. These are,
for example, Eastern Europe (particu-
larly Romania, Hungary, Slovakia and
the Czech Republic), Cyprus, Malta
and United Kingdom (in particular if
including European crown dependen-
cies such as Jersey, Guernsey and the
Isle of Man).

All these countries have laxer corpo-
rate transparency requirements than
the EU average (see Section 4.2) and
are geographically and culturally
closer than off-shore jurisdictions,
with similar languages, regulations
and (often) the same currency. More-
over, they may raise less suspicion
than other notorious tax havens: they
are part of the EU (and therefore, by
definition, not in the official list of
non-cooperative jurisdictions issued
at the EU level'®) and often outside of
the media focus, which concentrates
on the ‘usual suspect’ countries like
Panama, the Cayman Islands or BVI
(and because of successful media in-
vestigations like the Panama Papers or
Paradise Papers).

Case ALPHA: Bogus pharmaceutical wholesalers in Eastern Europe

In the ALPHA case involving ‘laun-
dering’ anti-cancer medicines sto-
len from hospitals and trucks in
Italy, an OCG used figureheads to
establish a number of shell com-
panies that acted as bogus whole-
salers, issuing false invoices and
fake certificates of origin for prod-
ucts to represent these medicines
as legally purchased. The shell
companies were established in a
number of EU countries, namely
Cyprus, Greece, Hungary, Latvia,
Romania, the Slovak Republic and
Slovenia, by the same individual,
an ltalian/Canadian entrepre-
neur acting as a figurehead for
the OCG based in Naples, ltaly.
According to investigators, these
jurisdictions were chosen due to
their relative facilitation of compa-
ny incorporation, their laxer cor-
porate transparency systems and
the option to produce invoices in
a language difficult to interpret by
auditing agencies (see Annex A1
for details).

Countries where
medicines were stolen

Countries where involved pharma
wholesalers are registered

Countries where stolen medicines
were found on the market

10. See the Common EU list of third-country jurisdictions for tax purposes, agreed upon by EU MSs on 5 December 2017 and subsequent amendments (European

Commission, 2018)
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Case NU: Online gaming,

shell companies, off-shore
and on-shore countries

In the NU case study, an OCG
linked to the 'Ndrangheta es-
tablished a platform providing
illegal online gambling servic-
es through a widespread and
complex network of gaming
companies established in Italy
and in several other EU MSs,
including Malta, Romania, Aus-
tria and Spain. Malta, in par-
ticular, served as a business
hub for the whole organisation
(DNA, 2016, p. 17). The sys-
tem also used licenses issued
by Panama and Dutch Antilles
(see Annex A1 for details).
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‘Golden visas’

A variety of EU MSs offer inves-
tor-based residence and citizenship
programs (IRP and ICP) as a way to at-
tract affluent third-country nation-
als and therefore foreign capital (see
Section 4.3). However, if not accompa-
nied by an in-depth due diligence of
the applicants, these schemes may
also attract criminals from third coun-
tries willing to invest and launder illicit
money and interested in obtaining EU
status (Transparency International,
2018). The legal status obtained might
be an opportunity:

* to evade law enforcement and pros-
ecution in the criminals’ home coun-
try (Global Witness, 2018);

» to gain a second passport — and with
it a new identity — so as to clean up
their criminal reputation;

* to help with free movement in other
EU MSs and further investments, as
a sort of ‘multiplier’ of money laun-
dering effects.

Various media investigations and pol-
icy reports have reported evidence
of dubious investments by Chinese
and Russian individuals facilitated by
golden visa schemes (Cooper, 2016;
Transparency International, 2018) in
Cyprus (Farolfi et al., 2018; Schultz,
2018) and in some Eastern European
countries such as the Czech Republic
and Hungary, where it was signalled
the use of document forgery to obtain
illicitly residency/citizenship (Ministry
of the Interior, 2015, 2016).

These schemes may also attract
criminals from third countries
willing to invest and launder
illicit money and interested in
obtaining EU status
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3.4. Business sectors

The MORE case studies reveal the
wide variety of business sectors tar-

geted by SOC infiltration. The indus-
tries involved in the 24 cases analysed

in depth are listed in the figure. Com-
ments are provided below on the most
frequently used sectors.

Figure 3 - Business sectors of infiltration in the MORE cases
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Bars, restaurants and hotels

Bars, cafés, pizzerias, clubs, ke-
bab shops and fast food outlets are
cash-intensive businesses, and for
this reason commonly used to laun-
der money by a wide variety of OCGs.
They can also be used as fronts to
conceal illicit activities, such as sex-
ual or labour exploitation (e.g., the
BETA case) in bars, restaurants and
hotels (Paraskevas & Brookes, 2017)
or the retail sale of illicit drugs (e.g., in
the law enforcement operation Shovel,
a number of food stalls in Spain were
found to be connected to an Irish OCG
involved in drug trafficking).

Construction

Numerous MORE cases, in a number
of countries and for a variety of OCGs
(Table 1), include infiltrated business-
es in the construction industry, there-
by confirming the evidence provid-
ed by previous research in this area
(Kruisbergen et al., 2015; Levi, 2015;
Savona, Riccardi, & Berlusconi, 2016).
The most vulnerable sub-sector is the
one related to public procurement,
where OCGs can exploit their poten-
tial for corruption and intimidation. As
noted by some authors, infiltration in
the building industry is more alarming
than in other sectors, as it requires a
higher-level capacity to connect with
the local political, business and social
community (Sacco, 2010; Transcrime,
2013). The relationship between brib-
ery and construction has been high-
lighted by the latest EU Eurobarom-

eter: according to the survey, 79% of
European companies in this sector
say that corruption is widespread —
43% say it is ‘very widespread’ (Euro-
pean Commission, 2014, p. 22).

Wholesale trade

Wholesale (to a much higher extent
than retail trade) trade businesses
commonly suffer SOC infiltration, es-
pecially related to concealing illicit
trafficking of drugs, firearms and coun-
terfeit and stolen goods. The following
sub-sectors stand out in this regard:

* Wholesale trade in food products
(the ETA, THETA, SIGMA cases):
Previous research showed how this
is particularly connected to con-
cealing drug trafficking (drugs can
be easily hidden in food trucks or
shipments), and to Italian and Chi-
nese OCGs (Palomo, Marquez, and
Laguna, 2016; Riccardi, Soriani, and
Giampietri, 2016; Becucci, 2013);

Wholesale trade in flowers: This is
also related to drugs (easy to conceal
among flowers), exploiting the busi-
ness routes to/from the Netherlands,
the biggest international flower mar-
ket (see the ETA case, box below).
Infiltration of flower firms is also re-
lated to exploitation of migrant street
sellers of flowers (UNICRI, 2017)

Wholesale trade in medicines: Phar-
maceutical wholesalers are infiltrated
to ‘launder’ and re-introduce stolen
medicines (mostly anti-cancer or
rheumatic) on the legal market (see,
for example, the ALPHA case) as well
as to traffic sport-doping or ‘leisure’
drugs. Wholesalers active in the Eu-
ropean parallel trade are especially
vulnerable (Riccardi, Dugato, Poliz-
zotti, & Pecile, 2015).

¢ Wholesale trade in oil products:
The evidence in this sector points to
SOC infiltration aimed at smuggling
stolen or illicit oil and committing
excise fraud. Evidence of this traffic
can be found throughout Europe —
for example at the Irish border, the
Eastern European border or in the
south Mediterranean. An increase
in this criminal activity was observed
after the civil wars in North Africa
and the Middle East, in particular
coming from Libya after the collapse
of the Gaddafi regime (LEspresso,
2017). Infiltrated businesses active
in oil smuggling often exploit the
same routes and channels used for
trafficking firearms and drugs and
smuggling migrants — and offer
legal fronts for these activities, too
(see the KAPPA case).

>
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Transportation and logistics

For the same reasons mentioned
above, the transportation sector is
often an ideal legitimate front for
concealing illicit trafficking. Logis-
tics firms, shipping companies and
truck rental businesses are used by
OCGs to transport drugs, arms and
stolen goods or to smuggle migrants.
Evidence was found in many countries
and criminal organisations (see DIA,
2014; Ferwerda & Unger, 2016; Kruis-
bergen, Kleemans, & Kouwenberg,
2015; Palomo, Marquez, & Laguna,
2016). Two types of transport firms
are infiltrated: small ones acting as
sub-contractors and often employing
irregular labour, and bigger ones using
cargoes and vessels flying the flags of
tax havens. According to the macro
analysis, shipping companies (NACE
Division H50) are the sector with the
largest number of owners from se-
crecy jurisdictions
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Case ETA: Wholesale and transportation firms concealing traffic in drugs, firearms and stolen goods

An OCG linked to the Italian
’Ndrangheta set up wholesale
flower companies in the Nether-
lands and Italy. The firms were
also used to launder money and
to traffic drugs and firearms to/
from Italy (hidden in compa-
ny lorries) and also to ‘launder’
several tons of Swiss chocolate
stolen from a warehouse near
Milan (see Annex A1 for details).
Without such companies, most of
these criminal activities could not
have been carried out.

Gambling/Gaming

One of the business sectors with the
most evidence of SOC infiltration —
especially related to Italian mafias — is
the gambling/gaming industry, in all its
subsectors:

« Casinos
* Bingo games

* Videolottery (VLT) and slot machine
stalls

* Online gaming websites

Gaming is a cash-intensive industry
with increasing demand. IT develop-
ments are expanding the business
opportunities as well as the vulnerabil-
ities, given the possibility for criminals
to set up servers in secrecy jurisdic-
tions that make it difficult for LEAs to
trace online transactions. The com-
bination of IT, financial secrecy and
growing demand makes this sector
very attractive for OCGs (e.g., the NU
case study).

> Companies’
s D trucks used "=::"">
5 o o transport Y Drugs
; ==
CX) . Mone
&) > sextee> Y
C, laund ering Firearms
‘Ndgrangheta Flowers N
group wholesale trade N
companies .
IT, N 0
( ) 3 anp Re-sale of
> A 257 tons of

As illustrated in Chapter 6, Malta is
specialising as a preferred location
for firms active in this sector (NACE
divisions R92, R90 and R93). Thanks
to its tax and management incentives,
Malta has attracted a number of entre-
preneurs in this area, with one of the
largest number of B2B gaming licenc-
es in the EU28. However, despite the
strict controls of the local supervisory
authorities, some OCGs were able to
infiltrate Maltese firms active in this
sector, as documented by the number
of investigations (see Chapter 6 for
details).

SOC control of gambling firms may
also benefit from infiltration in the
sports industry (e.g., the LAMBDA and
TAU cases) because match fixing can
multiply the illegal earnings by criminal
groups.

stolen chocolate

4

Environment, Waste manage-
ment and Renewable energy

The MORE cases also demonstrate
OCG interest in environmental busi-
nesses. Criminal groups infiltrate waste
management firms for several reasons:
a) they may act as ‘service providers’,
offering other entrepreneurs illegal dis-
posal of their waste residuals; and b)
they may benefit from public contracts
obtained fllicitly from local authorities.
Cases of SOC infiltration in this industry
can be found in ltaly, France, Romania
and outside Europe e.g., in Canada (Sa-
vona & Riccardi, 2015) . In the MU case,
a criminal group was suspected of laun-
dering illicit proceeds from Cosa Nos-
tra in environmental firms managing a
landfill in Romania, one of the biggest in
Europe (see Annex A1 for details).

The renewable energy sector (espe-
cially wind, solar and biomass) is also
attracting OC investments: the availa-
bility of large public subsidies, ample
EU funds and the economies of scale
in construction and public procure-
ment make the sector vulnerable (e.g.,
the UPSILON case). Cases of fraud
involving public funds and VAT scams
have been observed in this sector.




Chapter 3

&

Social and Healthcare

SOC infiltration in social services and
healthcare is usually aimed at com-
mitting welfare fraud and insurance
fraud (see, for example, the IOTA and
Pl cases, as well as Skinnari, Korsell,
and Rénnblom, 2016). In recent years,
infiltration of social care also increased
as a result of the refugee crisis, which
opened huge business opportunities
for firms performing assistance to mi-
grants (see Section 3.1 and the IOTA
case).

Private security

Finally, a sector that is raising con-
cerns is the private security industry.
Evidence of SOC infiltration in this
sector can be found:

« in Italy, both related to Italian mafias
and other OC groups (see, for exam-
ple, the RHO case, and Chapter 6)

¢ in Finland, Sweden, the Netherlands
and Germany, with biker gangs (Pet-
rell and Houtsonen 2016; Boeselager
2016)

« in France, with Russian and Balkan
OCGs (SIRASCO, 2013; Riccardi
and Camerini, 2016)

« in the United Kingdom, with security
firms suspected of being controlled
by local British OC members (Cam-
pana & Varese, 2018)

When infiltrating the private security
industry, OCGs can legitimise and sell
on the legal market their criminal rep-
utation as organisations able to keep
order using violence. Paradoxically, the
more powerful OCGs are in the territo-
ry, the more their services as bouncers,
guardians or security officers would be
trusted (see the case below).

Concerns about private security firms
also arise from their involvement in
some EU countries, especially East-
ern European ones, in the manage-
ment of migration flows, which — as
mentioned — is also attracting OCGs
because of the related business op-
portunities (e.g., management of
reception centres, residential care,
etc.). The refugee crisis and the fear
of terrorist attacks has increased the
demand for private contractors and
strengthened the relationship be-
tween these private firms and public
LEAs (The Economist, 2016), creating
an opportunity for OCGs willing to get
closer to public authorities.

Organised crime and links

to private security firms
in north-western England

An array of security firms active in
the greater Manchester area was
suspected of being under the ben-
eficial ownership of a notorious
British gangster nicknamed ‘Mr
Big’ who was killed in 2015 amidst
gang clashes. The OC mobster
had been involved in several crim-
inal activities (including attempted
murder) and was also suspected
of having set up private security
companies through figureheads
(Campana & Varese, 2018).
These provided guardianship and
bouncer services to public and
private clients, while helping the
OCG to launder illicit proceeds
— although ML accusations have
never been formally filed against
him. These companies remained
active after the man’s murder (The
Guardian, 2015).

While the mentioned sectors represent
well-known targeted industries, other
have been highlighted by European
LEAs as particularly vulnerable. For
example, money transfer business-
es and currency exchange services
see various evidence of infiltration.
They play a key role when transferring
illicit proceeds abroad (see e.g. case
ZETA) or when exchanging crime rev-
enues in high denomination banknotes
(see e.g. case XI).



3.5. Actors

The current scenario of OCGs
in Europe

The analysis of MORE cases and of
other collected evidence demon-
strated that SOC infiltration involves
a multitude of criminal groups and
networks. As highlighted by previous
studies, OCGs in Europe range from
large hierarchical organisations to
smaller criminal groups and loose
networks (Europol, 2017c, 2013; Sa-
vona & Riccardi, 2015). These actors
co-exist and often cooperate and re-
combine in a flexible way.

Generally speaking, two main trends
on OCGs in Europe can be observed:

Fragmentation

Ny i@
D)
/ \i// oL

Submersion
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1. Fragmentation

Europol’s latest SOCTA reported an
increase in OCGs from 3,600 in 2013
to 5,000 OCGs in 2017. Although the
‘count’ of OCGs varies depending on
how OC is defined and classified —
e.g., the NCA officially reports 4,629
OCGs in the UK alone (NCA, 2018)
— the growth of criminal groups can
be interpreted as “the emergence of
smaller criminal networks” (Europol,
2017, p.14), especially in criminal mar-
kets related to the Internet or in activi-
ties such as fraud or cybercrime.

Fragmentation of OCGs also takes the
form of an increase of gangs. In re-
cent months, violent street gangs of
young people active in criminal mar-
kets (drugs in particular) emerged in
several EU regions (such as the urban
areas of London, Paris and Naples)."
Although our knowledge of these
groups is still very weak, they appear
to be closer to ‘American-style’ street
gangs than to traditional criminal or-
ganisations, although they can still be
recognised as profit-oriented (mainly
in drug markets) and keen to control
the territory where they are active (see
Varese, 2018 for an interesting dis-
cussion on gangs in London). In this
respect, it is interesting to note that
gangs have also emerged in areas
where the presence of mafia groups
was historically strong, such as Na-
ples, somehow filling the void left by
traditional Camorra organisations (see
Chapter 6).

2. Submersion

This is another, somehow opposite,
trend. Some traditional OCGs, in-
cluding mafia-type organisations, are
progressively shifting from subver-
sion and violence in favour of a sub-
mersion strategy aimed at expanding
OCG power in a more understated
manner, for example through:

* Infiltration of the political and eco-

nomic fabric

* Collusion and cooperation with pro-
fessionals, public officers, facilita-
tors, brokers and entrepreneurs

* Use of bribery and trade in influence
(including political and electoral ex-
changes) instead of violence

As discussed in Sections 3.1, 3.2 and
3.3, infiltration of legitimate busi-
nesses plays a key role in this scenar-
io. OCGs infiltrating firms can more
easily connect with economic and
political actors and expand their influ-
ence and power network. As entrepre-
neurs, criminals can more easily stay
off the radar of law enforcement.

The submersion of OC in the legal
economy also narrows the gap be-
tween black markets and legal mar-
kets: as observed, infiltrated business-
es may benefit from the support of
legal entrepreneurs, and at the same
time provide criminal services to legal
firms (e.g., false invoicing, illicit waste
management or debt recovery). Not
surprisingly, in the analysed cases, OC
groups are found to be frequently in-
volved in ‘petty’ white collar crimes.

11. In London, this has led to an increase in violence and murders. Clashes between young street gangs led to a rapid surge of homicides, with 80 killings in the

first 6 months of 2018.
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Figure 4 - Two trends in European OCGs : Fragmentation and submersion
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Actors in SOC infiltration

With this scenario in the background,
it is difficult to create clear-cut profiles
of the OC actors involved in SOC in-
filtration schemes. The multi-ethnic
nature of criminal groups in Europe
(Europol, 2013, 2017c) further com-
plicates this exercise. Focusing on the
best known and acknowledged crim-
inal organisations, the following evi-
dence can be provided.

Italian mafias

Infiltration of legitimate businesses by
Italian mafias — mainly Cosa Nostra,
Camorra and 'Ndrangheta — is well
known in ltaly (see Chapter 6) and
abroad. While some countries are
used to establish shell companies with
little or no real productive activity, in
others the presence and infiltration of
mafias is more established (see box
p.59).

In Spain, Camorra groups invested in
restaurants and the wholesale trade of
food products as well as the building
industry (e.g., see the operation Laure/
involving Camorra investments in the
construction of a real estate and tourist
resort). Evidence was also found of in-
volvement by 'Ndrangheta (see, for ex-
ample, the EPSILON case, Annex A1)
and Cosa Nostra (Palomo, Marquez, &
Laguna, 2016; Transcrime, 2013).

In the Netherlands and Germany,
a key role is played by ’Ndrangheta
groups, for example, in the wholesale
trade sector and logistics (e.g., the ETA
case) as well as in restaurants (e.g.,
the Stige/Styx and Meltemi/Safran op-
erations; see Chapter 6), construction
and real estate. France, especially the
PACA region, sees signs of infiltration
by ‘Ndrangheta in real estate and pub-
lic works (Riccardi & Camerini, 2016;
SIRASCO, 2013)
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Malta frequently figures in investiga-
tions targeting Italian mafia infiltration
in the gambling sector: the island was
occasionally used as a hub by entre-
preneurs linked to 'Ndrangheta, Cosa
Nostra and Camorra to manage illegal
gaming platforms or to establish shell
companies in this industry (see the NU
case and Chapter 6 for more investi-
gations). Also, Cyprus is mentioned
regarding the incorporation of shell
companies (e.g., the ALPHA case).

A new area of expansion of mafia in-
filtration is Eastern Europe: for exam-
ple, Romania has seen entrepreneurs
linked to Cosa Nostra (e.g., the MU
case), Camorra (Saintourens, 2018)
and ’Ndrangheta (e.g., the NU and
OMICRON cases). Evidence was also
found in Hungary, Slovenia (e.g., the
ALPHA case) and Slovakia, where
on-going investigation is revealing
the economic interest of entrepre-
neurs suspected of connections with
'Ndrangheta in the agricultural, en-
vironmental and renewable energy
industries (Kuciak, OCCRP, & IRPI,
2018).

Russian-speaking OCGs

Much attention is being paid to ‘sus-
picious’ investments by Russian
entrepreneurs all over Europe, espe-
cially in the real estate sector of large
metropolitan areas (London, Berlin
and Paris). It is not always easy, how-
ever, to detect a direct link between
these individuals and Russian-speak-
ing OCGs (including ‘thieves in law’ or
vory v zakone groups).

Evidence of infiltration can be found,
for example, in Spain and Portugal in
the football sector (the LAMBDA and
TAU cases) and in real estate, bars,
restaurants and gas stations in Spain
(Palomo, Marquez, & Laguna, 2016).
In recent years, several operations
conducted by Spanish authorities
against Russian OCGs were carried
out, like the Clotilde, Troika and Oli-
garkh operations.

In France, cases of infiltration in the
real estate sector in Paris and the
PACA region were reported (Gendar-
merie Nationale-STRJD, 2013), while
in Germany the cases were concen-
trated in real estate and the healthcare
sector (see Chapter 6 for details). In
Italy, local police authorities highlight
the risk of money laundering by Rus-
sian-speaking OCGs in the real estate
and hotel sector in tourist locations
on the Riviera Romagnola (see DIA,
2017a, p.186) and in the logistics sec-
tor in Apulia.

In the United Kingdom, concerns
focus on the real estate sector, with
several reports pointing out the role of
London as a ‘laundromat’ for Russian
criminals, although the link between
these individuals and criminal syndi-
cates is not always clear (Transparen-
cy International UK, 2015). Some me-
dia reports stress the role of Cyprus
as a hub for Russians willing to set up
paper companies to further invest in
other European states, which is also
facilitated by ‘golden visa’ schemes
(see Section 4.3 and Chapter 6).

South-eastern European OCGs

Criminal groups from Romania, Bul-
garia and the Western Balkans are
well known for their activity in crimi-
nal markets such as drug trafficking,
firearms trafficking, human smuggling
and organised property crime. But in-
formation about their investments in
legitimate businesses is weak — both
in ‘home’ countries and abroad. It is
unclear if the lack of cases is due to
weak intelligence and investigation or
because these groups tend to carry
out more basic laundering strategies
such as the purchase (in cash) of
(high-value) consumption goods.
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Evidence was found of the infiltration
of Bulgarian-speaking OCGs into
businesses in Romania, Bulgaria and
Cyprus (e.g., the THETA case), of Ser-
bian OCGs (in particular the Sari¢’s
group) in the Czech Republic (Minis-
try of the Interior, 2016; Transcrime,
2015) and of other local groups in
several former Yugoslavian countries.
The most complete study of SOC infil-
tration in the Balkans focused on Slo-
venia (Mesko et al., 2015; Slak, Modic,
Eman, & Azman, 2016) and provided
evidence of investments in bars, res-
taurants, clubs and transportation
companies (see also the BETA case).

Outlaw motorcycle gangs

Outlaw motorcycle gangs (OMCGs)
represent an emerging OC threat in
Europe. Their number has doubled in
the last ten years and even tripled in
some countries (e.g., Germany; see
Chapter 6). OMCGs are also very ac-
tive in legitimate businesses: their eco-
nomic interests span countries and
business sectors. Although they are
particularly active in Scandinavia and
Northern Europe, current evidence of
infiltration can also be found in other
EU MSs such as Germany, the Nether-
lands and Spain.

The traditional sectors for infiltration
are the businesses that are ‘culturally
close’ to bikers: e.g., tattoo shops,
sex shops and clubs. Links can be
found to the private security indus-
try, as in Finland (Petrell & Houtsonen,
2016), Germany (Boeselager 2016;
see also Chapter 6) and the Nether-
lands (Ferwerda & Kleemans, 2018).
However, infiltration has also shifted to
sectors financed by public resources
such as construction and social care
in Finland (Petrell & Houtsonen, 2016)
and Sweden (see Chapter 6 and the
GAMMA and IOTA cases). In 2013 in
Spain, the large-scale operation Cas-
ablanca targeted a Hells Angels mo-
torcycle gang planning to invest in an
F1 circuit to be built on the island of
Mallorca (Burgen, 2013).

Chinese OCGs

According to various authors, Chi-
nese-speaking criminal groups are,
along with Italian mafias, the most ac-
tive in terms of infiltration into the legal
economy. As reported by a Chinese
cooperating witness in lItaly, “every-
body here have a white head and a
black head ”, meaning that groups are
active both in criminal markets and
legal ones (Becucci, 2017, p. 14).

66

Everybody

here have a
white head

and a black
head
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Not necessarily related to Chinese
Triads, Chinese-speaking OCGs are
active in a variety of sectors including
bars, restaurants, wholesale trade
and logistics and massage parlours,
for example in France (Riccardi & Cam-
erini, 2016), Spain (Palomo, Marquez,
& Laguna, 2016) and ltaly (Becucci,
2013; Becucci & Carchedi, 2016). In
those countries, they are able to es-
tablish business partnerships with lo-
cal entrepreneurs, public officials and
professionals and even enter into joint
ventures with firms controlled by other
OCGs (e.g., Camorra in Italy).

In recent years, several large-scale
operations conducted by European
LEAs against Chinese OCGs have re-
vealed their ability to infiltrate the legal
economy: in Spain, operation Emper-
ador dismantled a complex corporate
scheme through which a Chinese
OCG was laundering money and evad-

ing taxes on an industrial scale, lead-
ing to the largest cash seizure ever in
the country: 10 million euro in one day
(Europol, 2015b, p. 16). An even big-
ger investigation — operation Snake
— dismantled a Chinese criminal or-
ganization that provided money laun-
dering services from Spain through
corporate and banking networks to
other criminal groups operating in
various EU MSs, including Belgium,
France, ltaly, the Netherlands, Portu-
gal and the United Kingdom (Europol,
2015d).

In Italy, operations Qian Liu and Qian
Ba I and I, conducted by the Guardia
di Finanza between 2010 and 2012,
discovered a galaxy of businesses
controlled by Chinese groups operat-
ing in ltaly, through which they trans-
ferred to China an estimated 4.5 billion
euro in illicit proceeds (Tribunale di
Firenze, 2010, 2011, 2012). Finally, last
January, the Italian anti-mafia prosecu-
tors’ office carried out the Chinatruck
investigation of a Chinese-speaking
group based in Tuscany. Although
some of the charges (including that of
mafia association) were rejected dur-
ing the trial, the operation revealed the
group’s economic interests in many
sectors, including an almost monopo-
listic control of transportation compa-
nies active in the delivery of Chinese
goods across several EU countries
(Carolan, 2018).

Usually, legal firms are used by Chi-
nese OCGs as fronts to conceal crim-
inal activities such as tax evasion, la-
bour exploitation, sexual exploitation
and the manufacture and sale of coun-
terfeit goods. A typical modus operan-
di seen in ltaly requires Chinese entre-
preneurs to shut down legal firms a
few months after incorporation (usu-
ally between 6 and 24 months after),
leaving significant tax payables but
staying off the radar of the tax agency,
immediately re-opening the business
using different legal forms and differ-
ent figureheads (Becucci, 2017, p. 24).
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Box - Italian mafia presence and infiltration in European countries

The first systematic mapping
of the presence of ltalian ma-
fias abroad was conducted by
Transcrime in 2013 using the
references for foreign countries
included in the annual reports
of the Italian Anti-mafia prose-
cutors’ office (DNA) and in the
half-yearly reports of the Italian
Anti-mafia Police directorate
(DIA) (Calderoni, Berlusconi,
Garofalo, Giommoni, & Sarno,
2015). Although DNA and DIA

only highlight the main oper-
ations carried out, and do not
report the universe of actions
undertaken against ltalian mafias
(both in Italy and abroad), these
documents provide a good proxy
of where mafias are active, what
they are doing and for what pur-
pose.

The update on this exercise,
with coverage of the DIA/DNA
reports between 2000 and 2016

Italian mafia presence across EU MS - Weighted on local population

Source: Transcrime elaboration of DIA/DNA reports. Years 2000-2016 (1st six months)
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(first six months), we provide the
map below, where the volume of
references in each country has
been weighted on the national
population.

While Spain, Germany and the
Netherlands rank highest in terms
of the number of mentions in DIA/
DNA reports, Malta, Luxembourg
and the Netherlands rank high-
er if the number of references is
weighted by the local population.
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The analysis of sentinel crimes and
modi infiltrandi across MORE case
studies reveals some key risk fac-
tors of SOC infiltration. Adopting the
risk-assessment taxonomy of the Fi-
nancial Action Task Force (FATF, 2013),
they can be classified as threats and
vulnerabilities.

This chapter aims at mapping how
these risk factors vary across EU coun-

tries, regions and business sectors.
Focus is posed on vulnerabilities, which

Threats

They are the most frequent predicate
offences recurrent as sentinel crimes
across cases:

&

Corruption

%

Tax evasion

S

Document forgery

appear to be the most relevant as en-
ablers of the SOC infiltration process.

Moreover, available data do not allow
to provide a comprehensive analysis of
threats, and in particular of tax evasion
and document forgery. Comparable
statistics on tax crimes (harmonised
across EU MS) are missing, with the ex-
ception on estimates on VAT fraud (see
e.g. CASE & CPB, 2013) which consti-
tute only a part of the problem. Docu-

Vulnerabilities

They are factors at social, economic and fi-
nancial level which allow SOC infiltration to
happen:

@ |

Cash-intensity

a
O
aa
a{sla
aa

e

Opacity and complexity
of business ownership

@

‘Golden visas’

ment forgery instead still represents an
underestimated and understudied
phenomenon: while administrative data
do not provide a reliable picture, in-depth
studies of this crime are not available.

Some analysis of corruption and the
irregular economy (and undeclared
labour) will be instead provided, in
particular their relationship with the
use of cash will be in-depth explored
(see Section 4.1).



Chapter 4

4.1.Cash intensity and the underground economy

Benjamin Villanyi, Universita Cattolica del Sacro Cuore-Transcrime

Cash usage

The use of physical cash is one of
the major risk factors that facilitates
the laundering of illicit revenues, es-
pecially during the integration phase,
when these revenues are converted to
seemingly legitimate funds using infil-
trated companies (van Duyne, 2003,
p. 79). In contrast with bank cards and
wire transfers, cash is anonymous and
untraceable, and therefore it can be
used by people who would like to hide
their activities for criminal reasons.

In recent years, payments at POS ter-
minals have been increasing steadily in
almost all EU member states, while in
the last 3-4 years the nominal amount
of withdrawn cash has started to de-
cline in some more developed coun-
tries like Sweden, Finland and Belgium,
according to ECB statistics. Despite
the general trend, Eastern European
countries continue having less de-
veloped cashless payment systems,
whereas Germany and Austria are
traditionally attached to cash usage,
which still plays an important role in
their everyday economic activities.

Figure 5 illustrates the cash intensive-
ness of the EU member states. The
map shows a proxy for the cash ratio,
cash payments as a fraction of the to-
tal amount of daily payments using all
payment methods. In particular, the ra-
tio of ATM withdrawals divided by the
sum of all ATM withdrawals and POS
payments was calculated (Ardizzi &
lachini, 2013, p.16; Sisak, 2011, p.14;
Transcrime, 2017, p.56). It is a very
transparent, comparable and easily
available measure across EU coun-
tries, although it does not consider
hoarding, bank transfers and certain
decreasingly used payment methods
(e.g., cheques, OTC withdrawals).

Figure 5 - Cash ratio — ATM cash withdrawals divided by the sum of ATM cash

withdrawals and POS payments (2016)

Source: Transcrime elaboration of ECB data

The highest cash ratio in 2016 could
be observed in Bulgaria (86%), Ro-
mania and Greece (85%), while the
lowest ones were in Sweden (13%)
and the United Kingdom (22%). It is
noteworthy that in many more devel-
oped countries (e.g., Sweden, Finland,
Netherlands, Belgium) the nominal
value of ATM cash withdrawals started
to decrease around 2014.

Although high cash usage is not a suf-
ficient condition to increase the shad-

12. Directive (EU) 2015/849 came into force on 26 June 2017.
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ow economy, both the EU (see the 4th
Anti-Money Laundering Directive'
[AMLD] and the 5th AMLD, currently in
progress) and certain individual mem-
ber states have initiated regulations
to reduce the use of cash in order
to tackle money laundering, terrorist
financing and other illicit activities.
These interventions can be grouped
into three main categories:

¢ Maximum banknotes denomination
« cross-border cash movements
« cash payment limits
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In May 2016, the European Central
Bank decided to discontinue the pro-
duction of the 500 euro banknote
at the end of 2018 due to “concerns
that this banknote could facilitate illic-
it activities”. However, the banknotes
already issued will remain legal tender
(European Central Bank, 2016). More-
over, the EU set a 10,000 euro limit
on free cross-border cash movement
in Regulation 1889/2005. Above this
threshold, all natural persons have to
declare to the border control authori-
ties the amount they are carrying (Ric-
cardi & Levi, 2018).

Figure 6 - Cash payment limits in euro

Source: Transcrime elaboration of open sources

The situation is more fragmented re-
garding cash payment regulations
(Table 2). Most Eastern and Southern
European countries have limited the
maximum amount of cash payments
among businesses and between con-
sumers and businesses. Many people
in other countries, such as in Sweden
(see the Kontantupproret movement,
for example) consider such rules to be
a limitation of the legal tender or other
fundamental rights, and a similar atti-
tude is typical in Germany and Austria,
as mentioned (Bild, 2016; Mai, 2016).

Figures in italics refer to the euro equivalent based on the average 2017 rate.

As a result, a variety of limits exist,
ranging from 420 euro (Slovenia, B2B)
to 15,000 euro (Slovakia, B2C), while
12 EU MS still do not have maximum
thresholds in place. This diversity can
facilitate displacement effects among
OCGs, who may decide to incorporate
businesses exactly in those countries
where cash-payments and cash-pur-
chases (especially of high value goods)
are much easier (see box below).

BUSINESS TO BUSINESS

[3,000] [5,113] (10,256]

[6,722] [1,000] [4,851] [3,000]

[7,200] [3,524][1,000] 1,094] [5,000]

[420][2,500]

[10,049]

oD, Sl o .

Bulgaria
Croatia
Czech R

Hungary
Italy
Latvia

Denmark™®
France™
Greece

Poland
Portugal
Romania
Slovakia
Slovenia

Spain

oy vV

[3,000] [5,713] [10,049] [10,256)

[6,722] (1,000

[3,000]/2,788] [15,000] [5,000 ] 2,500]

BUSINESS TO CONSUMERS

NO LIMITATIONS

Austria, Cyprus, Estonia, Finland, Germany,' Ireland, Lithuania, Luxembourg, Malta, Netherlands, Sweden, United Kingdom™

13. Certain exceptions apply for real estate or wages, while there is joint responsibility of the buyer and the seller above 10,000 kr in Denmark.

14. The name has to be revealed above €10,000.



Case ZETA: Drug trafficking,
cash-smuggling and OC infiltration

in import/export businesses

The case study ZETA (see Annex
A1 for details) provides a nice
example of how cash facilitates
illicit trade and OC infiltration of
legitimate businesses. An OCG
active in the trafficking of drugs
from the Middle East to Europe
relied on the services provided
by another OCG, mainly made
of Iragi nationals active in Ger-
many, which: a) using money
mules, smuggled illicit cash, the
proceeds of drug sales, from
Spain, the Netherlands and other
EU countries to Germany; b) with
the illicit cash in Germany it ac-
quired, thanks to the lack of cash
purchase limits, machinery, ex-
cavators and expensive second
hand vehicles; c) by setting up
and infiltrating legitimate com-
panies in the wholesale trade
sector, it exported the machin-
ery to the Middle East (to Iraq in
particular). The legitimate trade
served on the one hand to laun-
der the criminal proceeds and on
the other hand as an opportuni-
ty to produce fake invoices and
forged customs bills which could
be used to justify the transfer of
cash from one country to another
by affiliates of the criminal group.
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Cash-intensive businesses

In addition to analysing cash usage in
daily payments, it is also useful to take
a look at the cash intensity of legit-
imate European businesses. More
cash-intensive economic sectors may
suggest higher vulnerability to crime
infiltration. To test this hypothesis, we
analysed the average structure of cor-
porate balance sheets across the 28
EU member states, which results in
some interesting patterns.

Besides fixed assets like real estate and
machinery, firms need more currency
assets for their activities, especially
cash, either in physical form or in a
bank account. A regular cash flow is

necessary to pay workers and sup-
pliers, and even though its level may
not be the same in different economic
sectors and countries, a high variance
may raise concerns. For the analysis,
the mean ratios of cash equivalents
on total assets were considered in a
given sector and region using firm-lev-
el data from Bureau van Dijk (BvD), a
business intelligence provider.

In Figure 7, one can observe a quite re-
markable variance in this cash level
among the European regions, even
in the same country. Since the differ-
ent weight of business sectors in each
country may influence the results, we
focussed on selected industries.

Figure 7 - Cash equivalents divided by total assets — All sectors (2015)

Source: Transcrime elaboration of BvD data
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Previous research has shown that cer-
tain specific sectors are more prone
to crime infiltration and money laun-
dering (Savona et al., 2016, p.42-44,
122-125) or have a higher share of the
informal economy in general (Schnei-
der, 2013, p.30). Such NACE divisions
included Construction of buildings
(F41), Retail trade, except for motor
vehicles and motorcycles (G47) or
Food and beverage service activi-
ties (156), and in these sectors a few
countries emerged as being remarka-
bly different than others.

Portugal, Spain, Italy and Croatia
(and Romania as regards 156) have the
lowest ratios of liquid assets for both
construction and food and beverage
services sectors. One may reasonably
assume that this counterintuitive re-
sult is a consequence of unreported
activities (see Section 3.3). If there is
a large underground economy, com-
panies can use undeclared income
in physical cash to pay workers and
suppliers. They neither deposit this
cash in banks nor declare it in financial
reports, also in order to minimise the
effects of a possible confiscation.

So a seemingly lower liquidity is
enough for the everyday operation
— and may become itself a factor of
risk or a red-flag. Compared to other
sectors, this effect can be particular-
ly large in construction and food and
beverage services, as these activities
are highly labour intensive and they
are still the ones most plagued with
undeclared workers (European Em-
ployment Policy Observatory, 2016,
p.3). Due to the nature of the shadow
economy, this phenomenon is unfortu-
nately hard to observe, and compara-
ble inspection data is not available EU-
wide to prove this hypothesis.

Figure 8 - Cash equivalents divided by total assets — F41 Construction (2015)

Source: Transcrime elaboration of BvD data
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Figure 9 - Cash equivalents divided by total assets — 156 Food and beverage
services (2015)

Source: Transcrime elaboration of BvD data
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Cash, corruption and the
underground economy

Physical cash can be used in the un-
derground economy to pay employees
on an unofficial payroll or suppliers
not providing a proper invoice for
their goods. If this is a widespread be-
haviour in the formally legal economy,
criminals can more easily engage in in-
filtration because they can launder their
criminal revenues with less difficulty.

Several attempts were made to quanti-
fy the extent of the shadow economy
or undeclared labour in particular.
Schneider and his co-authors regular-
ly publish an estimate of the extent of
the shadow economy (Medina & Sch-
neider, 2018). The EU member states
with the highest figures are Cyprus
and Bulgaria (31% of the GDP), Croa-
tia and Greece (30%), followed by other
former socialist or Southern European
countries (Figure 10).

A similar situation can be observed in
the case of undeclared work. Poland
and the Baltic countries have a some-
what higher share of undeclared work,
but it’s interesting to note that for both
estimates the Czech Republic and Slo-
vakia have lower figures than other for-
mer Eastern bloc countries.

Different measures of the shadow
economy and cash usage are high-
ly correlated, as Figure 12 shows. As
pointed out before, although Germany,
Austria and Luxembourg still heavily
rely on cash, they have a moderate un-
derground economy. Alternatively, the
highest cash users, Bulgaria, Romania
and Greece, rank among the countries
with the largest shadow economy.

Worldwide Governance Indicators,
Rule of Law and Control of Corruption
in particular, have a high correlation
with these measures (Figure 13). Cash
usage is lower in countries with
more efficient control of corruption,
while one can find less undeclared
labour where there is respect for the
law and it is enforced. A similar result
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Figure 10 - Estimate of the shadow economy in percentages of GDP
Source: Medina & Schneider (2018)
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Figure 11 - Undeclared work in the private sector as percentages of GVA (2013)
Source: Williams et al. (2017)
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emerges if regional estimates of the
shadow economy (Tafenau, Herwartz,
& Schneider, 2010) are compared with
various components of the European
Quality of Government Index. The un-
derground economy has a higher share
where citizens have doubts about the
impartiality of law enforcement (corre-
lation of -0.50) or have a high percep-
tion of corruption (-0.56).

Based on these figures, one can con-
clude that the effort to increase the
share of electronic payments may not
only decrease tax evasion, but it may
also make it more difficult to launder
criminal proceeds in infiltrated firms. A
more harmonised EU-wide regulato-
ry framework on cash usage could
significantly enhance the effect of such
efforts, as the current rules can be eas-

Figure 12 - Cash usage and the shadow economy

Source: Transcrime elaboration of Medina & Sch

neider (2018), Williams et al. (2017), ECB

ily circumvented by using a member
state without any limitations. If an infil-
trated firm cannot pay its suppliers in
cash, criminals have to look for more
complex and expensive solutions to in-
tegrate these illicit funds into the legal
economy. On the other hand, law en-
forcement has to be prepared for these
new emerging forms of placement of
criminal revenues, as cryptocurren-
cies may replace cash in this process.
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What would be the effect on
money laundering and OC infil-
tration of businesses if cash were
legally restricted? And on crime?
Some authors tried to provide an
answer to this question (see, for
example, Riccardi & Levi, 2018
for a review). It can be expected
that the impact would be heavi-
er on ‘petty’ money laundering
schemes, like those related to
small-scale tax evasion, which
heavily relies on cash. Also
affected would be traditional
OCGs (including mafias) which,
according to the evidence, seem
to prefer to launder their money
in cash-intensive businesses. A
cashless economy would make
it harder to stay underground.
The impact of cash reduction on
higher-level ML schemes, such
as those related to major corrup-
tion involving the use of complex
corporate structures and off-
shore jurisdictions, would likely
be less significant — despite the

Chapter 4

Criminal infiltration in a cash-free era

fact that these types also require
some cashing out or cash smug-
gling at some point.

However, as noted, it is not like-
ly that profit-driven crime would
disappear without cash. Dis-
placement effects could occur:
e.g., the termination of 500-euro
banknotes could lead criminals
to adopt alternative high value
notes for cash-smuggling or
hoarding purposes, such as the
1,000-Swiss franc or the 200-
euro bill. Or they may switch to
smaller notes, simply changing
their smuggling habits and tech-
niques — which could become
costlier because, for example, a
higher number of couriers would
need to be employed to transfer
the same value. There is even the
possibility that criminals might
decide to keep the ‘old’ 500-euro
bills for their own illegal transac-
tions (e.g., in the wholesale drug
market) or as stores of value — in

the end, these banknotes will re-
main legal tender and they would
keep their value, though their use
in the licit economy might gener-
ate even more suspicion than at
present.

Cash restriction could also lead
to an increase in barter, e.g.,
exchanging drugs for firearms
or other assets. And this could
reshape criminal networks and
partnerships. The trend towards
virtual marketplaces, such as
the dark web, and virtual cur-
rencies, could accelerate. And
companies could be used more
frequently for ‘laundering the
product’ and for providing a le-
gitimate fagade for (certain) il-
licit goods which could then be
sold on the legal markets. Final-
ly, as widely highlighted in the
literature, the reduction of cash
could lead OCGs to move from
traditional (and cash-intensive)
criminal activities to cybercrime.
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4.2. Opacity of business ownership

Antonio Bosisio, Universita Cattolica del Sacro Cuore-Transcrime

The opacity of business ownership is
a key risk factor which facilitates SOC
infiltration in the legal economy. Com-
plex corporate structures, especially
if established in secrecy jurisdictions,
can help in concealing illicit financial
flows and the identity of beneficial
owners (Does de Willebois, Van der
etal., 2011; FATF, 2014a, 2016c; Gam-
betta & Reuter, 1997, p.20; Riccardi,
Milani, & Camerini, 2017). Members of
OC groups may use opaque business-
es to launder the proceeds of a num-
ber of illicit activities like drug traffick-
ing, migrant smuggling or tax fraud.

Although widely acknowledged as a
key vulnerability, the opacity of corpo-
rate structures is very hard to opera-
tionalise and measure. In the MORE
context, three sub-dimensions are an-
alysed across EU countries and busi-
ness sectors:

* The level of financial secrecy;

* The proportion of business owners
coming from secrecy jurisdictions;

* The complexity of the ownership
structure of registered businesses.

Financial Secrecy

Criminals wishing to infiltrate legiti-
mate businesses can be attracted by
countries characterised by high levels
of financial and corporate secrecy:
here, they can best conceal the crim-
inal origin of their proceeds and their
identity as beneficial owners.

But the reasons why we are examin-
ing foreign shareholders of companies
registered in a certain country (or sec-
tor) are not exclusively related to secre-
cy. They can be related, for example, to
(Riccardi, Ferwerda, & Aziani, 2017):

« geographic proximity to other coun-
tries;

the presence of foreign residents
who could decide to start a busi-
ness;

« the attractiveness of the country in
terms of low costs of starting a busi-
ness or the efficiency of bureau-
cracy and institutions (World Bank,
2011);

» the volume of international trade
movements or of foreign direct in-
vestments (FDI);

« the presence of tax incentives for
corporations or individuals (OECD,
2011).

Using Bureau van Dijk business own-
ership data, it is possible to estimate
the volume of foreign shareholders
across different European countries.'®

As shown in Figure 14, the countries
with the highest percentages are very
small jurisdictions. Among the EU28
countries, the top scoring ones are
Luxembourg, Estonia, Croatia, Ire-
land and Cyprus. When considering
the largest European countries, a sig-
nificant presence of foreign owners
is recorded in the United Kingdom
(9.1% of all shareholders of UK com-
panies). Among non-EU countries,
the highest percentages are in San
Marino (94% of all shareholders are
foreign), Gibraltar (87.3%), Andorra
(83%) and Monaco (67%).

66

Criminals
can be
attracted by
countries
with high
levels of
financial
secrecy

2

15. For the purpose of the analysis, only shareholders at the first level of ownership were considered. Unlike the analysis of business ownership complexity (see

below), the analysis in this case covers all company types, including unlimited companies and partnerships.



Figure 14 - Percentage of foreign shareholders across European countries (2015)

Source: Transcrime elaboration of BvD data
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The differences observed may be
related to corporate tax incentives
(e.g., Andorra, Monaco, Luxembourg

Table 5 - Secrecy Score (TJN), EU28 countries (2018)

Source: Transcrime elaboration of Tax Justice Network

and Ireland all have favourable corpo- COUNTRY FSS FSS WORLD
rate tax regimes and may attract for- RANKING
eign investors), to the effectiveness of
their financial hubs or to the ease of United Kingdom 854 3
starting a business. But financial se- Netherlands 66.0 59
crecy may also play an important role. 65.5 60
In order to measure secrecy across EU 61.3 72
MSs, it is possible to use the Secrecy m 60.5 75
Score (FSS), a component of the Fi- ’
nancial Secrecy Index (FSI), a com- 59.3 80
posite indicator issued by the Tax Jus- _
tice Network (TJN) every two years'®. Germany 591 81
It is widely acknowledged to be one of 58.2 83
the best measures of the level of se-
ures of Greecco —— JNNNER 2
crecy across jurisdictions because of
its independence and transparency in 57.4 85
the underlying methodology (Casset-
ta, Pauselli, Rizzica, & Tonello, 2014; 57.4 86
Gara & De Franceschis, 2015; Riccar- 55.9 89
di, Milani, & Campedelli, 2016; Savona
& Riccardi, 2017). The FSS combines Slovakia 54.9 ‘ 92
20 qualitative secrecy indicators 54.7 93
.obta.lned by e.malysmg a countr.y s Ieg- Portugal 54.7 95
islation and its banking and financial
sector. Among other things, it includes 54.2 ‘ 96
measures of Czech Republic s29 @ 97
* the level of banking secrecy M 52.7 ‘ 98
. thg a.cceSS|b|.I|ty of beneficial owner- m 525 ‘ 100
ship information
* the level of transparency of corpo- m 51.7 ‘ 103
rate information
» the efficiency of tax and financial M 50.9 ’ 104
regulations reland | 507 @ 105
* the level of compliance with interna-
tional AML standards and Financial Italy 49.5 ‘ 107
Action Task Force FATF recommen- m 47.7 ‘ 107
dations _ :
* the extent of AML international co- 46.8 ‘ 108
operation Sweden —— [RECINNY 109
The analysed dimensions are com- 44.0 ‘ 110
bined into a score ranging from 41.83 United Kingdom 42.4 ‘ 111
(Slovenla) to 88.58 (Vanuatu). 41.8 ‘ 112

*(including Overseas Territories and Crown Dependencies) 7

16. For the purpose of the analysis, since the focus is on the level of secrecy of jurisdictions, and not on the dimension of each jurisdiction in terms of financial flow,
only the FSS component of the Financial Secrecy Index is considered. The FSI combines the Secrecy Score (a qualitative measure) with the global weighting that
measures how large an offshore financial centre is.

17. UK has a significantly different financial secrecy score if computed with or without considering Overseas Territories (OTs) and Crown Dependencies (CDs).
When OTs and CDs are considered, the FSS of UK is 85.40, at the top of the Secrecy Score ranking among EU28 countries (and third globally after Vanuatu and
Antigua and Barbuda). For details, see http://www.financialsecrecyindex.com/PDF/FSI-Methodology.pdf.



Some of the countries that are able
to attract high percentages of foreign
shareholders also display a high level
of secrecy as measured by the FSS
(Table 5). As Figure 15 shows, the cor-
relation between the percentage of
foreign shareholders and the level
of financial secrecy is positive (0.52)
and highly significant. Among EU28
countries, the most evident cases of
this positive relation are Luxembourg,
Cyprus, Malta and Croatia.

When looking at the sub-dimensions
of the Financial Secrecy Score, it can
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be seen that some EU28 countries are
top scorers for some of the qualitative
measures considered. For instance,
Malta and the Netherlands lack trans-
parency and ease of access to Trust
and Foundation registers; on the other
hand, Romania, Cyprus, Germany,
Luxembourg, Austria, Bulgaria and
Finland have the highest values in the
sub-dimension measuring the lack of
requirements for companies to submit
information on beneficial ownership,
as well as lack of ownership transpar-
ency for real estate and valuable as-
sets stored in freeports.

Figure 15 - Financial Secrecy Score and percentage of foreign shareholders

(Europe)

Source: Transcrime elaboration of BvD and TJN data
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Figure 16 - Top scorers in FSS components (EU28, 2018)

Source: Transcrime elaboration of Tax Justice Network

FSS COMPONENT

Trust and Foundations Register
Recorded Company Ownership

Other Wealth Ownership
Consistent Personal Income Tax

HIGHEST RANKING COUNTRIES"®

Malta, Netherlands

Netherlands, Romania, Cyprus, Croatia,
Germany, Luxembourg, Greece, Poland,
Austria, Bulgaria, Finland, Denmark, Spain

Romania, Cyprus, Malta, Germany,
Luxembourg, Latvia, Austria, Hungary,
Portugal, Bulgaria, Finland, France, UK

Cyprus

18. High rankings correspond to low transparency in the selected component.

Case ALPHA: exploiting financial

secrecy to set up bogus
pharmaceutical wholesalers

Operation Volcano, conducted
in Italy in 2014, identified the
infiltration of legitimate compa-
nies by an organised criminal
group in order to conceal illicit
trafficking of medicines (AIFA,
2015). The OCG commissioned
the theft of vials of anti-cancer
drugs from ltalian hospitals and
trucks to local criminals. Stolen
medicines were sent to a deposit
and matched with fake invoices
provided by bogus companies
active in the wholesale trade of
medicines and located abroad,
mainly in Eastern Europe (Roma-
nia, Hungary, Slovakia and Cy-
prus, among others). In this way,
the stolen vials could appear to
be legitimately acquired, so as
they could be ‘laundered’ and
re-introduced into the legal mar-
ket (see Annex A1 for details).

The bogus unlicensed whole-
salers were established ad hoc
in countries with low company
transparency requirements. In
particular, Romania and Cyprus,
which rank second and third, re-
spectively, for their Financial Se-
crecy Scores among the EU28,
were heavily involved in the fraud
scheme, as were Hungary, Latvia
and Slovakia (all above the EU
average FSS value). The opacity
of company registers in these ju-
risdictions was exploited in order
to circumvent possible controls.
After concealing their false ori-
gin, the products were sold into
the legal supply chain in Europe
(mainly Germany) by licensed
Italian pharmaceutical wholesal-
ers (AIFA, 2017).
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Ownership connections with
secrecy jurisdictions

Beyond the level of financial secrecy
of the country itself, the opacity of a
country can also be analysed by look-
ing at the ownership connections
with shareholders coming from se-
crecy jurisdictions: a certain country
may be not particularly opaque, but the
owners of the companies registered
there may be. The idea is that the high-
er the number of owners from opaque
countries and the more difficult it is to
carry out financial investigations and
trace the beneficial owners, the higher
the risk that these companies are used
to hide individuals and proceeds relat-
ed to SOC activities (Tavares, 2013;
Tax Justice Network, 2015).

In order to understand the level of busi-
ness ownership links with secrecy juris-
dictions, in each country or sector, the
percentage of foreign shareholders by
each nationality is multiplied by the rel-
evant FSS value, so that:

J

S Links= ¥ FSS,- (%
ecrecy_Lin SI (jg‘; ; (ZXI_)

Where:

x = number of foreign shareholders
j = nationality of foreign shareholders

i = country or region or NACE sector of
registration of the company

This metric was calculated for 44 Eu-
ropean countries, i.e., 21 million com-
panies and about 74 million recorded
shareholders. The risk scores calculat-
ed at the country level are displayed in
Figure 17.

Figure 17 - Business ownership links with secrecy jurisdictions by country (2015)

Source: Transcrime elaboration of BvD and TJN data. Only foreign shareholders considered.

Among EU28, the businesses regis-
tered in Cyprus, Czech Republic and
the United Kingdom show the high-
est volume of links with owners from
secrecy jurisdictions, while the lowest
values are shown for Croatia, Ireland
and Portugal. Among other European
(non-EU) countries, the highest num-
ber of links with secrecy jurisdictions
are registered by Liechtenstein, Mon-
tenegro, Russia and Ukraine.

Also, we estimated the volume of
shareholders coming from the coun-
tries listed in the common EU ‘black-
list’ and ‘greylist’ of non-cooperative

LEGEND

52.3-542
544 -547
547 -559
559-56.1
56.2-56.7
56.8-57.8
579 -58.7
59.1-59.3
596-611
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tax jurisdictions (which are all third
countries, i.e. non-EU)." The results
are reported in Table 6. Again the
country with the highest number of
shareholders’ links to greylist and
blacklist countries is Cyprus, fol-
lowed by the United Kingdom, Malta
and Luxembourg. In most cases the
top ‘greylisted’ country is Switzerland,
with the exception of Cyprus and Lux-
embourg (British Virgin Islands), Esto-
nia (Panama), Netherlands (Curacao)
and Romania (Turkey). In Chapter 6,
the first ten ‘greylisted’ jurisdictions in
terms of ownership links will be report-
ed for each EU MS.

19. The list is part of the EU’s work to fight tax evasion and avoidance and aims to create a stronger deterrent for conutries that consistently refuse to play fair on tax
matters. Two lists are available: a ‘black list’ (Annex 1), that refused to engage with the EU or to address tax good governance shortcomings, and a ‘grey list’ (Annex
II), of countries which have resulted to be vulnerable according to the EU screening, are monitored but committed in a dialogue with the EU. The lists were agreed
by Member States on 5 December 2017, and published the same day. Modifications were issued in the subsequent months. For the purpose of the analysis, the
last update of 25 May 2018 is taken into account which includes, in the blacklist the following countries: American Samota, Guam, Namibia, Palau, Samoa, Trinidad
and Tobago, US Virgin Islands. In the grey list, further 65 jurisdictions, among them Switzerland, Panama, Isle of Man, Liechtestein, Jersey, Guernsey, Turkey. For
full details see https://ec.europa.eu/taxation_customs/tax-common-eu-list_en



Table 6 - % shareholders from ‘EU greylist/blacklist’ countries The analysis at the economic sector
level is displayed in Figure 18. Apart
from other services (such as NACE
divisions T98 - Undifferentiated goods

% on total % on total Top . . -
Country shareholders  foreign ‘EU Greylist/blacklist’ and services producing activities and
shareholders country S95 - Repair of computers and per-
sonal and household goods), the sec-
tors registering the highest percent-
0.54% 13.95% Switzerland (8.6%) age of business owners from secrecy
. . . . jurisdictions are related to shipping
0.24% 4.56% Switzerland (3.1%) and cargo companies (H50 - Water
transport) and real estate activities
; NA NA NA
(Division L68).
1.66% 6.56% Switzerland (2.5%)
This result is particularly relevant:
7.33% 31.96% British Virgin Islands (17.3%) there is wide evidence that both in-
o 0 ] o dustries can be used for criminal pur-
Czech Republic 0.47% 5.17% Switzerland (1.5%) poses, the first to conceal or facilitate
. the trafficking of illicit goods (e.g.,
0.15% 7.90% Switzerland (3.9%
? ° ( ) drugs, firearms, contraband, counter-
2.08% 8.00% Panama (29%) fE'It pl‘OdUCtS, but also for Smuggling
migrants) and the second because
0.35% 5.25% Switzerland (2.4%) of the attractiveness of the property
. . . . market for money laundering (espe-
0.53% 10.10% Switzerland (6.3%) cially in large European metropolitan
. areas such as London or Berlin — see
0.63% 18.57% Switzerland (13.1%
? ? ( 6) (Savona & Riccardi, 2015; Transparen-
0.55% 7.78% Switzerland (3.9%) cy International UK, 2012).
0.50% 11.50% Switzerland (3.3%)
. Cargo shipments and secrecy
1.84% 7.46% Switzerland (2.1%) jurisdictions: Operation Rose
] of the Winds
Italy 0.30% 15.13% Switzerland (10.1%)
0.51% 3.58% Switzerland (0.8%) Operation Rose of the Winds was
a major police operation sup-
0.51% 3.77% Switzerland (2.3%) ported by Europol and involving
N ] . the Italian, French and Spanish
6.04% 12.69% British Virgin Islands (3.7%) authorities. It led to the arrest of
T 165% 16.01% Switzerland (3.3%) a Moroccan-speaking organized
alta crime group involved in drug
Netherlands 0.99% 12.58% Curacao (4.0%) trafficking. In particular, in 2016,
the authorities intercepted a car-
0.16% 4.78% Switzerland (2.9%) go ship flying the flag of Pana-
. . ma which was transporting more
Portugal 0.49% 8.92% Switzerland (2.5%) than 19 tons of hashish. This ex-
ample confirms the widespread
; 759 109 Turkey (4.79
0.75% 9.10% urkey (4.7%) use of shipping companies in-
0.46% 3.12% Switzerland (1.3%) corporated in offshore countries
in illicit trafficking. Panama'’s level
1.14% 12.42% Switzerland (3.8%) of financial secrecy was exploit-
. _ . ed in order to easily set up the
0.20% 7.25% Switzerland (4.7%) company and circumvent pos-
. sible controls. The investigation
.339 .359 Switzerland (3.5%
0.33% 5-35% witzerland ( 6) also revealed clear links between
United Kinadom 1.39% 15.38% Switzerland (5.2%) irregular migration and drug traf-

ficking (Europol, 2017c).
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Other sectors with high secrecy links
are Mining and Oil & gas extraction (Di-
vision B05, BO7 and B06) and R&D ac-
tivities (M72). Especially in these latter
sectors, secrecy links may be related
to the presence of large multinational
companies with holdings and parent
firms located in low-tax jurisdictions
(Savona & Riccardi, 2017).

Figure 18 - Ownership links with secrecy jurisdictions by NACE division (2015)

Source: Transcrime elaboration of BvD and TJN data

95 - Repair of computers and personal and household goods
68 - Real estate activities

05 - Mining of coal and lignite

72 - Scientific research and development

86 - Human health activities

06 - Extraction of crude petroleum and natural gas

96 - Other personal service activities

74 - Other professional, scientific and technical activities

47 - Retail trade, except of motor vehicles and motorcycles

64 -Financial service activities, except insurance and pension funding

46 - Wholesale trade, except of motor vehicles and motorcycles

50 - Water transport
98 - Undifferentiated goods (...)

07 - Mining of metal ores

Therefore, the analysis could be re-
peated after weighting for the average
company size in order to control for the
presence of multinational firms. In this
scenario, the analysis identifies arts
and entertainment activities (R90)
and food and beverage services (156)
among the sectors registering more
links to secrecy jurisdictions. This result

57 58

is in line with previous research show-
ing that these two industries are prone
to crime infiltration and money launder-
ing, particularly for being mostly cash
and labour intensive (Savona et al.,
2016). Other sectors with high secrecy
links are mostly related to agriculture
and forestry (Divisions AO01 and A02)
and veterinary activities (M75).
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Figure 19 - Ownership links with secrecy jurisdictions by NACE division, weighted by average company size (2015)

Source: Transcrime elaboration of BvD and TJN data
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94 - Activities of membership organizations

43 - Specialised construction activities

88 - Social work activities without accomodation

93 - Sports activities and amusement and recreation

47 - Retail trade, except of motor vehicles and motorcycles

97 - Activities of households as employers of domestic personnel

02 - Forestry and logging

75 - Veterinary activities
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Complexity of business Figure 20 - BO distance, average value across countries (2015)

ownership structure

Source: Transcrime elaboration of BvD data

The third facet of business opacity
is related to the complexity of busi-

ness ownership in EU MSs. This is

analysed by looking at what is known 1.00 - 1.02

as the BO (beneficial ownership) 1.03-1.05
distance provided by Bureau van Dijk 106 - 1.09

(BvD). This measure represents the 1.09-110
number of steps that separate a com- ® 111-113

pany from its beneficial owner(s)®. : ii ig

When the BO distance equals 1, the ° 1:20_1'.29
company is directly controlled by its ® 129 133 N
BO(s). The higher the BO distance, ® 137-173 R
the greater the level of complexity of ® Notavailable

the company structure, the more diffi-

cult it is to trace the beneficial owners,
and the higher the risk that the compa-
ny could be used to conceal criminal
profits or individuals.

Using BvD data, information on the BO
distance of companies in 44 European
countries was collected at the individu-
al level, aggregated for each company
and then at the country and sector lev-
el. In order to guarantee cross-country
and cross-sector comparability, only
limited companies were considered
for this section of the analysis?'.

Information on 12.5 million limited
companies and about 20 million BOs
was retrieved and analysed. Average
values were then computed for each
country and for each business sector
(NACE division level). In order to en-
sure the comparability of the results,
the countries for which BvD BO data
cover less than 10% of registered limit-
ed companies were excluded from the
analysis.

The average company BO distance at
the European level is close to one (1.1).
It could be lower if we took into ac-
count individual and unlimited compa-
nies as well. Nevertheless, significant
differences can be observed across
countries and business sectors.

The country that displays the highest
average BO distance among EU28
countries is Malta (1.73), followed by
Denmark (1.47) and Luxembourg
(1.33). On the other hand, the lowest
values are observed in Hungary (1.01),
Romania (1.02) and Slovakia (1.05).22

Part of the observed differences might
be due to the larger number of FDI and
multinational companies in some are-

as, countries and sectors.

20. The beneficial owners of a company (or entity) are the individuals who ultimately own or control it. Bureau van Dijk identifies them by reconstructing the own-
ership chain of the company, until finding natural persons with shareholding above a certain level. Since there is no consensus on the notion of control, for the
purpose of this study we set the minimum threshold at 10% of shareholding at each level of the company ownership chain. This threshold is in line with the current
development of the EU AML Directives.

21. BvD data coverage of unlimited companies and partnerships is not homogeneous across European jurisdictions. For this reason, the analysis only focused on
private and public limited companies.

22. Among EU28 countries, a higher BO distance is registered by three countries for which BO information is available for less than 10% of the limited companies
registered in BvD Orbis, respectively, the Netherlands (BO distance of 4.04, coverage of 1.33% of limited companies), Sweden (3.19, coverage 1.08%), Belgium
(1.87, coverage 2.72%). Bulgaria has no coverage of BO information.

23. As for the country level analysis, the average BO distance calculated for each business sector (NACE-division) is standardised by the average total assets
of the sector at the European level and normalised in a 0-100 scale. The downside of this measure is that it can no longer be interpreted as the number of steps
separating a company from its BO(s).
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Table 7 - BO distance, average value across EU28 countries (2015)
Source: Transcrime elaboration of BvD data
1.73 1.47

Differences are also wide when ana-
lysing business sectors (Figure 21).
NACE divisions 50 (water transport),
35 (electricity and gas supply) and
65 (Insurance) record the highest BO
distances (considering, again, only
limited companies). Most of these
business sectors are characterised by
high market concentration, high barri-
ers to entry, and therefore a high num-

ber of large companies. These factors
may increase the number of multina-
tional companies, thus ceteris paribus
increasing the BO distance.

In order to identify actual anomalies,
and find the sectors where, on aver-
age, companies seem to have an
unnecessarily complex corporate
structure, the scores are weighted by
a proxy of average company size.?®

The results are shown in Figure 22.
Again, some of the sectors found to be
more inclined to crime infiltration and
money laundering by previous research
(Savona et al, 2016) also appear
among the top scoring ones, such as,
for instance, divisions 56 (food and bev-
erage service activities), 43 (specialised
constructions) and 47 (retail trade).

Figure 21 - BO distance, average value across business sectors, top 15 NACE divisions (2015).

Source: Transcrime elaboration of BvD data
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Figure 22 - BO distance, average value across business sectors, weighted by average company size, top 15 NACE

divisions (2015). Index 100 = Highest

Source: Transcrime elaboration of BvD data

95 - Repair of computers and personal and household goods
98 - Undifferentiated goods (...)
90 - Creative, arts and entertainment activities
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81 - Services to buildings and landscape activities

88 - Social work activities without accomodation

43 - Specialised construction activities

93 - Sports activities and amusement and recreation activities
97 - Activities of household as employers of domestic personnel
47 - Retail trade, except of motor vehicles and motorcycles

Concluding remarks

Opacity of corporate structures is a
key vulnerability for SOC infiltration in
the legal economy. This risk factor can
be measured at a micro and macro
level by looking at:

« financial secrecy

* ownership links with secrecy jurisdic-
tions

» complexity of ownership structures

These metrics vary widely across dif-
ferent European countries and sec-
tors, indicating where possible vulner-
abilities may arise. Nevertheless, it is
important to stress that these meas-
ures alone should not be consid-
ered as unambiguous red flags of
SOC infiltration, since other factors
(e.g., taxes, attractiveness of financial
hubs, ease of establishing and man-
aging businesses) may play a role in
shaping the business ownership struc-
ture of European businesses.

Some of the analysed countries score
high in only one of the three dimen-
sions considered: this is the case, for

instance, with Denmark, where com-
panies show a high average level of
complexity, but the level of secrecy
(as measured by the FSS) and the
connection to secrecy jurisdictions
are below the EU28 average values.
Similarly, Czech Republic presents a
high volume of links with secrecy juris-
dictions, even though it does not rank
high when looking at complexity and
financial secrecy.

Other countries, such as Malta, show
high values in more than one dimen-
sion: the island ranks among top scor-
ers as regards both financial secrecy®
(fourth) and ownership complexity (first
by far). Also, the United Kingdom
shows relatively high values in two of the
three considered values, respectively
financial secrecy (first) and links with
secrecy jurisdictions (third). This might
indicate that the extraordinary capacity
of this country to attract foreign invest-
ments (for a variety of reasons) can be
partially linked to an opaque legislative
framework (especially for Overseas
Territories and Crown Dependencies).

| — Y £
D 50
| — R 1

| — - Y
e 4
T O 43

Finally, some of the analysed coun-
tries have particularly high values in
all the considered measures; the most
evident case is Cyprus, which ranks
third (among the EU28) in terms of its
level of financial secrecy, first in terms
of links with secrecy jurisdictions, and
seventh for average complexity of
ownership structures. Germany also
ranks among the top 10 countries for
the three measures considered. High
values in these three metrics should
be read as a vulnerability for SOC infil-
tration in the local economy.

This approach — and these proxies —
could also be extremely useful if imple-
mented at a micro/firm level in order
to identify anomalies in the corporate
structure (e.g., small companies with
unnecessarily complex and opaque
ownership chains). If these metrics are
transformed into tools, they could help
investigators in the early detection of
businesses at risk on which to focus
their investigative resources.

24. When taking into account the overall FSS obtained by considering Overseas Territories (OTs) and Crown Dependencies (CDs) jointly with the United Kingdom.
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4.3. 'Golden Visas'

Georgiana Musat, Universita Cattolica del Sacro Cuore -Transcrime

This section is aimed at mapping the
different Immigrant Investor Pro-
grammes (lIPs), commonly referred to
as ‘golden visas’, across the Europe-
an Union and highlighting the vulnera-
bilities that may attract criminals from
third countries willing to invest and
launder illicit money.

[IPs are policies developed by most EU
MSs that naturalise or give residen-
cy and/or citizenship to third-coun-
try nationals (TCNs) on the grounds of
economic interests, e.g., an investment
carried out in the country (Dzanki¢,
2015, 2018). They differ from other
migration policies in offering facilitated
residency or citizenship according to
monetary contributions and are there-
fore only available to a selected few
high-net-worth  TCNs (Transparency
International, 2018).

Investment-based residency
and citizenship programmes
across EU MSs

The eligibility criteria for the IIPs are
different across the EU. They entail:

* Investments of different types:
e.g., in legitimate businesses, real
estate, government bonds, special
projects (e.g., cultural contribution),
research activities, creation of jobs,
etc. (Dzanki¢, 2015; Transparency
International, 2018)

« Different values of monetary contri-
bution: ranging from a few hundred
thousand to several million euro

+ Different status required: in some
countries, the applicant can obtain cit-
izenship only on grounds of monetary
contribution, whereas in other coun-
tries the applicant must have prior
residence over a certain period (e.g.,
6 months of physical presence). More-
over, some EU countries offer only a
temporary residence permit, and the
naturalisation process follows the ordi-
nary citizenship laws (Dzanki¢, 2015).

The different programmes across the
European Union can be classified in
four categories (Dzankic¢, 2015):

« fully discretionary naturalisation on
grounds of national interest

* entrepreneurial programmes
« investor residence programmes (IRP)

« investor citizenship programmes (ICP)

Fully discretionary naturalisation on
grounds of national interest

According to the GLOBALCIT (2017)
database, 22 countries out of the 28
EU MSs have the discretion to natural-
ise individuals on grounds of special
achievements, which might be eco-
nomic, cultural, sports-related or sci-
entific. In particular, as for economic
achievement, 4 EU MSs, namely Aus-
tria, Bulgaria, Slovakia and Slove-
nia, allow for the provision of citizen-
ship on grounds of economic interest.

Entrepreneurial programmes

The entrepreneurial programmes grant
TCNs only a temporary renewable
residence permit. The naturalisation
process is established through ordi-
nary citizenship laws and is not reg-
ulated by specific regulations (Dzankic,
2015). The aim of this programme is to
foster investments in the countries.

Investor residence programmes (IRP)

Most EU MSs allow TCNs to obtain
residency upon monetary contribu-
tion. TCNs can apply if they respond
to selected criteria, provided by spe-
cific residence laws, in terms of lev-
el of monetary contribution and other
matters. The residency status facili-
tated through these programmes is
a fast-track route to citizenship
(Global Witness, 2018). The granting
of citizenship is usually bounded by
a certain period of residency that is,
however, less than the one required by
ordinary migration laws.

Investor citizenship programmes (ICP)

Few EU MSs allow citizenship to be
obtained through an investment.
Among EU MSs, only Cyprus grants
citizenship without eligibility criteria in
terms of status and residency. The ac-
quisition of citizenship is based only on
the investment made by the applicant.
Other EU MSs, namely Bulgaria, Mal-
ta and Romania, also offer ICPs, but
the applicant must meet other eligi-
bility criteria. A period of residence is
necessary to obtain and maintain the
legal status obtained (Dzanki¢, 2015).

Despite the differences in the criteria
adopted, they are all based on a mon-
etary contribution, i.e., an investment
that entails the provision of a legal
status, either residency or citizenship.
Therefore, following Dzanki¢ (2018),
the IIPs can be further classified based
on two dimensions:

* the investment obligation
« the status obligation of each pro-
gramme

For each dimension, Dzanki¢ (2018,
p.66) assigns a score from 1 to 5. For
the first dimension, the investment can
range from 100 thousand to a few mil-
lion euro:

1. Very low (less than 100,000 euro)

2. Low (between 100 and 500 thou-
sand euro)

3. Medium (between 500 thousand
and 1 million euro)

4. High (between 1 million and 5 mil-
lion euro)

5. Very high (more than 5 million euro)

For the second dimension, Dzanki¢
(2018, p.67) provides a ranking that
measures how easy it is to obtain the re-
quired status (from easiest to hardest):

1. Citizenship obtained with no visit to
the country (just one day to obtain
the passport)



2. Citizenship obtained with registered
residence but little physical pres-
ence is required

3. Registration of residence and
multiannual  continuous  physical
presence, but the programme results
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4. Residence rights maintained by reg-
istration, but limited physical pres-
ence is required and investors are
subject to a special tax status

5. Residence rights maintained by regis-
tration, physical presence of more than

The scores for each country are re-
ported in the first two columns of Table
1. Some EU MSs (Bulgaria, Cyprus,
Malta and Romania) offer different
types of programmes and therefore
only the first best option has been re-

in citizenship 6 months and all taxes regularly paid ported. The countries that do not offer
programmes or that have full discre-
tion in providing it (such as Austria)
are not scored. (For full details, see
Dzanki¢, 2018).

Table 8 - Classification of IRPs and ICPs in the European Union

Source: Transcrime elaboration of DZanki¢ (2018) and open sources

Country Investment score Status score Total Rank?
N/A N/A 23
N/A N/A 23
2 5 14 1
3.4 9
4 1.6 2

Czech Republic 3.4 9
N/A N/A 5 23
1 5 3.4 9
N/A N/A 5 23
5 5 4.2 17
N/A 5 4.2 17
4 2.8 5
5 36 14
4 4 3.2

Italy N/A 5 4.2 17
1 5 3.4 9
1 5 34 9
N/A N/A 5 23
. 2 16 2

The Netherlands 4 5 4 15
N/A 5 4.2 17

Portugal 3 4 3 6
4 3 2.4 4
N/A 5 42 17
N/A 5 42 17
3 4 6
N/A N/A 5 23
4 5 4 15

25. Countries ranked by ease of obtaining an ICP or IRP citizenship (the lower the overall score, the higher the ranking).
26. The programme was suspended on 31 March 2017.
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Table 8 also reports an overall score
calculated by Transcrime. First, us-
ing (Dzanki¢, 2018), the GLOBALCIT,
2017 database and open sources, we
updated the original Investment and
Status scores.?” Then we computed a
weighted average score of the two
dimensions, where the status score
has a weight of 80% and the invest-
ment is 20%, based on the assumption
that a wealthy TCN willing to acquire
a legal status in a EU MS would pre-
fer the best option regardless of the
amount of the investment. Based on
the same first best option assumption,
for those countries that offered differ-
ent programmes, we selected only the
one that entails citizenship.

Based on this overall score, the coun-
tries that offer the best conditions to
obtain investment-based citizen-
ship are Bulgaria, Malta, Cyprus and
Romania. As mentioned above, these
countries are the only ones in the EU
that use specific migration laws to
regulate the acquisition of citizenship
through a monetary contribution.

Bulgaria

The Bulgarian Citizenship Law estab-
lishes that a TCN willing to obtain a
permanent residence permit should
invest at least 1.04 million euro
(Dzankic, 2018). After 1 year of perma-
nent residence, the TCN can apply for
citizenship. To maintain it, 6 months
and one day of physical presence
in the country and a clean criminal re-
cord in Bulgaria are required.

Malta

The Maltese Citizenship Act (Gov-
ernment of Malta, 2014) requires an
overall investment contribution of at
least 1.15 million euro, which could
be split as follows: 650,000 euro as
direct contribution, real estate worth
350,000 euro or rental of a property for

at least 16,000 euro per year, plus an
additional investment of 150,000 euro.
However, the naturalisation process re-
quires a clean criminal record, an oath
of allegiance and 1 year of effective
residence, but a minimum physical
presence is not regulated by the Citi-
zenship Act.

Cyprus

Among the EU MSs, Cyprus has a high
investment score (an investment of at
least 2 million euro, plus real estate
worth 500,000 euro) but it scores the
lowest rank in the status obligation
score since it grants citizenship
without further eligibility criteria.
The acquisition of citizenship is based
only on the investment made by the

applicant, and the TCN does not have
to fulfil prior residence criteria. It does,
however, require a clean criminal re-
cord (Ministry of Interior, 2016).

Romania

Citizenship is granted after fulfilling
different criteria. The Romanian Cit-
izenship Act (Romanian Parliament,
2010), requires 1 million euro as a
monetary contribution that entails the
provision of a residence permit. Af-
ter 4 years of permanent residence,
the TCN can apply for citizenship. It
requires a period of at least 6 months
of physical presence in order to apply
for citizenship. Other criteria include a
clean criminal record and knowledge
of the language, culture, constitution
and national anthem.

Figure 23 - Investment-based residency and citizenship programmes,

average values in the European Union

Source: Transcrime elaboration of Dzanki¢ (2018) and open sources

27. Specifically, the status score was rescaled on a 1-5 basis and the countries not having programmes were assigned a score of 5 by default for the missing

dimension.



Vulnerabilities in terms of
SOC infiltration

‘Golden visa’ programmes were first
adopted in a few countries like the
Caribbean island of St. Kitts and Ne-
vis, Australia, Canada and the Unit-
ed States. After the financial crisis of
2007, the number of countries that
developed these systems increased
and, to date, most EU MSs use them
(Dzankic¢, 2015; OCCRP, 2018).

As mentioned above, this kind of mi-
gration policy aims at attracting af-
fluent third-country nationals and
therefore foreign capital. If not accom-
panied by an in-depth screening of the
applicants, however, investment-based
residency and citizenship programmes
may also attract criminals from third
countries willing to invest and launder
illicit money while obtaining EU sta-
tus (Transparency International, 2018).
The legal status obtained might be an
opportunity:

* to evade law enforcement and pros-
ecution in their home country (Global
Witness, 2018)

» to gain a second passport — and
with this a “new identity” — to clean
up their criminal reputation (see
Chapter 3)

* to help with free movement in oth-
er EU MSs and making further in-
vestments, as a sort of ‘multiplier’ of
money laundering effects

As shown in Figure 1, the countries
that offer the best conditions to ob-
tain EU ‘golden visas’ are also ranked
first in terms of other risk factors (see
sections 4.1 and 4.2 in this chapter).
Criminal TCNs willing to infiltrate le-
gitimate businesses for ML purposes
can be attracted by those countries of-
fering such a mixture: favourable tax
systems, high levels of financial and
corporate opacity, a strong shadow
economy, high levels of cash inten-
sity — and favourable immigrant in-
vestor programmes.
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Furthermore, it is important to note that
most applications come from countries
such as China and Russia (Cooper,
2016; Transparency International, 2018)
that are frequently reported as sources
of illicit financial flows (Global Witness,
2018; Kar & Spanjers, 2014). In particu-
lar, Russian citizens may exploit the IIPs
in order to avoid the sanctions Europe
imposes on Russia (Cooper, 2016).

‘Golden visas’ and Russian

oligarchs in Cyprus

Since 2008, Cyprus has grant-
ed citizenship to 1,685 high-net-
worth TCNs, most of them from
Russia but some also from China,
Iran and Saudi Arabia (Farolfi,
Harding, & Ophanides, 2018).

Recent media investigations
revealed that Cyprus granted
citizenship to identified Russian
oligarchs against whom the U.S.
Department of the Treasury’s
Office of Foreign Assets Control
issued sanctions (Farolfi et al.,
2018; Schultz, 2018).

On January 2014 the European Par-
liament warned about the risks of IIPs,
stressing that EU MSs should not pro-
vide citizenship or residency only on
the grounds of economic contribution
and should also consider other criteria
involving risks with this kind of pro-
gramme, especially money laundering
(Resolution 2013/2995[RSP]) - (Eu-
ropean Parliament, 2014).

The European Commission also
warned about the risks connected to
IIPs and how these programmes may
undermine the concept of European
citizenship and all the related benefits
(Galindo, 2018).

Moreover, recent media investigations
revealed that the governments offering
these investment schemes cannot al-
ways perform a proper due diligence
process (Global Witness, 2018), spe-
cifically, checking the origin of the in-
vestment made by the TCN (Transpar-
ency International, 2018).

A report by the European Commission
on the different IIPs in Europe is due
by the end of the year (Transparency
International, 2018).

Residency bonds and a suspected

international money laundering
network

A media investigation revealed
that some suspects were grant-
ed residency permit in Hungary
thanks to the acquisition of Hun-
garian state bonds. The suspects
include a Syrian man in custody
of the Italian authorities because
suspected to be a member of
an international criminal network
involved in trafficking of human
beings, weapons, drugs and
money laundering, and another
Syrian individual present on the
US OFAC blacklist (Erdélyi, Zoldi,
& Saling, 2018).

The used scheme allows TCNs
who invest 250-300 thousands
euro in state bonds to get a lo-
cal Hungarian residency permit
(which could be also extended
to family members). According
to sources, between 2013 and
2017, Hungary handed out nearly
20,000 permanent residence per-
mits for residency bond investors
and their family members, but
their names are not disclosed for
privacy reasons (Erdélyi, Zoldi, &
Saling, 2018).

The case, initiated by the Italian
law enforcement with the legal
assistance of Hungarian authori-
ties uncovered a criminal network
operating in ltaly, Hungary, Mo-
rocco, Libya and Egypt, mostly
involved in money laundering.
Some of the members had found-
ed several companies (including
a money exchange agency) in
Hungary.
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Concluding remarks

The ultimate goal of IIPs is to attract
foreign investors and capital in order
to contribute to a country’s economy,
but this should not pose risks to the
overall security of the country. Gov-
ernments must ensure the integrity
of these programmes, focusing espe-
cially on the origin of the monetary
contribution to ensure that it is not
connected to money laundering and
terrorist financing.

Furthermore, EU MSs should provide
clear eligibility criteria and ensure
there is a proper due diligence pro-
cess based on a risk assessment
approach, for instance by checking
sanctions and terrorist lists, links with
PEPs, previous negative judicial events
and information on other foreign assets
and businesses owned, such as finan-
cial reports, lists of other shareholders
(current or former), board managers
and ultimate beneficial owners.
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4.4. Country overview

In order to provide a better compara-
tive country overview across EU MS,
the following radar charts are created.
Each chart provides the ranking of
the EU country under consideration in
terms of 8 indicators which are tak-
en as a synthetic proxy of the key risk
factors of SOC infiltration analysed in
previous sections.

For each indicator, EU countries are
ranked from 1 to 28, where 1 means
highest value and, therefore, high-
est risk. All indicators are rescaled
so as they point out risk in the same
direction.® Countries whose national
scores are not available are attributed
the EU average.

The charts can also be read from
another perspective, looking at the
area drawn across the diagonals: the
wider the coloured area, the high-
er the overall risk of SOC infiltration
according to the risk factors taken into
account.

While some countries rank high only
with respect to selected indicators,
some other EU MS show quite high
values for a variety of vulnerabil-
ities. All the countries are analysed
in Chapter 6, discussing the current
scenario of SOC infiltration and com-
menting each risk factor. Moreover, an
in-depth analysis of the three EU MS
specifically covered by the study (Ger-
many, Italy and Sweden) is provided.

\ /
0 ]
/ \

Cash-intensity

Cash payment limits

Ratio of cash payments on all
payments types (Transcrime
elaboration of ECB, 2016)

-

Threshold on the use of cash for
B2B purchases (Transcrime
elaboration of open sources)

X

Shadow economy

Control of Corruption

Estimate of shadow economy as
% of the GDP (Medina &
Schneider, 2018)

Composite indicator measuring the
governance capacity of a country to
effectively control corruption (World
Bank, 2016)

g8

Financial secrecy

Business owners from
secrecy jurisdictions:

Composite indicator measuring the
level of financial and banking
secrecy of a country (Tax Justice
Network, 2018)

Volume of resident businesses’
shareholders coming from secrecy
countries (Transcrime elaboration of
BvD and TJN, 2018)

@

Business ownership
complexity

‘Golden visas’

Average complexity of the ownership
structure of resident businesses
(Transcrime elaboration of BvD data)

28. For Control of corruption, being 1st means highest risk of corruption.

Overall facility to obtain invest-
ment-based citizenship and
residence (Transcrime elaboration of
Dzanki¢, 2018).
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Austria How to read
EU MSranked from1 to 28, The wider the coloured area,
where 1 = highest value and the higher the overall risk.
highest risk. * — EU average value

Bulgaria Croatia
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RISK FACTORS AT
THE MICRO LEVEL
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The analysis at the micro level aimed to
better understand how SOC infiltration
works and what observable traits at the
firm level can be used to identify such
companies. As mentioned in Chapter 2,
the analysis was carried out on a large
sample of firms confiscated from
Italian OC in the last 30 years.

Main findings

Italy is not only unique with regard to
its long history of organised crime, but
also because of its special legal frame-
work, which allows the authorities to
seize and then confiscate infiltrated
firms under the suspicion of links with
SOC offences (Riccardi & Berlusconi,
2016, pp. 21-22). Unfortunately, such
legal solutions are not available in most
member states, and in any case they
are used elsewhere to a much lesser
extent. Even in countries with similar
regulations, the number of cases is too
low for a similar analysis.

As mentioned in Chapter 2, project
ARIEL previously attempted to address
this issue by conducting a firm-level
analysis on a sample of infiltrated (but
not necessarily confiscated) firms in 5
EU MSs identified through a snowball
approach (Di Bono, Cincimino, Riccar-
di, & Berlusconi, 2015). However, the
sample was too heterogenous and the
analysis did not produce the sound re-
sults that would have enabled further
quantitative analysis. Therefore, our
in-depth study considers only ltaly, but
practitioners can adapt the results to
the local environment based on their
own experience.

Private limited companies (s.rl.) are
extensively used because they can be
quickly created, managed and con-
trolled and do not incur high costs.

The ratio of female owners is above the
national average, as there is evidence
that women are used as figureheads.

Infiltrated firms have significantly less
financial debt, as illicit revenues make
bank loans unnecessary.

©

Funds are provided using trade credit
or shareholders’ loans.

Criminals overweight current assets
but underweight cash equivalents to
avoid confiscation.
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5.1. Ownership red flags

The first set of indicators concerns
business ownership characteristics:
it is a descriptive one, based on 1,944
Italian firms that were confiscated from
ltalian mafia-type organised crime
groups between 1984 and 2012. It

shows that there was an increase over
time of confiscations (Figure 24).

The most typical economic sectors are
construction (F — 26%)%, wholesale
and retail trade (G — 26%), hotels and

Figure 24 - Number of confiscated firms over time and their OC affiliation

Source: Transcrime elaboration of ANBSC data

restaurants (H — 9%) and real estate
related activities (K — 8%). Except for
trade, these sectors are over-repre-
sented compared to the overall Italian
economy (Riccardi, Soriani, & Giampi-
etri, 2016, p. 123).

200
39.2%
150 |
<
g 1o A l | | l l I | l
VA l n l o '
0 A
22.8% <94 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12
) year
Cosa Nostra @ Camorra ‘Ndrangheta @ OtheroC
Figure 25 - Economic sector - NACE Rev. 1.1

Source: Transcrime elaboration of ANBSC data

A - Adricolture, hunting and forestry

B - Fishing

C - Mining and quarrying

D - Manufacturing

E - Electricity, gas and water supply

F - Construction

G - Wholesale and retail trade; repair of motor
H - Hotels and restaurants

| - Transport, storage and communication

J - Financial intermediation

K - real estate, renting and business activities
N - Health and social work

O - Other community, social and personal

Missing

D 5.0%
D 0.9%

D 1.3%

D 2.1%

D 0.4%

D 26.3%
I  25.9%

I 9.3%

D 3.6%

D 1.5%

I 7.8%

D 1.0%

D 5.0%

I 9.8%
0%

5% 10%

29. NACE Rev. 1.1/Ateco 2002 section codes and percentages in parenthesis

15%

20% 25% 30%
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Type of legal form

The same comparison regarding the
legal form of the firms yielded similarly
interesting results.

Table 9 shows that certain legal forms
were more common among confis-
cated firms than in the legal economy
in general. Proportionally, there were
significantly more private limited
companies (s.r/. in ltalian — almost
double the national percentage) ~and
partnerships (s.s., s.n.c., s.a.s.), while
there were fewer sole traders (im-

Table 9 - Legal form and region

Source: Transcrime elaboration of ANBSC data

prese individuali). Criminals may pre-
fer these forms because they are easy
and cheap to incorporate, and their
administration does not incur high
costs (Garofalo, 2016, pp. 197-198;
Gup & Beekarry, 2009). Moreover, by
using figureheads at partnerships and
private limited companies, they can
still avoid being formally connected to
these firms. Case studies (Chapter 3)
also confirmed a preference for Ltd.
types of firms by OCGs in other EU
countries, too.

Different criminal organisations have
different preferences for legal forms
(Table 10). Cosa Nostra and certain
groups active in the Rome area in par-
ticular (classified as other OC) have a
strong preference for limited compa-
nies. On the other hand, Camorra and
’"Ndrangheta have a higher rate of part-
nerships, and the high number of sole
traders affiliated with the latter group
suggests that ’Ndrangheta may prefer
to have more direct control of firms.
This is in line with the organisational
model of the ‘Ndrangheta, leaning to-
wards a more familistic and unitary type
of control (Catino, 2014a, p. 190).

Ratio of sample and national percentage

St. Ltd. Plc. Coop. Other Total
0.39 1.31 1.57 1.00
—  Lombardy @
. 0.38 2.01 1.44 1.00
Campania o
Puglia ° 0.43 2.97 1.00
c
o Calabria ’0.61 217 1.67 1.00
o
2
% Sicily ° 0.32 1.76 2.78 1.00
'_
2
Emilia- 0.00 3.22 2 1.00
Romagna
Lazio 2.04 1.00
Other (<20) 1.78 1.60 1.00
Total PN 0.39 1.31 1.99 0.72 3.17 1.00

Abbreviations: st. — sole trader (imprese individuali), ps. — partnership (s.s., s.n.c., s.a.s.), Itd. — private limited company (s.r.l.), plc. - public limited company (s.p.a.),
coop. — cooperative.Numbers in grey: less than 20 observations
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Table 10 - Legal form and affiliation
Source: Transcrime elaboration of ANBSC data
Italian legal form
\ |
St. Ps. Ltd. Plc. Coop. Other Total
19% 20% 4% 5% 100%
s [ Cosa Nostra 2 o i o L b b
2
©
N
c 0, 0,
© Camorra 18% 100%
2
)
©
< 0% 100%
E ‘Ndrangheta 2 ?
)
°
% 20% 100%
= Other OC
o
0 0 0 0, 0,
Total 21% °3A) 2% °4Aa 100%

Type of owners

Information was also collected on the
type of owners the companies in the
sample had. The share of legal per-
son owners was 2%, which is very
low compared to other analysed sam-
ples (and compared to the evidence
emerging from the case studies). And
most of these businesses were estab-
lished in Italy; only a few were founded
abroad and not many were established
in secrecy jurisdictions. There can be

various explanations for these results.
First, from the law enforcement per-
spective, it is harder to identify and
confiscate assets abroad, especially
in tax havens. Second, in many cases,
no formal complex ownership net-
work is needed, since criminals can
move funds between companies using
trade credit or other similar solutions
without interlocking ownership links.
Moreover, a significant portion of the

companies in the sample were from
the 1990s or early 2000s, when com-
munication was still an issue, and it
was difficult to keep control of complex
networks or companies, especially if
they were registered in secrecy juris-
dictions. The advent of the Internet and
other IT platforms has made it possible
for OC members to incorporate firms
abroad and manage them quite easily
(on this see — Galullo et al, 2018).

A network of foreign companies controlled by the 'Ndrangheta

Operation Metropolis revealed
the investment strategy of two
'Ndrangheta groups and Irish
and Spanish OCGs in the con-
struction and tourism sectors in
Calabria. Through a network of
infiltrated companies situated
in Italy and abroad (e.g., Spain
and Ireland), the OCG man-

aged to obtain control over the
construction, and subsequent
commercialisation, of dozens of
tourist-residential  compounds
built along Calabria’s lonian
coast (Tribunale di Reggio Cal-
abria, 2013). The investigation
revealed that the OCGs used the
legitimate businesses to launder

money from illicit activities (pre-
sumably from cocaine traffick-
ing and extortion). Furthermore,
the foreign companies were also
used to launder money from the
IRA’s terrorist activities and other
crimes in the construction of the
tourist resort (Galullo, 2013).
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The gender of the convicts and busi-
ness owners was also available in our
dataset. While 90% of the convicts
were male, only 65% of the owners
were men and 33% were women.
Although precisely equivalent nation-
wide data is not available, the Italian
Chamber of Commerce published
data showing a 22% share for female
majority firms* (Unioncamere, 2018).
It is remarkable that the proportion of
confiscated companies having at least
one female owner is far higher than
this figure and is increasing over time
(Figure 26). It is also striking that, de-
spite the crucial role played by women
as owners of mafia-controlled firms,
on average only 2.4% of the criminals
imprisoned for mafia-type associa-
tion®' were women during the 2000-
2016 period, based on ISTAT data.

The share of female owners is a rel-
evant measure, since many previous
papers suggested the important role
of women as figureheads (Soudijn,
2010; Savona, Riccardi, & Berlusconi,
2016, p. 199). When using figureheads,
criminals have to strike a balance be-
tween maintaining control and their
need to conceal the beneficial owners
of their firms. An ideal choice can be
the use of female family members (e.g.,
wives, partners, daughters), because
they raise less suspicion (Fiandaca,
2007).

Unfortunately, family ties cannot be iden-
tified using the dataset, but the names
of the convicts and the owners can be
easily compared to use them as a proxy.
Table 11 gives evidence that relatives
were indeed used as straw men in
our sample. In 261 firms (20%), the
convicts were not the proprietors, who
were their relatives with the same sur-
name. Criminals increasingly used this
method over time, as Figure 26 sug-
gests.

Figure 26 - Presence of female owners over time

Source: Transcrime elaboration of ANBSC data
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Table 11 - Match among convicts and owners

Source: Transcrime elaboration of ANBSC data

Both names Family name Full name
available match match

No 20% 2%
Yes 33% 37%
Total 100.0% 100.0% 100.0%

Count

30. Data from the Italian Chamber of Commerce; female majority means 60% for partnerships and cooperatives, 66% for companies either among owners or in management.

31. Art. 416-bis of the Italian Penal Code.



It should be noted that married women
retain their maiden names in Italy, there-
fore the lack of a match can still mean
there were wives or fiancées among
the owners. Nonetheless, there is quite
a remarkable difference in the propor-
tion of female owners based on the
name match in Table 12. If the convict or
a person with the same surname is not
present among the owners, there are
twice as many female owners as males.

In certain regions such as Lazio, Puglia
and Lombardy, the ratio of firms with
female owners can be double the pro-
portion of firms with a female majority.
This geographical variation can also be
found among criminal groups, as crimi-
nals from the Rome area (i.e., the former
Banda della Magliana and other more
recent organisations) used the most
female owners, followed by 'Ndranghe-
ta and Cosa Nostra (37%-37%), while
Camorra used this strategy to a less-
er extent (28%). As figureheads are
usually passive participants, this can
confirm the more active role of wom-
en in Camorra (Allum, 2007, p. 9).

66

Wives,
partners,
daugthers
raise less
suspicion

2
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Figure 27 - Name matching over time

Source: Transcrime elaboration of ANBSC data

150

100

Count

50

o

@ Total count

0.8

0.6

0.4

0.2

<94 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12

Confiscation year

1984-1993 grouped

— Female name match

Fitted values

Table 12 - Matching names and female owners

Source: Transcrime elaboration of ANBSC data

Female among owners

Family name Full name
match match
No Yes Total No Yes Total
7%
3 () _40 7 0 i 0 1 0 7 0
Ves ’9@ ‘9 % ‘ 3% ‘0/0 preakiis ‘ 3%
—Total 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%
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5.2. Financial red flags

Only a subsample of the database con-
tained information about the convicts
being affiliated with certain firms and
their formal owners. This information
was not available for an updated da-

taset that included 3,447 confiscated
firms in total. We analysed this larger
dataset to identify financial red flags.
Unfortunately, many bankrupt compa-
nies were eventually deleted from the

register, and only private and public
limited companies are required to file
detailed financial reports (51% of the
original sample). Therefore, the finan-
cial analysis eventually was conducted
on 405 companies.

All data is available

Financial data
is available

for matching

3447

Confiscated

Required to file

Still available financial reports

in the register

firms

We used a matching technique to get
for each confiscated company a peer
group of 100 firms located in the
same province (i.e., the NUTS 3 area)??
and operating in the same NACE Rev.
2 class. Theoretically, these firms

should not differ from the confiscated
companies except in being confiscat-
ed. Although the first attempts to in-
vestigate the financial reports of con-
fiscated companies date back to 2013
(Transcrime, 2013), it is only recently

Table 13 - Hypotheses on financial red-flags

Hypothesis

n Infiltrated firms do not need external financing,
because they are laundering illicit funds.

n Infiltrated firms may reallocate money in the
(not necessarily formal) corporate network.

that some authors carried out financial
analyses in a more systematic way to
detect infiltration red flags (Raven-
da, Argilés-Bosch, & Valencia-Silva,
2015; Fabrizi, Malaspina, & Parbonetti,
2017). Our selection of variables can
be connected to five main hypotheses:

Consequence in financial reports

They do not invest much in fixed assets,

n because their main objective is not formal profit

maximisation, and these assets are also prone

to confiscation.

They do not need high liquidity on paper due to

the large amount of illicit cash revenues and

the risk of confiscation of bank accounts.

contributions.

They try to avoid paying taxes and social

32. If there were fewer than 100 such companies, the scope was widened to the NUTS2 regional level.

Low level of financial debt

High level of payables and receivables

High level of current assets

Low level of cash equivalents

High level of tax payables
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In our panel model, we used controls
for location, activity, firm size, firm
age and calendar year,* and we con-
sidered 5 years prior to the earliest

Table 14 - Results of the panel model

Source: Transcrime elaboration of ANBSC data

Financial ratio

Assets of connected firms

legal intervention. We included a bi-
nary variable to mark the confiscated
companies, and if these turned out to
be significant during the Monte Carlo

Mean coefficient

simulation,** we could conclude that
the given financial ratio is significantly
different for infiltrated firms. These re-
sults are summarised in Table 14.

Mean p-value

Other financial assets

Accounts receivables

Loans given to connects firms

Tax receivables

Other current assets

Short term current assets

Cash

Accrued revenues

Financial debt

Shareholder loans

Accounts payables

Debt owed to connected firms

Tax payables

Other debt

Short term debt

0.0001 0.5382
-0.0009 0.5013
-0.0077 0.6350

0.0040 0.4782

0.0097 0.2432

0.0478 0.0139

0.0495 0.0645

0.0001 0.5979
-0.0006 0.5508
-0.0730 0.0090
-0.0046 0.5629

0.0353 0.2467
-0.0074 0.3077

0.0499 0.0277
-0.0026 0.5539

0.0248 0.4119

significant difference was for financial
loans, which confirms Hypothesis 1.
Infiltrated firms do not need formal
bank loans, and even if such a de-
mand existed, the banks would mostly
reject such requests due to the obvi-
ous risks — if we assume the banks
are able to detect firms suspected of
being infiltrated by OCGs. The pro-
portion of tax payables among liabil-
ities was higher for confiscated firms,
which means that these taxes are ac-

tually paid to a lesser extent compared
to non-infiltrated firms. The other and
short-term current assets were also
significantly higher, which confirms
Hypothesis 3 about fixed assets.

However, cash and cash equivalents
over total assets was not significant-
ly different for the two groups. One
should note that regression consid-
ers the average effect, which may be
cancelled out by different strategies.
Also, in the most infiltrated sectors
(e.g., construction, food and beverage

services) this ratio is very low due to
its high share of the shadow economy
(see Chapter 4). This makes it difficult
to tell the criminal firms apart from the
companies evading taxes.

We analysed the database using a logis-
tic model, where the outcome variable
was an indicator of being confiscated.
Since a practitioner cannot observe
the criminal infiltration in advance, we
considered 5 fiscal years prior to con-
fiscation, a time-averaged model (avg.)
and a panel (pan.) one as well.

33. The data was reorganised on a relative time scale, where TO was the year of the earliest available intervention (seizure, “emission” or final confiscation) in order

to filter out the economic effect of the confiscation.

34. Each time, we selected a single control firm, estimated the model, and eventually calculated the average of these estimates.
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Table 15 - Results of the logistic model

Source: Transcrime elaboration of ANBSC data

Financial ratio

Relative year

Average Panel

Logarithm of total assets

Standard deviation of total assets
Loans given to connected firms (-)
Tax receivables (-)

Other current assets

Accrued revenues

Financial debt (-)

Shareholder loans (-)

Debt owed to connected firms (-)
Tax payables
Other debt (-)

Short term debt (-)
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Abbreviations: avg.: time average of the [-5;0] time period, pan.: panel model

Significance levels: * — 10%, ** - 5%

Corresponding to the panel model, in
Table 15, financial debt had a signifi-
cantly negative coefficient in almost all
specifications, which means that firms
with higher financial debt had a lower
probability of being eventually confis-
cated. The overall size of the assets
is usually a relatively stable measure
that changes with the longer-term de-
velopment of a company. Confirming
this hypothesis, a high variance of this
measure means higher risk. The sig-
nificantly negative coefficient of debt

owed to connected firms can be
traced back to the absence of corpo-
rate groups among confiscated firms.
In our sample, the infiltrated companies
had more total assets on average, thus
the positive coefficient of this measure.

To detect non-linear effects in order
to enhance our models, we used a de-
cision tree technique (CHAID). Each
financial ratio was split into 5 quintiles,
and the method detected heteroge-
neous groups based on these binned

ratios. This technique enabled identifi-
cation of the variables that create the
most diverse groups with respect to
confiscation. In terms of assets (Figure
28), the group with the lowest accru-
als and the highest receivables con-
tained 6.15 times more confiscated
companies than their proportion in the
overall sample (8.86% compared to
1.44%). Having receivables in excess
may suggest informal financing of oth-
er companies, as false invoicing can
provide a front for moving illicit funds.



With regard to liabilities, the linear ef-
fect of bank loans was present here
as well (Figure 29); that is, the con-
fiscated firms had less financial debt
on average. It is remarkable, howev-
er, that a different, non-typical form
of financing was used far more. In the

Figure 28 - Decision tree — Assets

Source: Transcrime elaboration of ANBSC data
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group with the lowest financial debt
and the highest shareholder loans,
the proportion of confiscated firms
was 3.80 times higher (5.52%/1.51%).
This suggests that instead of normal
bank loans and shareholders’ capital,
owners lend to infiltrated companies

to provide the necessary funds for
operation. This strategy has also been
confirmed by financial investigators of
Italian law enforcement agencies dur-
ing interviews. Conversely, the most
indebted companies have the lowest
rates of infiltration.

Figure 29 - Decision tree - Liabilities

Source: Transcrime elaboration of ANBSC data
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Better knowledge of these strategies
will contribute to the efficiency of
screening infiltrated firms. As the
evidence suggests, certain legal forms
and an above-average presence of
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female owners mean a risk in certain
sectors that are especially prone to
crime infiltration. If these details are
combined with financial information
such as indebtedness, the propor-
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tion of short-"term assets and client
receivables, practitioners can create
a risk-based ranking of the firms to
better allocate the available resources
to check for potential crime infiltration.
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This chapter provides an analysis of
the collected evidence of SOC infil-
tration across European member
states and a comment to the most
important risk factors. It provides:

* Country profiles for each EU MS;

» More in-depth analyses of the three
countries specifically covered by
MORE research partners, namely:3

- Germany
- Italy
- Sweden

Chapter 6

The level of detail in each country de-
pends primarily on the availability of
data. Lack of cases in some countries
should not necessarily be interpreted
as a sign that SOC infiltration is not
present. In most countries, further
investigation should be carried out,
and a more systematic collection of
data and cases (which is beyond the
scope of the MORE project) would be
required.

In this sense, the analysis of the risk
factors shows where vulnerabilities are
and therefore where SOC infiltration
can emerge in the future (or where it
is present already but not demonstrat-
ed by police or judicial evidence).

The chapter first discusses the three
MORE countries (Germany, Italy and
Sweden, in sections 6.1, 6.2 and 6.3,
respectively) and then provides the
country profiles for the other EU MSs
(from section 6.4 to 6.28).

35. The three MORE research partners are, respectively, Transcrime-Universita Cattolica del Sacro Cuore, from Italy (coordinator); the Bra — Swedish National
Council for Crime Prevention (Sweden); and SWP — German Institute for International and Security Affairs (Germany).
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6.1. GERMANY

Verena Zoppei, Stiftung Wissenschaft und Politik - German Institute for International and Security Affairs®

Introduction

Organised crime (OC) infiltration in
the legal economy has been long
recognized as a crucial threat in Ger-
many (Klima, Vander Beken, & Van
Daele, 2009; Roth, 2010; von Lampe,
1995, 2002). As the former Minister of
the Interior, Dr Thomas de Maiziére,
stressed in a speech, infiltration of
the legal economy remains one of the
main challenges in the fight against
OC in the country (Bundesministeri-
um des Innern, 2017). Despite this, the
research on this issue remains weak,
mainly due to a lack of data but also
to a lack of awareness of the problem
among researchers.¥”

This chapter aims at filling the gap
in the literature: early studies on OC
in Germany tracing back to the late
1980s focused on the internal devel-
opment of criminal groups in the con-
text of the new security challenges of
the post-Cold War era (Rebscher &
Vahlenkamp, 1988; Sieber, Zachert,
& Bdgel, 1993; Weschke & Heine-
Heil3, 1990). Those publications were
relevant as they provided information
on structures, working methods and
general trends in OC groups (OCG) in
Germany; however, they mainly repre-
sented a police perspective and thus
schematically illustrated the statistical
data on criminal investigations and,
overall, failed to focus on the eco-
nomic and entrepreneurial patterns
of OCGs.

Landmark academic research on the
proliferation of OCGs in the econom-
ic field was conducted by von Lam-
pe (1995, 2002, 2003, 2015, 2016).
Also, the German Ministry of the Inte-
rior (BMI) and the Ministry of Justice
(BMJV) advocated for a switch in the
criminal justice approach to OC from
offender-oriented investigations to an
‘enterprise approach’ that focuses
on the structures and logistics of
OC syndicates (Bundesministerium
des Innern & Bundesamt flir Justiz,
2006, p. 483). Von Lampe introduced
one of the most influential views in the
study of OCGs in Germany, known as
the ‘illegal enterprise perspective’
(2015, 2016), linked to concepts such
as ‘trade crime’ or ‘enterprise crime’
(Mack & Kerner, 1975; van Duyne,
1996), which he has applied, for in-
stance, in the study of the illegal cig-
arette trade (von Lampe, 2015, 2016).

Recently, the collaboration between
academics and economic practition-
ers has produced important articles
on the economic dimension of organ-
ised crime (Bussmann, 2015). Howev-
er, the scientific production has so far
focused on particular areas of crime
(e.g., money laundering or cigarette
smuggling). Project MORE, instead,
considers different methods of infiltra-
tion and thus provides an overview of
the various types and areas of crime
and modi operandi used by OCGs to
infiltrate legitimate business sectors.

36. Simona Autolitano and Mario Serjoscha Beying collaborated in drafting the report.

37. For a complete overview of the state of empirical research on OC in Germany, see Sinn, 2016, p. 15ff.

This section starts by describing our
analysis methodology and the sourc-
es and data used; in doing so, it clarifies
the concept of OC infiltration adopted
by the study in Germany. Then it pre-
sents the main findings of our analy-
sis: first, by providing an overview of
the threats, i.e., of the bright field re-
garding OC and corruption in the Ger-
man legal economy; second, by pro-
viding a review of the vulnerabilities
that attract or facilitate OC infiltration.
Then we report on an in-depth analy-
sis of some case studies of OC infil-
tration. Finally, the section concludes
by discussing some implications for
policy and investigations.



Methodology

This section is based on the same
methodological approach as the rest of
the report. First, we identified and col-
lected case studies of OC infiltration of
legitimate businesses in Germany (see
definition below “Clarifications on the
concept of OC infiltration”). The inves-
tigation of the case studies identified
the risk factors (threats and vulnerabil-
ities), which were then analysed at a
macro level (i.e., by territory and busi-
ness sector).

Data and sources used

The analysis used a variety of sourc-
es and data, as follows.

» Judicial cases selected and collected
as described below

* Police reports (e.g., BKA OC situa-
tion reports, LKA reports on OC)

+ Other institutional reports (e.g., FIU,
Europol, etc.)

* Interviews with selected experts®

* Media reports

Especially for the analysis of vulnera-
bilities, the study relied also on hard
data, e.g.:

» Data on cash-ratio and cash use
(Transcrime elaboration of ECB
data)

Estimates of the shadow economy

and irregular labour (EEPO, 2016;

Medina & Schneider, 2018)

» Data on financial secrecy, business
owners from secrecy jurisdictions and
business ownership complexity (Tran-
scrime elaboration of Bureau van Dijk
and Tax Justice Network data)
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The analysis is mainly qualitative, using
some descriptive statistics to sup-
port and justify the comments. Input
and feedback have also been collect-
ed through participation in a number
of seminars and conferences®* and
through our interviews with selected
experts referred to above.

Clarifications on the concept of OC in-
filtration

It is important to clarify how the con-
cept of OC infiltration was defined and
operationalised with respect to the
German context, and therefore how
the judicial cases and other evidence
were selected for the analysis.

Defining the concept of OC

In Germany, there are at least three
definitions related to serious and or-
ganised crime (SOC) that need to
be kept in mind. First, the definition of
organised crime provided by the Fed-
eral Criminal Police Office (BKA -
Bundeskriminalamt):

‘Organised crime is the systematic
commission of criminal offences moti-
vated by the striving for profit or power
which, individually or as a whole, are of
considerable significance if more than
two persons, each with his/her own as-
signed tasks, collaborate for a longer
or indefinite period of time in the fol-
lowing way: a) by using commercial or
business-like structures, b) by using vi-
olence or other means of intimidation,
or c) by exerting influence on politics,
the media, the public administration,
the judiciary or the business sector’.
(Bundeskriminalamt, 1990);

Secondly, the concept of a gang
(Bandenkriminalitét) set by the Feder-
al Court:

‘The concept of ‘Bande’ or gang pre-
supposes the association of at least
three persons who have come togeth-
er with the will to commit, for a certain
duration, a number of independent
and in detail still undetermined offens-
es of the type of offence referred to by
the law. A “consolidated intention of
being part of a gang or a certain level
of conspiracy is not required".’*°

Such a definition, despite requiring
the involvement of a minimum of three
persons, demands a lower level of
organisation than the first and the fol-
lowing, which is the legal definition of
Forming criminal organisations set
in the German Criminal Code (GCC)
under section 129:

‘(1) Whosoever forms an organisation
the aims or activities of which are di-
rected at the commission of offences
or whosoever participates in such an
organisation as a member, recruits
members or supporters for it or sup-
ports it, shall be liable to imprisonment
not exceeding five years or a fine. (2)
Subsection (1) above shall not apply
1. if the organisation is a political party
which the Federal Constitutional Court
has not declared to be unconstitution-
al; 2. if the commission of offences is
of merely minor significance for the
objectives or activities or 3. to the ex-
tent that the objectives or activities of
the organisation relate to offences un-
der sections 84 to 87. (3) The attempt
to form an organisation as indicated in
subsection (1) above shall be punish-

38. The author conducted 13 interviews with police and customs forces, deputies, government officials and experts. In particular, interviews were conducted
with Thomas Spaniel, head of the Fight against Crime Department (Krimbek); Norbert Cioma, former head of the GdP (Police Union); Stefan Uecker, an SPD
government official; Peter Nath, head of the Asset Recovery Office (ARO) at the BKA; Andreas Frank, anti-money laundering expert; Bernd Finger, former director
of the OC department of the LKA Berlin; Frank Adelsberger, Head of the OC Department of the LKA Brandenburg; Mr Trostorff, head of the money laundering
investigations unit of the LKA Brandenburg; Mr Kappel, head of the Corruption Department of the LKA Brandenburg; Franz-Josef Meuter, Head of the Corruption
department of the LKA Nord Rhein Westphalia; Dr Peter Keller, head of the OC Division of the Federal Customs Criminal Office; and Lothar Déscher, head of the
OC Department of the Federal Customs Criminal Office.
39. The author participated in the following conferences: Internationale Fachtagung zur Arzneimittelkriminalitat, 20-21 June 2016, Osnabriick; Fachsymposium
zur Geldwaschebekampfung: Schmutziges Geld: Das lautlose Gift in den Adern der Gesellschaft, 29-30 June 2016, Bergisch Gladbach; ‘Recovery and reuse of
confiscated assets as a tool to fight organised crime’ international conference, 7 July 2016, Brussels; and ‘Taking Stock: Recent Trends in Transnational Organised
Crime and Networked Responses’ workshop, 7 December 2016, SWP.
40. Own translation. The original text is quoted here: ‘Der Begriff der Bande setzt den Zusammenschluf} von mindestens drei Personen voraus, die sich mit dem

Willen verbunden haben, kinftig flr eine gewisse Dauer mehrere selbstandige, im einzelnen noch ungewisse Straftaten des im Gesetz genannten Deliktstyps zu
begehen. Ein "gefestigter Bandenwille" oder ein "Tatigwerden in einem tbergeordneten Bandeninteresse" ist nicht erforderlich’ (BGHSt, 22/03/2001).
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able. (4) If the offender is one of the
ringleaders or hintermen or the case
is otherwise especially serious, the
penalty shall be imprisonment from six
months to five years; the penalty shall
be imprisonment from six months to
ten years if the aim or the activity of
the criminal organisation is directed at
the commission of an offence set out in
section 100c (2) No. 1 (a), (c), (d), (e),
and (g) with the exception of offences
pursuant to section 239a or section
239b, (h) to (m) Nos. 2 to 5 and 7 of
the Code of Criminal Procedure. [...]'*'

Given the low number of convictions
under section 129 GCC and the high-
ly controversial debate underlying the
use of such a legal instrument, this
project uses a combination of the
first two definitions in order to de-
fine the research sample (Kilchling,
2004; Kinzig, 2003a, 2003b, 2004;
Sinn, 2016). In 2016, 9 people were
convicted under section 129 of the
GCC. Since 2013, the number of con-
victions per year has varied between 6
in 2014 and 13 in 2015 (Federal Statis-
tical Office, 2017, p. 94).

For the purpose of this project, we used
a definition of OC that includes ‘loose
networks of collaborating criminals’
(Europol, 2013). The BKA definition is
narrower and requires that the mem-
bers have assigned tasks and collab-
orate for a longer or indefinite period
of time, thus excluding modern forms
of ‘fluid’ criminal networks. To opera-
tionalise the notion, a wider definition
was necessary, and thus further data-
bases were taken into consideration.
In fact, there is a debate even among
German experts about the necessity
of updating the BKA definition in order
to include new developments in OC.
In particular, the interviewed experts
would welcome a new definition that
includes the political, economic and
financial dimensions of OC. In rela-
tion to this, it has been observed that it
would be useful to have a report deal-

ing comprehensively with corruption,
economic crimes and the other differ-
ent aspects of OC, which to date have
been tackled separately by the BKA.
This chapter is a first attempt to ad-
dress this gap.

Defining and operationalising
the concept of infiltration: the se-
lection of judicial cases

In the absence of data on seized and
confiscated companies (as in the Ital-
ian case, for example), the approach
adopted was to identify and collect
judicial cases involving OC that also
involved the use of businesses. In
particular, judicial cases were select-
ed based on the BKA annual reports.
Given the lack of a single comprehen-
sive report, data was taken from three
different types of reports published
annually by the BKA:

* the OC report*
* the corruption report
* the economic crimes report*

All these reports were based on in-
vestigations that were concluded by
the police and were passed to the of-
fices of public prosecutors in order to
press charges. With regard to the OC
report, the selected cases related to
proceedings initiated between 2010
and 2013, so that it was assumed that
all of them had also been concluded
judicially at the time we conducted the
research project (2016-2018).

Regarding the corruption report, inves-
tigations concerning the restriction of
competition through agreements in
the context of public tenders without
the involvement of OC have also been
considered. Given the involvement of
at least three offenders and the quite
advanced level of coordination, not-
withstanding the lack of a criminal
structure, such cases can in fact be
considered to have been perpetrated
by a gang according to the Federal
Criminal Court’s definition.

The BKA provides the possibility of
identifying OC cases in which criminal
organizations act ‘by using commercial
or business-like structures’. As Figure 30
shows, out of the 245 proceedings listed
in the database and classified as ‘using
commercial or business-like structures’,
45 cases were identified in which le-
gitimate businesses had been infil-
trated by OC. In addition, in the BKA
2010 through 2014 annual reports on
corruption, 19 cases were listed in which
at least three people were involved, so
that potentially the definition of gang
could apply. The 2014 economic crimes
report contains 14 cases of crimes that
are considered to be potential red flags
for OC infiltration, e.g., fraudulent insol-
vency and bankruptcy of businesses.
Among the collected cases, a total of
54 cases were selected on a most-dis-
similar cases basis for business sec-
tor and modus operandi (30 OC cases,
10 corruption cases and 14 economic
crime cases) (see Table 16). Out of the
54 criminal cases requested, access
to judicial files was granted for only 17
cases (a success rate of 26%).*

Figure 30 - Funnel describing the research sample

245 cases of OC “using commercial or

business-likestructures” (BKA 2014) +10

45 cases in which at least a legitimate
business is involved

CORRUPTION
CASES

30 most dissimilar cases

+14

54 cases requested from different
offices of public prosecutors in

Germany

ECONOMIC
CRIME CASES

17 cases received

10 relevant
cases

41. Translation available at: https://www.gesetze-im-internet.de/englisch_stgb/englisch_stgb.html#p1209.
42. Since 1992, the BKA has published a report annually providing statistical data on the OC situation in Germany. See https://www.bka.de/EN/Currentinformation/

AnnualReports/OrganisedCrime/organisedcrime_node.html
43. Given that corruption cases need usually longer time to be clarified than OC cases, corruption proceedings were selected from older reports, in order to be
sure that at least some of them would be concluded judicially by the time the research was done.
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The access granted to judicial files
varied among the offices of public
prosecutors. In nine cases, access
was granted to the extensive judicial

Table 16 - Main contested crimes in the collected cases

12 OC CASES

files, while in the remaining cases ac-
cess was granted only to the final sen-
tences. Still, further information could
be obtained through direct contact

published by local authorities).

5 CORRUPTION CASES

* Money laundering (4 cases)

* Human smuggling (2 cases)

» Handling stolen goods, theft, forgery

* Handling the profits of tax evasion

* Human trafficking

* Violation of the drug law (placing of medical products
for doping purposes)

* Computer fraud

* Giving bribes, theft, arson, handling stolen goods,
fraud committed by a member of a gang or on a
commercial basis

Figure 31 - Map of collected cases

Source: SWP elaboration of judicial files from German
Prosecutors’ Offices
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» Accepting (and giving) bribes intended as an incentive
to violate one’s official duties, export duties evasion

* Restricting competition through agreements regarding
public bids

» Anti-competitive agreements in public procurement
* Corruption, bribery

Corruption in business transactions, fraud, bribery in
business transactions

Figure 32 - Map of business involved

Source: SWP elaboration of BvD data and judicial files from
German Prosecutors’ Offices

LEGEND

with law enforcement agencies or oth-
er institutional sources (e.g., reports

44. The collection of judicial files from the correspondent office of the public prosecutors was time consuming and very challenging. Out of 54 cases requested,
only 17 were provided. Requests were rejected for the following reasons: the public interest in the project was considered proportionally lower than the interest of
the suspects (privacy); the files had been deleted (including the final sentence); the proceedings had just been concluded (or had not been completed yet or were

still undergoing review).
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Figure 31 shows the distribution of the
collected cases. The sample cannot
be representative of the whole phe-
nomenon of SOC infiltration across
the whole country, because the public
prosecutors’ offices in certain regions
did not grant access to judicial files.
However, it does offer relevant quali-
tative information on the diverse modi
operandi, drivers, business sectors and
control and management strategies. In
this regard, reports and estimates on
dark-area criminal activities and inter-
views with experts contributed to our
assessment of the problem. Further-
more, given the cross-border nature
of most cases (88% or 15 out of 17),
the representative nature of the sample
by region becomes less relevant.

Ten out of the 17 collected cases
were considered relevant for the pur-
poses of our research. In these cases,
it was indeed possible to acquire infor-
mation on OC infiltration in the legal
economy through the use of business
structures. In these 10 cases, we iden-
tified 92 businesses, which were then
analysed on the basis of information
retrieved using commercial business
data providers (Bureau Van Dijk OR-
BIS and others). Figure 32 shows the
distribution of the business involved.
For three cases (DELTA, ZETA, SIG-
MA), an in-depth crime script analy-
sis was performed (see Annex A1).

SOC infiltration across ter-
ritories

The analysis first provided an overview
of OC infiltration across territories,
sectors and criminal groups in Ger-
many, then a review of the main risk
factors of infiltration: threats, i.e., the
‘sentinel crimes’ related to OC infiltra-
tion such as corruption and document
forgery; and the main vulnerabilities
that facilitate and ease OC infiltration in
the country, including the level of cash
intensiveness, the size of the under-
ground economy, the links to off-shore
and risky jurisdictions and the regula-
tory vulnerabilities and loopholes.

One of the contextual risk factors for
OC infiltration is the presence of OC
in the territory (see Figure 33). Data on
the OC presence in Germany was re-
trieved from BKA Situation reports.
For 2016, the BKA recorded 563 in-
vestigations involving OC. Over the
last ten years, the average number of
OC cases recorded annually by the
BKA was 580.

The main field of OC activity in Ger-
many remained drug trafficking and
smuggling (36.2% of all investiga-
tions). In 212 OC investigations, there
were references to money launder-
ing, or 37.7% of OC investigations
recorded in 2016. Almost 80% of all
cases had an international dimension;
specifically, links were established be-
tween Germany and a total of 125 dif-
ferent countries. Most investigations
had links to the Netherlands (173), Po-
land (90) and Italy (88) (see Figure 34).

The BKA provides information on the
economic damages** and the eco-
nomic dimension of OC in Germany.
The estimated financial losses to-
talled 1.01 billion euro and the iden-
tified proceeds of crime were 840 mil-
lion euro. In the vast majority of OC
investigations (503 out of 563), the
use of commercial or business-like
structures by OCGs was established.
The field in which the most damages
were detected was OC associated with
the business world (i.e., approximately
684 million euro, or 68% of the total).
The total assets provisionally seized
in all OC investigations was approxi-
mately 61 million euro, which confirms
the trend of the last five years, even
though the amount of criminal pro-
ceeds identified has been fluctuating.
The BKA deduces that OC still poses
a great threat because the seized as-
sets in OC-related cases amounted
to 14.4% of all criminal assets seized
in Germany in the same year (Bun-
deskriminalamt, 2017b, p. 10).

Figure 33 - Distribution of OC investigations by German States

Source: SWP elaboration of judicial files from German Prosecutors’ Offices

45. The damages are calculated as the monetary value of the unlawfully obtained goods (BKA 2017, p.10).
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Figure 34 - OC investigation links to foreign countries
Source: SWP elaboration of BKA 2017
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The main threat to public security
from these gangs stems from their
propensity for extreme forms of vi-
olence, which serves to exert control
over group members, rival gangs and
others, such as victims of extortion.
OMCGs typically feature hierarchical
structures, the use of motorbikes, a
self-image publicly demonstrated by
clothes or symbols, and an unwilling-
ness to cooperate with the police. OM-
CGs are very reluctant to cooperate
with the investigative authorities. The
main OMCG groups active in Germa-
ny are the ‘Hells Angels Motorcycle
Club’, the ‘Bandidos Motorcycle

Outlaw Motorcycle Gangs (OMCG)

SOC infiltration across

groups

The BKA also analyses trends in OC. In
particular, they focus on OC groups that
traditionally present the greatest threats,
such as Italian OC (IOC), Russian-Eur-
asian OC (REOC) and Outlaw Motor-
cycle Gangs (OMCGs). Such groups
are able to adapt to technological and
social developments (Bundeskriminal-

One of the specific OC structures re-
corded by the BKA in Germany is
Outlaw Motorcycle Gangs (OMCGs).
According to Europol, there has been
steady growth in the membership of
OMCGs worldwide since 2005. In Eu-
rope, the number of clubs has more
than doubled. In Germany, since 2006,
the number of subsidiaries and
members of OMCGs has tripled.

Club’, and the ‘Gremium’. Each group
is composed of different chapters that
are independent in their internal or-
ganisation. The data on such struc-
tures is recorded at a state level by
the Landeskriminalamt (LKAs), which
keep updated statistics on the OM-
CGs (Rockergruppe),* and on similar
structures, the so-called OMCG-type
groups (rockerdhnliche  Gruppi-
erung)* active in their territories.

amt, 2017a, p. 42) and are the most
likely to infiltrate the legitimate economy.

46. ‘A “Rockergruppe” - or outlaw motorcycle gang (OMCG) - is the association of several persons with a strict hierarchical structure, close ties among the
members, a low willingness to cooperate with the police and self-created codes. The shared identity of the group members is expressed by wearing the identical
clothing, badges and insignia. Criminal offences committed by single members or by a number of members whose motivation is related to the affiliation and soli-
darity with the group are considered “Rockerkriminalitat” or OMCG. In order to classify the offence as involving an OMCG it is sufficient to undergo a criminalistic
observation. Own translation from: Eine Rockergruppe ist ein Zusammenschluss mehrerer Personen mit strengem hierarchischem Aufbau, enger persénlicher
Bindung der Gruppenmitglieder untereinander, geringer Bereitschaft mit der Polizei zu kooperieren und selbst geschaffenen strengen Regeln und Satzungen. Die
Zusammengehdrigkeit der Gruppenmitglieder wird durch das Tragen gleicher Kleidung oder Abzeichen nach aulBen dokumentiert. Rockerkriminalitét umfasst alle
Straftaten von einzelnen oder mehreren Mitgliedern einer Rockergruppe, die hinsichtlich der Motivation fiir das Verhalten im direkten Zusammenhang mit der
Zugehdrigkeit zu dieser Gruppe und der Solidaritét zu sehen sind. "Rockerkriminalitét" wird (ber die Motivation fiir die begangenen Straftaten, die in direktem
Zusammenhang mit dem Motorradclub (MC) steht, definiert. Fiir die Zuordnung reicht die durch kriminalistische Erfahrung untermauerte Betrachtung des Tat-
geschehen Rockerkriminalitét wird tiber die Motivation fiir die begangenen Straftaten, die in direktem Zusammenhang mit dem Motorradclub stehen, definiert. Fiir
die Zuordnung reicht die durch kriminalistische Erfahrung untermauerte Betrachtung des Tatgeschehens.
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The spread of OMCG-type groups is
a relatively new trend, recorded by
the BKA since 2014. Such groups
are very similar to the OMCGs in their
structures and field of action, yet the
motorbikes play a minor role in
them. One of the OMCG-type groups
that is rapidly growing in Germany is
the ‘Osmanen Germania’. The record-
ed investigations targeting OMCGs
mainly concerned drug trafficking and
smuggling (primarily synthetic drugs,
cocaine and cannabis products) and
violent crime (extortion and homicide
offences). In territories with a lower
presence of other OCGs, OMCG mem-
bers extort money from drug dealers in
order to exercise control over the drug
market. Although they are strongly an-
chored to their territory, the OMCGs
are expanding beyond Germany'’s bor-
ders, in particular towards the Neth-
erlands, Austria and Switzerland. In
the neighbouring countries, OMCGs
commit property offences, violations
of the Narcotic Drugs Act, trafficking
in human beings and serious bodily
injuries (Bundeskriminalamt, 2016b,
p. 36). In these countries, the violent
internal fights among OMCG groups
have attracted law enforcement atten-
tion. According to an interviewed ex-
pert, to balance the fact that they are
perceived as dangerous by the public,
and due to the numerous bans issued
by the authorities in recent years, the
Hells Angels in Schwerin have donat-
ed large sums to the local hospital to
show their support for the local com-
munity.

OMCG members have long infiltrated
the legitimate economy. For instance,
experts warn about infiltration in the
security services sector. Therefore,
even though an OMCG’s involvement
in legal businesses does not emerge di-
rectly from official data, for the purpose
of this study the presence of such OCGs
is considered to be a risk factor for OC
infiltration: the stronger the presence of
OMCSGs, the higher the likelihood busi-
nesses will be infiltrated by biker gangs.
According to the information collected
through interviews, OMCG members
operate as follows: they set up private
security companies in the name of
straw men and, using extortion and
other violent methods, they impose
their security services on club and
restaurant owners. In addition, they
arrange agreements with other security
companies in order to restrict compe-
tition in public or private bids.

Given that the victims of such viola-
tions, namely, law-abiding security
firms, often do not report these of-
fences to the police because they
fear revenge, the law enforcement au-
thorities assume there is a large dark
area of OMCG infiltration. There
is a strong suspicion, confirmed by
interviews with experts, that OMCG
members also exercise control over
tattoo studios, and that no one can
open a studio without first receiving a
‘license’ from the gang. The difficulty
for investigators is exactly the fact that
OMCGs often conduct legal and ille-
gal businesses in parallel. Especially
in the field of red light districts or night
life, it is hard to draw a line between
lawful and unlawful activities.

Box: Outlaw Motorcycle Gangs’ infiltration of the legal economy

A cross-border investigation con-
ducted in 2015 revealed how
OMCGs were exploiting legal
economic structures for criminal
purposes. The group was not only
trafficking and smuggling drugs,
but also producing and trading
ilegal medicines between Ger-
many, the Czech Republic and
Austria. The modus operandi was

the following: the offenders were
using existing and newly found-
ed companies in order to legal-
ly export the necessary means
for drug production to Germany.
Drugs were then sold via inter-
mediaries and small dealers hired
from OMCGs structures (Bun-
deskriminalamt, 2016b, p. 36).

47. ‘A rocker-like grouping is an association of several persons with common connecting symbols, signs or names, which creates an atmosphere of violence and
intimidation through its public appearance. These groups are characterized by a strict hierarchical structure, a close bond among the members, a low willingness
to cooperate with the police and self-created rules and statutes. Their fields of activity are much the same as those of the “Rockergruppen”. The criminality of a
rocker-like grouping encompasses all criminal offences by the single or multiple members that are directly related to the motivation for the offence, to the affiliation
and solidarity with the group and to its retention or extension of power. The observation [or examination] of the offence, underpinned by criminalistic experience,

is sufficient for the classification [or attribution]. Examples are the “United Tribuns” and the “Black Jackets”.” Own translation from: Eine rockerahnliche Gruppi-
erung ist eine Vereinigung von mehreren Personen mit gemeinsamen verbindenden Symbolen, Zeichen oder Namen, die durch ihr 6ffentliches Auftreten eine
Atmosphére der Gewalt und Einschiichterung schafft. Diese Gruppierungen zeichnen sich durch hierarchischen Aufbau, enge persénliche Bindung, geringe

Bereitschaft zur Kooperation mit der Polizei sowie selbst geschaffenen Regeln und Satzungen aus. lhre Betatigungsfelder gleichen in weiten Teilen denen der
Rockergruppierungen. Die Kriminalitat der rockeréhnlichen Gruppierungen umfasst alle Straftaten von einzelnen oder mehreren Mitgliedern, die hinsichtlich der
Motivation fur das Verhalten im direkten Zusammenhang mit der Zugehérigkeit und Solidaritat zu einer Gruppierung sowie dem Machterhalt/-ausbau zu sehen

sind. Fur die Zuordnung reicht die durch kriminalistische Erfahrung untermauerte Betrachtung des Tatgeschehens aus. Beispiele davon sind die ,,United Tribuns®

und die ,,Black Jackets".
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Figure 35 - Distribution of OMCG members by German State in 2017

Source: SWP elaboration of LKA reports and figures collected by the author from the

different LKAs in Germany.

[ LEGEND ==

87-190

191-335
® 336-500
@ 501-1000
@ 1001-2312

® Not
available

Box: The criminalisation of OMCGs in Germany

Given the significant expansion
of OMCGs and chapters over the
last few years, the German Parlia-
ment tightened the law regulating
associations in March 2017 to
address associations used as a
cover for serious and OC (Bunde-
stag Drucksache 18/9758). The
new law, which was triggered by
a decision of the Federal Court
in 2015, bans the public use of
symbols representing OMCGs
prohibited by the judiciary. The
German legal system is unique in
that it requires that an OMCG be
declared illegal by a court in order
for its members to become crimi-

nally liable for acting on behalf of
the gang. Mere membership is
not punished. The legal novelty
should have made it easier for law
enforcement to prosecute OM-
CGs, but the law has been criti-
cized by some parties as being
symbolic rather than a law that is
effective in fighting OMCGs. The
difficulty, according to experts,
is proving that crimes commit-
ted by individual perpetrators
are committed on behalf of one
of the prohibited gangs (Europol,
2017a; Ministerium fir Inneres
und Kommunales des Landes
Nordrhein-Westfalen, 2017, p. 8).

Camorra, Cosa Nostra and ‘Ndrangheta

Another peculiar type of OCG record-
ed by the BKA in Germany is Italian
OC (IOC), in particular the mafia
type. The presence of Camorra, Cosa
Nostra, and 'Ndrangheta members in
the German territory is considered a
risk factor for the purposes of this study
due to the well known ability of those
OCG:s to infiltrate the legal economy.

In 2016, the BKA recorded 13 cases
connected to IOC; seven investiga-
tions targeted members of 'Ndrang-
heta, two were directed against mem-
bers of Cosa Nostra, one targeted
members of Camorra, one members
of Stidda and one members of the
Apulian OC  (Bundeskriminalamt,
2017a, p. 21). These investigations
revealed that their main activities are
linked to cocaine trafficking and
smuggling, money laundering, cur-
rency counterfeiting, extortion and
property crimes connected to motor
vehicles. In 2016, the BKA also re-
corded members linked to two still un-
known 10C groups.

It can be hypothesized that the small
number of investigations into such
groups might be the consequence of
their infiltration strategy for new ter-
ritories. It has been observed that in
order to establish a social network
based on acceptance and trust, Mafia
members tend to keep a lower pro-
file (submersion strategy — see sec-
tions 3.5 and 6.3). For example, they
may infiltrate legal businesses so as to
increase social consensus and laun-
der illicit proceeds. Given the difficul-
ties for law enforcement authorities in
proving the commission of an offence
or at least the intent to commit further
offences, often Mafia members are not
found in OC investigations.

Two investigations, one in July 2017
and one in January 2018, conducted
jointly by German and ltalian LEAs
against I0C active in Germany are
worth mentioning here (see box).
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Box: The Meltemi/Safran and Stige/Styx investigation

Meltemi/Safran

An investigation conducted in co-
operation with the German crimi-
nal police of Rottweil, the prose-
cutor’s office of Konstanz (Baden
Wiurttemberg) and the lItalian fi-
nance police of Palermo (Sicily)
revealed the existence of front
businesses in Germany used by
offenders linked to Cosa Nostra to
conceal the trafficking of cocaine
and hashish and the laundering of
the proceeds of crime. Specifical-
ly, the two main suspects arrested
owned restaurants, clothes shops
and companies trading in slot
machines in Germany. One of the
suspects was already the object
of investigations due to an at-

Russian-Eurasian OC (REOC)

OCGs are classified as Russian-Eura-
sian OC (REOC) by the BKA if they are
‘dominated by persons who were born
outside of a successor state to the for-
mer Soviet Union but consider them-
selves members of an ethnic group
of one of the post-Soviet states due
to their culture, history, language, tra-
ditions or ancestors’ (Bundeskriminal-
amt, 2016b, p. 22). Such groups are
closely associated with the ideology
of the so-called thieves in law (vory
v zakone) who have their own code
of conduct and a system of standards
and values implemented by the crim-
inals. REOC expanded to Western
Europe for two main purposes: invest-
ment and retreat.

tempted murder, which according
to the attorney general was clear-
ly an attempt to intimidate the vic-
tim (Von Marc, 2017). The main
suspects were supported by rela-
tives and by middle-class people
above suspicion and perfectly in-
tegrated in the local community in
Baden Wurttemberg, according
to Wolfgang Rahm, LKA expert
(Spiegel Online, 2017b). A total
of 20 suspects have been arrest-
ed in Italy and Germany for drug
trafficking committed by a gang,
extortion, robbery, arson and at-
tempted murder (Fiscal police of
Palermo, 2017; Police Headquar-
ter Tuttlingen, 2017). No informa-
tion about the measures taken
against the targeted companies is
available.

Recently, REOC groups have been
infiltrating the legitimate economy in
Germany, causing estimated damages
of about one billion euro (Bundeskrim-
inalamt, 2016b, p. 37). In particular,
high-value fraud was committed
through document forgery and false
accounting in the field of healthcare
services (see box). The phenome-
non has also been noted by Europol
as a trend linked to the aging of Eu-
rope’s population (Europol, 2015b):
‘OCGs will increasingly engage in var-
ious forms of fraud involving pension
schemes and social benefits’. Accord-
ing to the 2016 BKA report on econom-
ic crimes, the phenomenon is actually
declining (Bundeskriminalamt, 2018b,
p. 17); however, one of the experts in-
terviewed by the author declared that
there are ongoing investigations in this
field of crime that might reveal more
cases in the coming years.

Stige/Styx

Collaboration by lItalian and Ger-
man LEAs led to the arrest of 11
persons suspected of belonging
to the Farao-Marincola 'Ndrang-
heta clan in Baden-Wirttemberg,
Bayern and Hessen und Nor-
drhein-Westfalen. Another 158
suspects were arrested in ltaly
as part of the same operation.
The OCG were allegedly illegally
forcing the purchase of products
like fish, wine and pastries on
Italian food and wine businesses.
The OCG was then investing the
ill-gotten gains in northern Italy
and in Germany (Bundeskrimi-
nalamt, 2018a).

An example of this is the infiltration
of the healthcare sector. Health care
provision is an increasingly profita-
ble service industry, and specifically
health care services aimed at provid-
ing care for the elderly is a growth
sector, so OCGs may be tempted to
enter this lucrative business (Europol,
2015b, p. 33).
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Box: Russian OC fraud in healthcare

OCGs linked to REOC have been
committing fraud to the detri-
ment of health insurance com-
panies and nursing care funds as
well as social welfare offices. The
phenomenon, known as ‘The
Russian nursing services’ (Rus-
sische Pflegedienste), has been
under observation by the BKA
since 2015. The term ‘Russische
Pflegedienste’ was used for the
first time in an investigation in
2013 targeting persons coming
from the former Soviet Union;
however, the suspects involved
in such fraudulent schemes of-
ten are German nationals. The
modus operandi is the follow-
ing: so-called ‘Schleppers’ or
‘intermediaries’ were recruiting
‘customers’ (persons that sim-
ulated illnesses in order to re-
ceive special pension benefits
or special healthcare treatments
and medications). Corrupt doc-
tors were issuing fake medical

Arab clans

An OCG, which has not yet been in
the focus of BKA annual situation re-
ports, is the one known as Arab clans.
Such OCGs are primarily active in
Berlin, North Rhine-Westphalia,
Bremen and Lower Saxony. They
are known as ‘large Arab families’ or
‘Kurdish-Lebanese clans’ or ‘Mhal-
lamiye-Kurdish’, because their mem-
bers belong to the migration flow that
stemmed from South-Eastern Turkey
and then moved to Beirut in the early
1900s. Most of them arrived in Germa-
ny from Lebanon in the 1980s after the
Lebanese civil war. According to ex-
perts, failure to integrate into German
society is one of the reasons behind
the development of criminal structures
around strong traditional family ties

documentation such as medical
certificates, reports and medical
assessments to prove the simu-
lated illnesses, or providing false
information about the employed
staff and their annual advanced
training courses in order to re-
ceive higher reimbursements. If
pension benefits were denied by
the social courts, affiliated law-
yers would contest the court de-
cisions and defend the recruited
‘customers’ (Bundeskriminalamt,
2017a, p. 32). In a case recorded
by the BKA, the intermediaries
were receiving between 2,000
and 8,000 euro monthly from
each unlawfully obtained pen-
sion (Bundeskriminalamt, 2017b,
p. 32).

Investigations revealed a total
of 230 Russian-Eurasian busi-
nesses — ambulatory nursing
services — operating in Germa-
ny in 2017 that were suspected

(WELT, 2017). According to the BKA
annual situation reports on OC, the
Lebanese nationality is a small minor-
ity among the list of groups classified
by nationality of those holding leading
positions. In the latest report, Leb-
anese nationals did not appear at all
in the statistics (Bundeskriminalamt,
2017a).

These OCGs are active in different
criminal fields such as drug traffick-
ing, money laundering and violent
crimes (Bundeskriminalamt, 2016a,
p. 20). The media also reported cas-
es of extortion, burglary, fraud and at-
tempts to infiltrate public institutions.
An emerging field of criminal activity
is the facilitation of illegal immigra-

of committing accounting fraud.
The businesses were operat-
ing primarily in Berlin and North
Rhine-Westphalia, but also in
Lower Saxony, Brandenburg and
Bavaria. The single companies
of ambulant nursing services
were part of a corporate network
with connections throughout the
whole country (Frankfurter All-
gemeine, 2017). Suspected con-
tract killers are allegedly behind
the criminal networks in ambu-
latory care services. The profits
were re-invested in the same sec-
tors, for instance in the building of
nursing infrastructure or geriatric
institutions. Most of the ill-gotten
gains were also used to maintain
a very luxurious lifestyle, and thus
invested, for example, in other
branches of real estate (Ministeri-
um fur Inneres und Kommunales
des Landes Nordrhein-Westfalen,
2017, p. 19).

tion, in which these OCGs exploit asy-
lum seekers by offering false visas and
travel documents for high prices. The
allegations of clan members having
infiltrated the Berlin police and other
sectors of the criminal justice system
reported by the media in 2017 trig-
gered a controversy among politicians
and representatives of law enforce-
ment agencies (Focus Online, 2017;
Spiegel Online, 2017a; Wichmann,
2017; Zeit Online, 2017).

As the third script analysis shows,
Arab clans have been using corporate
structures to launder the proceeds of
criminal activities in cooperation with
other OCGs (see the ZETA case).
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SOC infiltration across
business sectors

The 92 businesses involved in the in-
filtration cases described above were
also analysed by business sector, ge-
ographical distribution and legal form.
Regarding legal form, the vast majority
of legal persons involved are limited
liability companies. This confirms
that limited liability companies are the
preferred legal form for infiltrating the
legal economy (see Chapter 5).

The analysis of the business sectors
in which the involved entities are op-
erating partially confirm the risk areas
identified by former research into OC
infiltration. The most popular busi-
nesses sectors are wholesale and
retail trade, transportation and stor-
age, construction and real estate. In
addition, emerging sectors are profes-
sional, scientific and technical activi-
ties. As the following figure illustrates,
many of the analysed businesses are
active in the specific economic area
of wholesale and retail trade. In our
sample of OC cases, one large-scale
investigation included a large number
of businesses active in that economic
sector and used for criminal purposes
(the SIGMA case).

The analysis of the geographical
distribution of the involved entities
shows that Germany is headquarters
for more than 50% of the business-
es, while among the other countries,
some secrecy and offshore jurisdic-
tions appear (e.g., the British Virgin
Islands).

Figure 36 - Infiltrated business sector

Source: SWP elaboration of BvD data and judicial files from German Prosecutors’ Offices
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Figure 37 — Geographical distribution of the involved companies

Source: SWP elaboration of BvD data and judicial files from German Prosecutors’ Offices
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Risk factors for SOC
infiltration - Threats

Corruption

Germany is generally considered to
be below the international average for
perceived corruption and to have a
good framework for repressing and
preventing it (Transparency Interna-
tional, 2017). Germany scores quite
well in terms of respect for the rule of
law and the control of World Bank cor-
ruption indicators when compared to
other EU countries (see section 4.4).
In 2016, the BKA recorded 6,502 in-
vestigations into corruption, the
main business sectors being logis-
tics, construction and services.
Bribes are paid mostly in cash; in most
cases, there was involvement by the
public administration (Bundeskrimi-
nalamt, 2017a).

Despite the fact that corruption cas-
es in Germany only rarely have links
to OCGs, the threat posed by the vast
amount of criminal proceeds accu-
mulated by OCGs, which might be
used for corruptive purposes, has
long been recognized (Transparency
International Deutschland & Friedrich-
Ebert-Stiftung, 2013). Connections to
corruption are noted in only two in-
vestigations into organised crime
recorded by the BKA in its OC report
of 2016 (Bundeskriminalamt, 20173,
p. 5). Yet the highest sum seized in
a single OC investigation recorded
by the BKA in 2015 involved corrup-
tion-related offences. In that case, 27
million euro were seized in a case of
bribery and illegal price-fixing agree-
ments in the procurement for medi-
cal equipment (Bundeskriminalamt,
20164, p. 12).

Corruption is considered a risk factor
for criminal infiltration. The underlying
assumption is that a corrupted envi-
ronment facilitates the infiltration of

Chapter 6

OC into the legal economy because
it allows OC to commit further crimes,
taking advantage of an already un-
lawful situation, and because it allows
criminal groups to increase their busi-
ness opportunities (e.g., participating
in public procurement). Previous re-
search has shown that OC has an inter-
est in winning public contracts in order
to access public funds and exercise
control over the labour market (see,
for example, Caneppele, 2014). A cor-
rupted system of public procurement,
in which there is a widespread and dif-
fuse use of agreements among com-
panies participating in tenders, forms
a social and economic fabric that is
particularly permeable by OC. This
assumption has also been confirmed
through interviews with experts.

In the public procurement sector, a
recent study published by the Hertie
School of Governance shows that the
German procurement sector appears
to be at high risk for contracts below
EU thresholds (Kukutschka, 2015, p.
22). Among the vulnerabilities identi-
fied by the authors, we note the large
amount of money allocated, consti-
tuting almost a third of total public
spending; the lack of transparency in
contract awarding below EU thresh-
olds; the decentralised system and the
co-existence of different procure-
ment regulations in different states
(Kukutschka, 2015, pp. 19-21). Ger-
many’s public procurement expend-
iture is estimated to be between 300
and 500 billion euro per year (Euro-
pean Commission, 2014b; Kienbaum,
2014). The country has by far the high-
est expenditures in the EU, exceeding
France by 30% and the United King-
dom by 40% (Kukutschka, 2015, p. 5).
The authors emphasize that Germany
has the lowest publication rate in the
EU and that documentation on pro-
curement procedure decisions are not
publicly accessible. In fact, between
2009 and 2013, the publication rate

did not exceed 1.4% of GDP, while the
regional average is consistently above
3% (European Commission, 2014b).
The German Ministry of the Interi-
or refers to public procurements in
which vast portions of the budget are
involved as sectors with a particularly
high risk of corruption (Bundesminis-
terium des Innern, 2015, p. 19).

Yet, often such cases are indicated
as OC because the perpetrators do not
belong to traditional OCGs. One well-
known example is the ‘Cologne waste
scandal’, in which a group of well-or-
ganised business managers were
planning 20 years in advance for the
illegal construction and management
of a waste incineration plant through
corrupt practices (Bundesministeri-
um des Inners & Bundesamt fir Jus-
tiz, 2006, p. 477). The Cologne waste
scandal arose in the early 2000s, yet it
involved corrupt practices dating back
to the early 90s. The case was finally
closed in 2005 by the federal court,
which confirmed the convictions. The
persons convicted included a politician
and the CEO of the waste disposal
company. The court estimated a total
of about 11 million euro had been
paid as bribes for the construction of
the waste incineration plant (BGH 5
StR 119/05).

Corrupt practices in the business sec-
tor have been a great concern in re-
cent years. In fact, in certain economic
sectors, for instance in the automotive
industry, the use of corrupt practices
is quite widespread among mid-sized
legitimate businesses, as confirmed
by interviewed experts. Even though
such cases are not categorised as OC,
their typical modus operandi is well
structured and organised. Often such
cases are linked to public bids for
large-scale construction work. One
example of a recent case involving
well-known multinational businesses is
analysed in the box below.
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A major public construction pro-
ject has been in the public eye for
long delays and cost overruns.
The project has been hit by two
separate corruption scandals.
The media reported in 2016 the
attempted poisoning of a man-
agement engineer who was
working at the construction site
(Deutsche Wirtschafts Nachricht-
en, 2016). In 2015, Transparen-
cy International, the best-known
worldwide anti-corruption NGO,
which was monitoring the project
externally, decided to stop the
collaboration because the cor-
ruption charges were not taken
seriously enough by the players
involved (Frohlich, 2015). Among
other things, the former manag-
er of the multinational company
was arrested on charges of pas-
sive corruption (see description
of the case below). More than 60
million euro were allegedly paid
to the businesses involved in the
construction of the fire-safety
system for the large-scale infra-
structure project (Metzner, 2015).
The multinational company went
bankrupt in 2015 (Siiddeutsche
Zeitung, 2016).

Subcontractors and employees
or advisors of the developer and
the operator of Company A were
involved in the scandals. Over-
all, three other companies were
significantly involved in the two
cases.

In case 1, the CEO and a region-
al manager of the subcontrac-
tor, Company B, agreed to pay
150,000 euro in cash to a senior
manager at Company A, the de-
veloper, to clear and speed up
the disputed payment (around
66 million euro) for allegedly pro-
vided work under an additional
agreement due to the delays and
cost overruns.

In case 2, the CEO and sole
shareholder of Company D,
working as the head of a working
group at the developer, Compa-
ny A, offered to use his position
of trust to push for the award of
an inflated contract to the sub-
contractor, Company C. In re-
turn, a payment was demanded
(equal to the difference between
the previous calculation and the
inflated offer) via a subcontract
with Company D or a software
purchase from Company D.

The two cases reveal the large
public construction project’s vul-
nerability to corruption during the
public procurement process and
later during the settlement pro-
cess for the allegedly rendered
services. In both cases, the of-
fenders from the subcontracting
companies did not act for rea-
sons of personal enrichment but
under pressure from (or to avoid
damage to) their companies
due to cash-flow problems or a
dreaded loss of reputation.

The offenders from Company B
were employees, the CEO and
a regional manager who did not
have any significant stake in the
company. The offender from
Company A in this case was
hired as a business unit manager
shortly before the offense. One
of the offenders from Company
B and the offender from Compa-
ny A were acquaintances from
previous business dealings.

The offenders from Company C
were a business unit manager
with statutory authority as well
as a project lead responsible for
the project related to Company
A. Neither had a significant stake
in the company. The offender
from Company A was the head
of a working group at Company

Box: Corruption in public procurement for a large-scale construction project

A and the sole shareholder and
CEO of Company D.

In case 1, three offenders were
convicted and ordered to serve
a total of 6 years and 8 months
in prison sentences as well as
fines totalling 150,000 euro. The
crimes committed were passive
corruption (‘Bestechlichkeit’ un-
der §§ 332 Section 1 and Section
3 no. 2, 335 Section 1 no. 1 and
Section 2 nos. 1 and 73, Section
1 clause 1, 73a StGB), bribery
(‘Bestechung’; under §§ 334 Sec-
tion 1 and Section 2 No. 2, 335
Section 1 no. 1 and Section 2 No.
1, StGB), and accessory to brib-
ery (‘Beihilfe zur Bestechung’ un-
der §§ 334 Section 1 and Section
2 no. 2, 335 Section 1 no. 1 and
Section 2 no. 1, 27 StGB).

In case 2, three offenders were
convicted for a total of 1 year
in prison as well as fines total-
ling 17,200 euro. The crimes
committed were corruption in
business transactions, fraud and
attempted fraud, (‘Bestechlich-
keit im geschaftlichen Verkehr
in Tateinheit mit versuchtem Be-
trugs sowie Betrugs’ under § 263
Sections 1 and 2, § 299 Section
1, § 300 S. 2 no. 1, §§ 22 ff., 25
Section 2, 52, 53 StGB), bribery
in business transactions (‘Beste-
chung im geschéftlichen Verkehr
in Tateinheit mit versuchtem Be-
trug’ under § 263 Sections 1 and
2, § 299 Section 2, 22, 23, 52
StGB), and accessory to attempt-
ed fraud (‘Beihilfe zum versucht-
en Betrug’ under § 263 Sections
1 and 2, §§ 22, 23, 27 Section 1
StGB).

(Source: Judicial Files and Final
Verdicts 2014, Office of the Pub-
lic Prosecutor in Neuruppin)



In Germany, countering corruption falls
under the jurisdiction of the 16 states.
Therefore, every local authority can
develop and apply different methods
to prevent and fight corruption. The
State of Berlin, for instance, introduced
in 2014 a registry listing companies
whose managers have been convicted
of corruption-related offences and other
white-collar crimes (see box below).*®
Institutions that do work through public
procurement are required to consult
the registry and avoid granting a con-
tract to businesses listed. Given the dif-
ferences between the different states’
legal frameworks and the fact that most
companies operate across state bor-
ders and internationally, in April of this
year the German Ministry of the Econ-
omy drafted a law to establish such
a registry at the federal level. The
purpose of the ‘competition registry’,
which is supposed to be available from
2019 onwards, is to prevent companies
involved in previous corruption cases
from participating in public tenders.

Box: A blacklist in

public procurement

At the time our research was per-
formed, a total of 2,000 firms and
natural persons were listed in the
Berlin registry. As of 2017, the reg-
istry contained 213 companies,
mostly limited liability companies
registered in Berlin. Regarding
legal violations, 105 companies
were listed citing section 266a of
the GCC (non-payment and mis-
use of wages and salaries) and 93
were listed citing section 370 of
the Fiscal Code of Germany (tax
evasion). Other violations cited
section 298 (restricting compe-
tition through agreements in the
context of public bids); section
263 of the GCC (fraud); Section
266 of the GCC (embezzlement
and abuse of trust) and section
334 of the GCC (giving bribes as
an incentive for the recipient to vi-
olate his official duties).
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Document Forgery

Another crime that was found to be
a potential red flag for OC infiltration
of the legal economy is document
forgery (see Chapter 3). Document
forgery might serve different criminal
purposes, from smuggling to tax eva-
sion. Generally, OC is interested in
disguising illegal economic activities
through fake documentation.

Document forgery for the smug-

gling and irregular employment
of immigrant workers

In one of the analysed cases
of smuggling and irregular em-
ployment of immigrant workers
in Germany, document forgery
was used in different phases
of the process. Based on falsi-
fied invitation letters, tourists’
Schengen visas were first is-
sued by the German Embassy
in the country of origin. Once
the migrants arrived in Germa-
ny, those temporary visas were
converted into permanent resi-
dence permits through forged
marriage certificates or family
reunifications with European
nationals ‘recruited’ during the
commercial activities of the
businesses involved. Counter-
feit identity cards, university de-
grees and language certificates
were provided by two profes-
sionals residing in Italy. The mi-
grants were exploited as irregu-
lar workers in small businesses
across Germany.

(Source: Judicial files 2013, Of-
fice of the Public Prosecutor in
Hannover)

Fraud and tax crimes

Another sentinel crime for SOC infil-
tration discovered in the MORE cases
is fraud. The BKA links OC to eco-
nomic crimes mostly through fraud.
In 2016, 53 OC cases handled by the
BKA were related to business and
economic life, half of which were
fraud cases (Bundeskriminalamt,
2017a). It is a recurring fact that dam-
ages in OC cases related to business
amount to more than half of the dam-
ages in all OC cases. In 2016, the BKA
noted a heavy increase in so-called
CEO fraud, accounting fraud in the
care sector and systematic benefit
abuse committed by OCGs (Bun-
deskriminalamt, 2017a). The latest
report on economic crimes confirms
the heavy increase in fraud connect-
ed to financial crimes, breach of trust
and accounting fraud, especially in the
field of nursing services (See box be-
low: Bundeskriminalamt, 2018). The
BKA observes that criminals who were
previously active in traditional fields
of economic crimes such as financial
crime and breach of competition now
offer these criminal services to vari-
ous OCGs. Yet, the BKA warns that in
the field of OC involving in fraudolent
acts, the dark area is particularly large
(Bundeskriminalamt, 2018b, p. 24).

Another element that is considered a
risk factor for SOC infiltration is the
tendency to evade taxes. According
to the last BKA situation report, 10%
of OC cases are linked to tax and
customs crimes (Bundeskriminalamt,
2017a, p. 24), while 5% of them are
linked to tax evasion in the field of cig-
arette smuggling.

Estimates of yearly tax evasion in Ger-
many range from 30 billion euro (Zeit
Online, 2017) to 100 billion euro (Fo-
cus Online, 2015). Between 2010 and
2015, 123,175 voluntary self-disclo-
sures of tax evasion were collected,
meaning an average of 20,546 per
year (Statista, 2018).

48. The registry was introduced in 2016 by the law ‘Gesetz Uber die Einrichtung und Fiihrung eines Registers Uber korruptionsaufféllige Unternehmen in Berlin
— Korruptionsregistergesetz’ — 19 April 2006 (Gesetz- und Verordnungsblatt fir Berlin, Ausgabe no. 16/2006, S. 358); and amended in 2010 (Gesetz- und Verord-
nungsblatt fir Berlin, Ausgabe no. 30/2010, S. 535). Access to anonimised data from the registry was granted by the Berlin Senate.
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Box: VAT fraud in Germany

Between 2009 and 2010, an
OCG was smuggling textiles,
medical products, cigarettes
and other goods into Germa-
ny using corruptive methods.
The modus operandi was the
following: the OCG corrupted
a customs official in charge of
classifying the imported goods
to classify them as being further
exported outside of the EU. In
this way, the containers were
not charged for VAT. The goods
were then illegally sold on the
European market through shell
companies registered in Dubai
and in Russia. These business-
es acted to disguise the illegal
origin and marketing of the
goods.

(Source: Final verdict 2010, Of-
fice of the Public Prosecutor in
Neuruppin)

Risk factors for SOC
infiltration —
Vulnerabilities

The underground economy

According to the estimates reported in
Chapter 4, Germany has a moderate
sized underground economy. In 2018,
the underground economy was esti-
mated by Medina and Schneider as
15.6% of the GDP (Medina & Schnei-
der, 2018), Germany being one of four
countries with smaller shadow econ-
omies (Medina & Schneider, 2018).
The FATF estimated that the German
informal sector amounts to 400 billion
euro (FATF, 2010, p. 9).

As part of the volume of the under-
ground economy, illegal employment
is estimated. In this field, too, Germa-
ny scores very well when compared to
the other EU member states (EEPO,
2016). Damages resulting from illegal

employment were calculated at more
than 800 million euro in 2014 (Zoll,
2015). In 2014, a total of approximate-
ly 60,000 natural persons and legal
persons were convicted for viola-
tions related to black market labour.
Most cases were in construction,
transportation and the food service
industry (Bundesamt fir Justiz, 2014).

Cash-intensity

As stressed in the previous chapters
(see Section 4.1), Germany is tradition-
ally attached to cash usage, and cash
still plays an important role in its every-
day economic activities. Germany’s
cash ratio amounts to 68% of daily
payments, being the eighth country in
Europe in the use of cash. In fact, there
is a general perception in the country
that it is time to consider rules that lim-
it the use of cash as a breach of fun-
damental rights. Partially, the reasons
of such scepticism against limits on
cash circulation are historically-rooted
in the collective trauma deriving from
the two inflations during the 20" cen-
tury, when the German middle classes
lost most of their assets. The current
German debate on the limitation on
cash transactions is a prime example
of the difficulty of striking the delicate
balance between criminal prosecution
and economic interests. As reported
by Europol (2015b), the use of cash is
almost unavoidable at a certain stage
in the laundering process, even when
virtual currencies or complex financial
subterfuges are utilized. Yet, cash is, in
principle, a legitimate payment method.

In partial fulfilment of the 4AMLD’s na-
tional risk assessment requirements,
the German government commis-
sioned a ‘dark area’ study on money
laundering in the non-financial sector.
The study was released in 2015 and
found that cash transactions in the
non-finance sector are especially
susceptible to money laundering
(Bussmann, 2015). From the govern-
ment’s perspective, the anonymity of
cash transactions (as well as prepaid
cards and e-currencies) especially fa-
cilitates the financing of terrorism and
thereby creates a security risk. Addi-

tionally, the cash transaction limits in
other EU member states have led to a
displacement of cash transactions
towards other EU countries, for
example, Germany (Deutsche Bun-
desbank, 2016). A report found that
the declared imports of cash into Ger-
many alone totalled around 56 billion
euro in 2012. Additionally, it is estimat-
ed that the amount of undeclared cash
smuggled into Germany is also signifi-
cant (Henn, Mewes, & Meinzer, 2013).
To launder money obtained from ille-
gal activities, organised crime is sus-
pected of using cash transactions to
buy real estate and luxury items such
as cars, art and gold, although other
sectors with smaller average transac-
tions in cash, such as the food service
industry, are also used by OC.

Yet bans/limitations on cash transac-
tions are very controversial in Ger-
many. Cash is the most used form of
payment in Germany. More than half
of expenditures and 80% of trans-
actions at points of sale are done in
cash (Deutsche Bundesbank, 2016,
p. 5). According to a Bundesbank
study on the use of cash (2015), the
average German carries 103 euro in
cash and uses cash for the majority of
transactions below 50 euro. For trans-
actions over 100 euro, less than one
third of transactions — and one fourth
of transactions over 500 euro — are
paid in cash. The younger generation
(under 24 years of age) carries small-
er amounts of cash and is in general
much less favourable to cash transac-
tions than older generations. Currently
there is no limit on cash transactions
in Germany.

A political driver for the discussion
on limits on cash transactions is the
4AMLD. Since June 2017, anony-
mous cash transactions in Germany
have been limited to a maximum of
10,000 euro. For larger transactions,
the buyers need to identify them-
selves. In the event of non-compli-
ance with the new law, punishment for
businesses is harsh. Pursuant to sec-
tion 56 (2) of the German Anti-Money
Laundering Act, ‘For serious, repeat-
ed or systematic infringements, the



law introduces higher maximum fines
of one million euro — or a fine up to
double the economic advantage the
company has obtained from the in-
fringement’. There are concerns that
the measures are inefficient or ineffec-
tive at combatting illegal activities and
that the government is aiming to phase
out cash completely in the medium to
long term.

Corporate opacity: links to off-shore
countries and risky jurisdictions

Despite ranking quite well in the shad-
ow economy and corruption cate-
gories, Germany stands out among
European countries for being one of
the six countries with the most ex-
posure to off-shore countries and
risky jurisdictions (see Section 4.2).
In particular, it is the sixth EU MS in
financial secrecy according to the Fi-
nancial Secrecy Score, with a score of
59.1, after the Netherlands, Romania,
Cyprus, Malta and Croatia (Tax Justice
Network, 2018), and the sixth EU MS
in terms of ownership connections to
risky countries (section 4.2).

Germany is also the second coun-
try in the EU in terms of percentage
of shareholders from EU ‘greylisted’
countries, i.e., jurisdictions includ-
ed in Annex Il of the official EU list of
tax non-cooperative jurisdictions (see
section 4.2 for details). About 18.6%
of foreign shareholders of German
companies come from a jurisdiction
in this greylist, most of them Swiss
and Turkish owners (see table 17).
However, ‘greylisted’ owners are less
than 1% of the total shareholders in
German firms, as national owners are
the large majority.
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Germany also occupies the fifth place
among EU countries in beneficial
ownership distance, with an average
BO distance of 1.3.

This result finds confirmation in the
analysis of the Suspicious Transac-
tions Reports (STRs) filed in 2015
with the German Financial Intelligence
Unit (FIU) (data was not available for
2016) by the obliged entities and the

revenue authorities. Information on the
corporate headquarters was provided
for 3,490 registered companies. While
70% of businesses were domiciled in
Germany, the remaining 30% included
both EU MSs and tax havens, namely
the UK, Cyprus, Switzerland, the Brit-
ish Virgin Islands, the Russian Feder-
ation, the Netherlands, Hong Kong,
China, the United States and Panama
(Financial Intelligence Unit, 2017a).

Table 17 - Percentage of shareholders from EU ‘Black/Greylist’ of non-co-
operative tax countries — top 8 countries (% of total foreign shareholders of

German firms)

Source: Transcrime elaboration of BvD data

Nationality

Turkey

Taiwan

Liechtenstein

United Arab Emirates

China, Hong Kong SAR

Bermuda

British Virgin Islands

TOTAL % shareholders from EU ‘Black/Greylist’

% tot. foreign shareholders

‘ 13.1%

o 1.6%
° 0.6%
° 0.5%
° 0.5%
° 0.3%
. 0.2%
. 0.2%
18.57%
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Loopholes in the Anti-Money Launder-
ing framework

The volume of money being laundered
in the country is estimated to be be-
tween 15 and 100 billion euro an-
nually (Bussmann, 2015; Schneider,
2016). The big discrepancy between
the two estimates can be explained
with the supposedly very large dark
area, upon which experts disagree. In
2010, the FATF and the IMF estimated
the volume of proceeds of crime gen-
erated in Germany that is potentially
subject to money laundering at be-
tween 43 and 57 billion euro annually
(FATF, 2010b).

High- and medium-risk economic sec-
tors are (Bussmann, 2015):

* real estate

* construction

« art and antiquities

* boats and yachts

* trustee and management companies
* hotels and restaurants

* traders in goods

* insurance

Common features among those sec-
tors are the high volume of cash
involved and the high prices paid
for the goods (which allow potential
overestimations of assets). Small and
medium businesses, which lack the
resources to perform proper due dil-
igence and which fear retaliation by
their own customers, are especially
hesitant to share information on sus-
picious activities with law enforcement
agencies.

It is worth noting that although banks
file the largest share of STRs with the
FIU, thus showing a high level of com-
pliance, some major German banks
have been involved in major money
laundering scandals. The Panama Pa-
pers mentioned 28 names of German
credit institutions (Stiddeutsche Zei-
tung, 2016). Renowned banks such as
Commerzbank, Deutsche Bank and

Hypovereinsbank have been inves-
tigated by foreign law enforcement
agencies because of their suspect-
ed involvement in money laundering
schemes (Rosbach, 2015; Spiegel On-
line, 2015; Tagesspiegel Online, 2015).
For example, Deutsche Bank agreed
to pay 630 million USD in fines to US
and UK regulators for having failed to
prevent an estimated 10 billion USD
money laundering (Treanor, 2017).

Cross-border money
laundering as a service

A German-based criminal net-
work was offering worldwide
money laundering services, from
Germany to Australia. The OCG
was using a combination of new-
er and older transaction methods
in order to avoid law enforce-
ment detection. Import-export
companies were used to move
cash and justify the transfers
through fictitious invoicing. The
use of shell companies allowed
criminals to conceal their iden-
tities. In addition, the OCG used
so-called ‘cuckoo smurfing’, a
method of money laundering
based on the informal Hawala
banking value-transfer system.
Offenders acting as legitimate
Hawala remitters took advantage
of customers by replacing their
licit monies with ill-gotten gains.
Meanwhile, the same amount
of illicit cash was collected in
the country of destination and
transferred to the designated re-
cipient. Using informal payment
methods, the criminal syndicate
was able to act for long periods
without being detected by the
supervisory authorities that mon-
itor financial transactions.

(Source: Judicial Files 2012,
Office of Public Prosecutor in
Disseldorf)

One of the loopholes is that some en-
tities belonging to the non-financial
sector are still reluctant to take AML
measures, although their risk for mon-
ey laundering has long been recog-
nized. The vast majority of STRs — an
index of AML engagement — are filed
by the financial sector (99.4%), par-
ticularly by credit institutions (35,038
in 2016) and financial service provid-
ers, while the non-financial sector
filed only 0.6% of all reports (Finan-
cial Intelligence Unit, 2017a).

Real estate has been long recognized
as a risk sector (Bundeskriminalamt,
2012; Bussmann, 2015; Financial Intel-
ligence Unit, 2017b), but the number
of STRs filed by real estate agents is
still relatively low. For example, while
the volume of real estate transactions
was 22 billion euro in 2011, zero real
estate STRs were filed with the FIU
(Bundeskriminalamt, 2012; Financial
Intelligence Unit, 2012). In recent
years, the number of STRs filed by real
estate agents has increased, reach-
ing 34 in 2015 and 28 in 2016 (Fi-
nancial Intelligence Unit, 2017a). The
assumption, confirmed by a recent
study (Bussmann, 2015) is that there
is a rather large volume of unreported
money-laundering transactions.

According to experts, the AML frame-
work is insufficient to counteract this
phenomenon. One of the main loop-
holes is a lack of transparency in
commercial structures. In June 2017,
Germany made the fourth Europe-
an Anti-Money Laundering Directive
(AMLD) into national law and intro-
duced a national register of ben-
eficial owners. Although this is an
important step towards disclosing the
identity of the real owners or nomi-
nees otherwise hidden behind a veil
of anonymity, critics have pointed out
the insufficient level of transparen-
cy mandated by the law. Specifically,
the restricted access to the registry
granted by the legislation is seen as
hindering participation by civil society
members like journalists and NGOs,
who, as the Panama Papers and other
leaks have showed, are crucial in de-
tecting abuses of the financial system.



In addition, the current law allows com-
panies to register a legal represent-
ative or managing partner when a
beneficial owner cannot be identified.
Firms that fail to register a beneficial
owner or indicate the wrong person
are not subject to any punishment.
These two elements allow nominee di-
rectors to be registered, thus frustrat-
ing the goal of limiting the existence of
shell companies. Yet, as amendments
to the European Directive are current-
ly being negotiated, the controversial
parts of the German Anti-Money Laun-
dering Act may soon come under re-
view again.

The disclosure of beneficial corporate
ownership is not the only solution to
the problem. Supervisory and inves-
tigative authorities should receive
further support to ensure the data
collected is processed effectively.
Banks and real estate agents, which
are required by law to collect data on
customers, should be provided with in-
formation about the risks presented by
the infiltration of illegal monies, demol-
ishing the idea that pecunia non olet
(Autolitano & Zoppei, 2017).

Our analysis of the received cases re-
vealed that one of the major issues in
criminally prosecuting money launder-
ing is that often the proceedings are
dismissed without pressing charges
under Section 170 of the GCC. Inves-
tigations are time consuming and re-
source intense, and it is very difficult to
collect the evidence required to press
charges. In fact, according to the FIU,
95% of money laundering criminal pro-
ceedings for which the FIU received
feedback in 2016 were dropped due
to lack of evidence (Financial Intelli-
gence Unit, 2017).
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Conclusions

The most striking revelations from our
research are the transnational di-
mension of the phenomenon of SOC
infiltration, which goes beyond Ger-
man and EU borders, the coexistence
and overlap of traditional OCGs and
new forms of liquid networked crimi-
nality, and the combination of old and
new methods to transfer money to dis-
guise its illicit origin (e.g., Hawala, cash
and offshore companies).

Criminal networks consist of flexible
alliances between professionals act-
ing internationally that regulate them-
selves based on market logic rather
than violent conflicts. Such networks
offer expertise and illegal services
(crime as service). In this context,
Germany may play a role as a head-
quarters for legal persons used by
OCGs to conceal illegal profits (e.g.,
import-export firms, charities, compa-
nies in the real estate sector and mon-
ey-exchange providers).

The actions we recommend are:

 effective prosecution of economic
crimes

« intensified investigations of crime en-
ablers

* more resources devoted to conduct-
ing prolonged financial investiga-
tions

« consistent regulation of cash transac-
tions and other financial instruments

* public access to the register of ben-
eficial owners

« the integration of national registers
into a European and worldwide one
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6.2. ITALY

Michele Riccardi, Universita Cattolica del Sacro Cuore — Transcrime

Introduction

Much has been written about SOC and
SOC infiltration in Italy by policy-mak-
ers, law enforcement, academic re-
searchers and journalists. Italy is the
country where the phenomenon of
infiltration of legitimate businesses
(by mafias) was first acknowledged.
It is also the country that, as a conse-
quence, has developed what observ-
ers believe to be the most effective set
of investigative and regulatory tools
to tackle infiltration — primarily the
powerful asset recovery system intro-
duced by the Rognoni-La Torre law in
1982 (European Commission, 2012).

Building on previous studies and ev-
idence collected from police and ju-
dicial sources, this section provides
an update to current knowledge and
offers some ideas about how SOC
infiltration of Italian businesses could
evolve in the future.

First, it provides an illustration of the
main trends in SOC activity in the
country, distinguishing between for-
eign and ltalian OCGs. Then, it fo-
cuses on SOC infiltration, highlight-
ing the emerging strategies and the
business sectors subject to infiltration.
Finally, it provides a discussion of the
most important risk factors that en-
able OCGs to acquire control of legal
firms.

Foreign OCGs

Italy witnesses stable activity by a
number of foreign OCGs in various
illicit markets — in particular, drug
trafficking, firearms and trafficking
and smuggling of human beings (DIA,
2017a, 2017b). The most active groups
are (Becucci & Carchedi, 2016; DIA,
2017a; Savona & Riccardi, 2015):

* Albanian-speaking (drugs, sexual
exploitation)

» Balkan-speaking (firearms traffick-
ing, drugs, other smuggling)

* Romanian-speaking (organised prop-
erty crime, labour and sexual ex-
ploitation)

* Russian/Georgian (organised prop-
erty crime, drug trafficking, firearms
trafficking)

» Chinese-speaking (labour and sex-
ual exploitation, extortion, counter-
feiting, fraud, money laundering)

* North African (drugs, human smug-

gling)

To a lesser extent, African OCGs and
Latin American street gangs are also
active in ltaly (the latter especially in
Milan).

According to some sources, the role
of foreign OCGs is gradually expand-
ing. In particular, the annual report by
the Italian anti-drug authority stresses
that Albanian and North African OCGs
can now compete with local mafias
(like ’Ndrangheta) in the wholesale
and retail trade of heroin (Repubblica,
2018).

While foreign criminal groups in South-
ern Italy may ‘request authorisation’
from native mafia organisations in or-
der to operate, in Central and North-
ern ltaly they can benefit from greater
independence, not disdaining to coop-
erate with or even challenge the ltalian
OCGs if necessary (DIA, 2017b).

Some scholars have observed that
evidence on infiltration of legal
businesses by foreign OCGs is scant
despite the key role it plays in crimi-
nal markets. In other words, there is
a "missing link between illicit markets
and the legitimate economy" when it

comes to these groups (Riccardi, So-
riani, & Giampietri, 2016, p. 131). We
can assume that most proceeds gen-
erated by foreign OCGs in ltaly are
transferred to the country of origin —
mainly through bulk cash smuggling
or money transfer methods — where
the funds are reinvested in the local
economy.

The only exception is Chinese or-
ganised crime. These groups have
shown that they can control numerous
businesses, especially in certain re-
gions (e.g., the province of Prato and
to a lesser extent Florence, Rome and
Milan) and economic sectors, for ex-
ample:

* clothing retail trade

* import/export companies

* bars and restaurants

* transportation firms

* massage parlours

* hair dressers and nail studios (Be-
cucci & Carchedi, 2016; CNEL,
2011; Riccardi et al., 2016).

Legal businesses often help Chinese
criminals to cover up illicit activities
(e.g., massage parlours to conceal
exploitation of prostitution, retail work-
shops to employ irregular workers —
often working in slavery conditions)
and are managed through a typical
modus operandi: the companies are
dissolved soon after their incorpora-
tion, just before any controls are done
by the tax agency, abandoning signifi-
cant tax payables, and then are quickly
re-opened thanks to the complicity of
figureheads and local professionals,
but employing more or less the same
human or technical capital (Becucci,
2017).



Italian OCGs

Italian mafias are constantly evolving,
adapting to changes in ltalian society
and seizing new business opportuni-
ties emerging in the Italian economy.
Each major mafia organisation —
Camorra, Cosa Nostra, 'Ndrangheta
and Sacro Corona Unita — is develop-
ing in its own peculiar way, but we can
identify two main trends:

» Fragmentation: There are signals of
an increased number and independ-
ence of groups and clans within the
traditionally hierarchical structures.
For example:

- For Cosa Nostra, the death of Sal-
vatore Riina (November 2017) led
to a transition period during which,
apparently, the top post of the Cu-
pola has not been assigned. This
may have caused an increase in
the autonomy of some clans and
crime families in Western Sicily
(DIA, 20173, p. 244).

In Campania, especially in the
centre of Naples, the void left by
the disruption of some impor-
tant Camorra families as a con-
sequence of LEA operations has
been filled in some cases by youth
gangs, not always related to the
historical clans, characterised by
a lot of violence and involvement
in extortion and drug trafficking
activities, and less willing to sub-
mit to hierarchical governance (Di
Gennaro & Marselli, 2018; DIA,
2017b; Nocera, 2018).

In Lazio, the simultaneous pres-
ence of "autonomous and autocht-
onous criminal groups" (Pignatone
& Prestipino, 2015) especially in
the Rome area, has created a frag-
mented scenario where OCGs oc-
casionally come together to take
advantage of profit opportunities
but are soon ready to challenge
each other in a multi-faceted en-
vironment.
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* Submersion: There is widespread
evidence that Italian mafias are pro-
gressively shifting from subversion
and violence in favour of a submer-
sion strategy aimed at expanding
OCG power in a more understated
manner (Balsamo, 2016; DIA, 2017a,
2017b). This may be accomplished
through:

- Infiltration of the political and eco-
nomic fabric

- Collusion and cooperation with
professionals, public officers, facil-
itators, brokers and entrepreneurs

- Use of bribery and trade in influ-
ence (including political and elec-
toral exchanges) instead of vio-
lence

As discussed, infiltration of legiti-
mate businesses plays a key role in
this strategy. Mafia-backed entrepre-
neurs can more easily connect with
economic and political actors, expand
their networks and stay off the radar
of law enforcement. As noted by in-
vestigative and judicial authorities,
all the main mafia organisations have
undertaken this strategy, with the
’Ndrangheta able to deploy networks
of entrepreneurs and public officers
in the so-called ‘grey area’, especial-
ly in Northern ltaly and abroad (DIA,
2017b, 2017a; DNA, 2016).

These two trends (fragmentation and
submersion) may have opposite ef-
fects: on the one hand, fragmentation
(especially the rise of street youth
gangs) can increase violence and
insecurity; on the other hand, submer-
sion tends to decrease violence and
replace it with corruption and collu-
sion, in turn facilitating the establish-
ment of a pax mafiosa.

But these trends can originate from the
same common ground — erosion of
the social capital. This makes it easier
for mafias to infiltrate the social and eco-
nomic fabric (where they can find fewer
institutional and ideological obstacles),
but it may also push unaffiliated young-
sters to undertake an alternative ca-
reer in criminality, thereby nourishing
OCGs or generating new gangs.

Along with these two trends, another
development to be noted is the emer-
gence of a fourth (or a fifth) mafia
organisation, which some institutions
and scholars call Roman organised
crime (“criminalita romana”, (DIA,
2017b, p. 203). Rather than a consol-
idated and structured organisation,
it appears to be the combination of
various native groups and crime fam-
ilies — e.g., the Fasciani, the Spada,
the Casamonica, and the Carminati/
Buzzi group investigated in the Mon-
do di Mezzo operation (Crime&Tech,
2018; Osservatorio Tecnico-Scien-
tifico per la Sicurezza e la Legalita
della Regione Lazio, 2018; Pignatone
& Prestipino, 2015). While the mafia
nature of these OCGs is pretty evi-
dent from a sociological perspective
— both in terms of modus operandi
and criminal activities — from a strictly
legal point of view, the judicial author-
ities have confirmed their OC nature
but, in the first strands of the many
on-going trials in Rome, have discard-
ed the allegation of mafia associations
(i.e., under art. 416-bis of the Italian
penal code).

The judicial events in Rome may be
seen as a further confirmation that
Italian mafias are now floating be-
tween the traditional mafia para-
digm — one based on rituals, secrecy,
intimidation and obedience (Catino,
2014) — and a new universe in which
they mingle up and network with the
‘grey’ facets of Italian society: street
criminals, colluding entrepreneurs,
corporate tax evaders and corrupt
politicians. This new paradigm is
very evident when focusing on SOC
infiltration of legitimate businesses
(see below).
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66 A purely quantitative or

qualitative approach alone is
not enough to allow us to fully
understand the infiltration
phenomenon 99

SOC infiltration in legiti-
mate businesses: the past,
the present and the future

Previous studies

Previous studies analysing SOC infil-
tration of Italian firms can be classified
in two broad categories — quantita-
tive or qualitative studies.

The first group consists of analyses
of companies seized or confiscated
from mafias, taken as a proxy for infil-
trated firms. The Italian authorities are
among the few in Europe able to trace
and seize legitimate businesses from
SOC groups — more than 2,500 in the
last thirty years (see Chapter 5). This
abundance of statistics allowed ltalian
researchers to carry out meaningful
statistical analyses. These studies took
either:

* A macro perspective, analysing the
distribution of these firms by region
and sector as well as in relation to
contextual factors (Riccardi, 2014;
Riccardi, Ferluga, & Maggioni,
mimeo; Transcrime, 2013).

* A micro perspective, analysing the
characteristics of these firms in terms
of accounting or ownership (Dona-
to, Saporito, & Scognamiglio, 2013;
Fabrizi, Malaspina, & Parbonetti,
2017; Ravenda, Argilés-Bosch, & Va-
lencia-Silva, 2015). The analysis in
Chapter 5 of this report also adopts
this perspective.

The use of data on seized assets has
been promising, but has a number of
limitations and some bias (see Riccar-
di & Berlusconi, 2016, for a review). In
order to address some of these limits,
other studies tried to enrich the statis-
tics on seizures with other data, e.g.:

» Data on investigations of companies
taken from DIA and DNA reports
(see, for example, Riccardi et al.,
2016)

* Data on firms targeted by adminis-
trative measures as an alternative to
asset recovery — i.e., interdictions
(interdittive)

« Data on legitimate Italian businesses
whose owners include individuals
convicted for OC offences (Co-
mune di Milano, 2018)

A number of more qualitative studies
exist. These studies investigated infil-
tration by analysing case studies, judi-
cial evidence, institutional reports and
interviews with experts. These include
some historical (but still very current)
contributions such as Arlacchi (1983),
Catanzaro (1988), Santino and La Fi-
ura (1990). More recent papers have
analysed the relationship between or-
ganised criminals and entrepreneurs
and the role of the latter as brokers
or supporters of OC. These include
Catino (2018); Sciarrone (2011); Sci-
arrone & Storti (2014).

Over the years, it has become clear
that a purely quantitative or qualita-
tive approach alone is not enough
to allow us to fully understand the
infiltration phenomenon, as both
perspectives are necessary. The fol-
lowing paragraphs therefore take this
combined approach in examining the
problem.
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66 New universe in which mafias
mingle up and network with the
‘grey’ facets of Italian society:
street criminals, colluding
entrepreneurs, corporate tax
evaders and corrupt politicians. 99

Strategies of infiltration:

In the submersion strategy used by
mafias, a gradual shift can be observed
from a traditional mafia-association
approach based on violence and in-
timidation to a more understated and
subtle infiltration of legitimate busi-
nesses based on collusion with en-
trepreneurs and political figures. The
related statistics reported by the DIA
are shown in the figure aside.

Relatively speaking, the number of
persons arrested for mafia associa-
tion (416-bis) is decreasing in compar-
ison to those arrested for political and
electoral exchanges (416-ter) and
for using the so-called mafia meth-
od (Art. 7 of D.L. 152/91).%® Although
the number of individuals arrested
under article 416-ter is still very low
as compared to those arrested under
416-bis (29 vs. 1,104 in the second
half of 2017), the number of those ar-
rested under art. 7 has exceeded the
mafia-associated reports, including in
absolute terms (2,590 vs. 1,104)

Figure 38 — Persons arrested/reported to the police by offence

Source: Transcrime elaboration of DIA half-yearly reports 2014-2017. Index 2014=100
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These data obviously show a change of
strategy by ltalian public prosecutors.
But they can also be interpreted as the
rise of a more ‘liquid’ form of infiltra-
tion by mafia groups, one based on
mutual cooperation with entrepre-
neurs and policy-makers not forming

— Art. 416-ter PC

H22015 H12016 H22016 H12017 H22017

— Art. 7 d.I. 152/1991

part of the mafia association but acting
as supporting actors. The members of
mafias establish partnerships with col-
luding representatives of the private and
public sectors, and all the actors in-
volved benefit from such a joint ven-
ture (DIA, 2017a), because of:

49. The aggravanting circumstance of the ‘mafia-method’ foreseen by Art. 7 of the d.Il. 152/1991 is a very debated legislative instrument which intends to sanction
the behavior of all those people contiguous and supporting — but not integrating part of - mafia organisations (“fiancheggiatori”). For an in-depth discussion on the

application of such article see Reccia (2015).
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Coordinated behaviour in bid-rig-
ging (on this issue, see, for example,
Conley & Decarolis, 2016; Fazekas,
Sberna, & Vannucci, 2016; Milani,
Calderoni, Carbone, & Rotondi,
2018)

» Exchange of favours through
sub-contracts and supply services
Provision of (criminal) services to re-
duce costs, for example:

- illegal waste disposal services
- supply of irregular labour

- supply of illegal capital (e.g., stolen
machinery)

It may be a change of strategy: while
in Arlacchi (1983) the ‘mafia firms’
(‘imprese mafiose’) benefited from
the competitive advantage they gain
from their criminal nature (i.e., they
themselves intimidated competitors
or workers), in the new scenario, the
firms infiltrated by mafias offer these
competitive advantages to other
non-mafia firms. In return, they can
increase their (illegal) profits, expand
their business and political networks
and receive social legitimisation.

The companies indirectly controlled
by mafia groups that provide false
invoicing to other non-infiltrated (but
colluding) firms are a clear example
of this approach. The police operation
House of Cards, for instance, revealed

a network of companies controlled
by ’Ndrangheta operating in Emilia
Romagna that provided false invoices
to other entrepreneurs (Gazzetta di
Reggio, 2015). This strategy allowed
the infiltrated firms to increase their il-
legal cash proceeds, which were then
used for other criminal purposes (such
as corruption), and the colluding firms
were able to reduce their taxable in-
come — although the scheme could
work just as well the other way around.
The GAMMA and OMICRON cases
also revealed similar setups, but the
firms involved were related to Cosa
Nostra and other OCGs in those cases.

Such new types of infiltration also
entail some implications for in-
vestigations and judicial actions.
New figures and new behaviours are
emerging that are difficult to classify
under the traditional labels developed
over the years by Italian anti-mafia leg-
islation. For example:

* It becomes difficult to distinguish
between entrepreneurs playing an
integral role in the OC group and
those simply ‘colluding’ or benefiting
from the services provided by infil-
trated firms.

* New roles are emerging, such as
what Catino (2018) labels ‘knowl-
edge brokers’ and ‘knowledge pro-
viders’.

* The distance between mafia-type of-
fences, OC offences and white-col-
lar offences — primarily corruption
and tax evasion — has narrowed.

As noted, these developments can be
clearly seen in the relative increase of
uses of Art. 7 of D.L. 152/1991 and of
Art. 416-ter of the penal code. In other
words, it can be assumed that 416-
bis is no longer enough to capture
a snapshot of the infiltration phe-
nomenon (and perhaps the mafia
phenomenon in general) and that
other crime categories — the set of
sentinel crimes, as defined in Chapter
3 — should be considered.

Business sectors

An in-depth review of the business sec-
tors infiltrated by mafia-related OCGs in
Italy was carried out by (2016). The sit-
uation has not changed much in terms
of business preferences. While bars
and restaurants and public procure-
ment (including construction, waste
management and other public works)
still represent the lion’s share, other
sectors have emerged. The following
table reports some of the most recent
LEA investigations for each industry.

We note the degree of infiltration in the
gambling sector, which attracted the
interest of all the mafias (and other crim-
inal organisations — see the box below).

Box: Corruption in public procurement for a large-scale construction project

In northern ltaly, a group of en-
trepreneurs connected to a Cosa
Nostra family set up a complex
network of firms that obtained
contracts to provide security
and logistics services to several
branches of a large foreign dis-
count retailer (later put under ju-
dicial administration) and to the
local Tribunal (see the RHO case
in Annex A1 for details). The OCG
bribed the managers of the super-
market group using black funds
generated by false invoicing and

other illicit activities that were car-
ried out with the complicity of an-
other network of colluding firms
external to the organisation.

The following offences were ob-
served (see Annex A1):

- Criminal association

- Exchange of illicit influence

- Corruption between private
parties

- Fraudulent invoices

- Omitted tax declarations

- Issuance of invoices or other doc-
uments for fictitious operations

- Embezzlement

- Fencing

- Fraudulent transfer of goods

- Aggravating circumstances due
to the use of the mafia method

In its pre-trial detention order, the
Milan Prosecutor’s Office called
these offences "satellite economic
crimes" (‘reati economici satellite’,
(Tribunale di Milano, 2017, p. 28).



Chapter 6

127

Table 18 - Infiltrated business sectors according to the most recent LEA investigations

SECTOR

Bars and restaurants

SELECTED ITALIAN LEA INVESTIGATIONS
(in brackets main OCG involved and arrest/seizure dates)

Becco d'oca (2016, ‘Ndrangheta)
Pizza Ciro (2016, Camorra)
Babilonya (2016, Camorra, Sacra Corona Unita, Rome based OCG)

Social care and migrant assistance

Metropolis (2013, ‘Ndrangheta)
Aemilia (2015, ‘Ndrangheta)
Giotto (2015, Cosa Nostra)

Rent (2016, ‘Ndrangheta)

U patri nostru (2017, ‘Ndrangheta)
Domus Area 2 (2017, Camorra)

Renewable energy (mainly wind power)

Mondo di Mezzo (2015, Rome based OCQG)
Jonny (2017, ‘Ndrangheta)

Via col vento (2018, ‘Ndrangheta)
Isola del Vento (2015, ‘Ndrangheta)
Visir (2017, Cosa Nostra)

Eolo (2010, Cosa Nostra)

Wholesale trade (food, flowers) and transportation

Gaming/videolottery/slot machines

Acero-Krupy (2015-17, ‘Ndrangheta)
Gea (2015-16, Camorra)

Il Principe (2015, ‘Ndrangheta)

Volcano (2015-17, Camorra)
Poseidone-Passion fruit (2016, Camorra)

Private security

Jonny (2017, ‘Ndrangheta)

The Imitation Game (2016, ‘Ndrangheta, Camorra, local OC)
Gambling (2015, ‘Ndrangheta)

Babylonia (2016, Camorra, Sacra Corona Unita, Rome based OCG)
Ndragames (2016, ‘Ndrangheta)

Game Over (2017, ‘Ndrangheta)

Rischiatutto (2016, Rome-based OC)

Security (2016, Cosa Nostra)
Metronotte Roma (2014, ‘Ndrangheta and Rome-based OCG)
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Box — Mafia infiltration of the gaming/gambling sector

Numerous investigations reveal
the interest all mafia groups have
in this industry. The reasons for
this attraction are various:

« the large and growing demand
base

« the high cash intensity, which
facilitates money laundering
schemes

« the difficulty of tracing game
transactions, especially in the
on-line gaming sector and es-
pecially using servers located
abroad

» the opacity of the ownership
structure of the legitimate busi-
nesses involved, often ones
registered or authorised in off-
shore countries and other for-
eign jurisdictions (e.g., Cyprus,
Malta, Romania)

» the economies of scale with
other illegal activities (e.g.,
usury services for the players)

« the economies of scale with oth-
er business sectors (e.g., bars
that can be equipped with slot
machines and VLT terminals
and other infiltrated goods)

Risk factors of SOC infiltration in Italy

Table 19 - MORE risk factors of SOC infiltration in Italy

 possibilities for carrying out
large-scale tax fraud, in terms
of excise evasion through off-
shore schemes, illegal on-line
gaming platforms and modified
terminals

We also note the widespread ma-
fia infiltration of legitimate busi-
nesses active in this sector and
established in some EU jurisdic-
tions, Malta and Romania in par-
ticular (see the relevant country
profiles).

Source: Transcrime elaboration of European Central Bank (2016), Medina and Schneider (2018), Williams et al. (2017), Dzanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average

. Ranking Value
Risk Factor (out of the 28 EU MS)
(@] Cash intensit #16 54.6%
y

ﬁ Cash limits (euro) #21 2,999

“ Shadow economy (% of GDP) #7 29.6%

p,) Irregular labour (% of GVA) #11 17.2%

o

}X{ Control of corruption #4 0.05

@ #22 495

f; Complexity of business ownership #18 1.13
% Links with opaque jurisdictions #7 58.5

#7 42
Previous studies
While Italy has scores in line with the ly are far above the EU benchmark dering risk in Italy conducted by the
EU average for most of the risk fac- and appear to be particularly vulnera- IARM project (Riccardi, Milani, & Cam-

tors for SOC infiltration considered by ble to infiltration. erini, 2017) highlighted some specific
the MORE project, it should be noted geographic and sector vulnerabilities,
that some geographic areas in Ita- The recent analysis of money laun- which are summarised below.



Cash intensity and cash limits

Italy is average for the EU in terms of
cash intensity, with a cash ratio of
around 55%. It should also be noted
that Italy has one of the highest rates of
POS per capita (Riccardi & Levi, 2018).
However, the economy of some geo-
graphic areas in the country — espe-
cially in the south and on the islands —
is still almost exclusively cash-based.

Sardinia (especially the provinces
of Ogliastra, Carbonia-Iglesias and
Sassari) and Calabria (Crotone, Vibo
Valentia) are the regions with the high-
est cash ratio. In some areas, such as
Crotone or Vibo Valentia, more than
90% of daily transactions are made
in cash — much higher than the rate
in the top EU countries (see Riccardi et
al., 2017 for details).

In 2008, Iltaly introduced a maxi-
mum on cash purchases, which has
changed over the years from 15,000
euro in 2008 to 1,000 euro (the lowest
in Europe at the time). Since 1 Janu-
ary 2016, only cash payments of up
to 3,000 euro are allowed (Legge di
Stabilita, 2016). The same law also in-
troduced requirements for merchants
and professionals to accept payments
with debit and credit cards, although
implementation decrees have not yet
been introduced.

Shadow economy and irregular labour

According to the latest FATF Mutual
Evaluation Report and the money laun-
dering NRA, tax evasion is the main
‘proceeds-generating crime’ in Italy
(FATF, 2016b, p. 17). According to the
national industrial association, total tax
and contribution evasion amounted to
122 billion euro in 2015 — about 7.5%
of GDP (CSC, 2015) — an estimate in
line with the ISTAT one on the under-
ground economy.

Medina and Schneider (2018) also
stress Italy’s high score for its shadow
economy: 29.6% of the GDP, the sev-
enth highest value in the EU MSs. And
Italy’s level of irregular labour is also
high, at the European level — 17.2%
of the GVA.
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Figure 39 - Cash ratio of Italian provinces

Source: Riccardi, Milani & Camerini (2018)

Corruption

The strong presence of OC, the fre-
quent use of cash (especially in some
regions), the large irregular economy
and public interventions are acknowl-
edged by scholars and policy-makers
as the most important way to generate
a perfect environment for corrup-
tion to grow. According to the World
Bank’s Control of corruption indicator,
Italy has the fourth lowest level out of
the EU MSs. As noted by observers,
despite advancements and the estab-
lishment of ad-hoc agencies (such as
ANAC, the ltalian anti-corruption au-
thority), over the last thirty years, Ita-
ly has proven to be unable to address
and mitigate substantially its corruption
problem — which has become ‘sys-
temic’ and ‘organised’ (Vanucci, 2017).

The link between SOC infiltration and
corruption is evident in the public
procurement domain. As mentioned,
under the new submersion strategy,
mafias have often replaced violence
and intimidation with corruption and
collusion. The illegal links established

Low

between mafia groups and local (and
central) public administration repre-
sentatives have allowed OC to create
new profit opportunities — especially
from public works, waste manage-
ment, local transport, health care
and social care (see, for a review,
Caneppele, 2014; Fazekas et al., 2016;
Milani et al., 2018).

Financial secrecy, business ownership
opacity and complexity

Italy does not score high in terms of fi-
nancial secrecy, according to the Tax
Justice Network’s Secrecy Score (Tax
Justice Network, 2018). It is, however,
one of the countries in Europe with
the highest volume of business own-
ership links with shareholders from
secrecy jurisdictions (7" out of the
EU MSs). It is also one of the member
states with the greatest volume of own-
ers from the EU ‘Blacklist’ and ‘Grey
list” of non-cooperative tax jurisdic-
tions: 15.1% of total foreign sharehold-
ers, mainly due to the high number of
Swiss shareholders (more than 10%
of all foreign owners — see Table 20).
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Table 20 - Shareholders from EU ‘Blacklist’ and ‘Grey list’ countries. Top 10 nationalities

Source: Transcrime elaboration of BvD and EU Commission data

Nationality % tot. foreign shareholders
Switzeriand O on
O 14%
o  05%
o os%
o o
o oa%
o o
o o
. oz
- oz%
Shareholders from ‘Grey list’ and ‘Blacklist’ jurisdictions 15.1%

Figure 40 - Business ownership links with secrecy jurisdictions (left) and average BO distance of Italian firms (right)

Source: Transcrime elaboration of BvD data in Riccardi, Milani and Camerini (2018)

Low




The situation, however, varies quite a
bit depending on the region and the
business sector. For example, some
northern provinces, especially on
the border (Imperia, Verbano Cusio

Concluding remarks

SOC infiltration of Italian companies
is evolving and changing form in light
of the submersion strategy adopted
by most Italian mafias. The traditional
‘mafia firm’ (Arlacchi, 1983), used by
criminals to launder money and intim-
idate competitors and workers, is being
replaced by a new type of infiltration
that benefits from collusion with exter-
nal entrepreneurs, brokers and public
officers. In this scheme, corruption,
tax evasion and other ‘satellite eco-
nomic crimes’ (Tribunale di Milano,
2017) play a key role.
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Ossola, Trieste and Alto Adige) usual-
ly record higher numbers of links with
secrecy jurisdictions as well as, on
average, a higher BO distance. While
Italian firms usually do not denote a

As a consequence of the narrowing
gap between the mafia paradigm and
white-collar crimes, contextual risk
factors in Italian society and the
Italian economy are assuming a piv-
otal importance, as they allow ‘petty
economic crimes’ to be committed
and, in turn, facilitate the activity of ma-
fia businessmen, too. These risk factors
include:

- the cash-intensity of the economy,
especially in some geographic areas

- high levels of tax crimes — including
‘petty’ tax evasion and larger scale fis-
cal fraud and false invoicing schemes

- the large underground economy
and prevalence of irregular labour

- systemic levels of corruption, espe-
cially in the public procurement sec-
tor

- anomalies in terms of business own-
ership opacity in some industries
and specific regions

complex ownership structure, there
are some exceptions, both in certain
regions (e.g., the Imperia or Catanza-
ro provinces) and in certain industries
(e.g., energy, mining, finance).

All these factors create not only a vul-
nerability to petty criminals but an ideal
habitat for mafia infiltration to spread
and grow.

While ltalian judicial and law enforce-
ment agencies have proven to be well
equipped to trace and fight mafias
and SOC infiltration once it has oc-
curred — and they are a benchmark for
the whole EU — future interventions in
this area should of necessity focus on
preventing these risk factors. It is
now time for policy-makers, rather than
police and prosecutors, to make a step
forward to mitigate the problem.
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6.3. SWEDEN

Erik Nilsson, Johanna Skinnari, Lars Korsell - BRA - Brottsférebyggande radet - Swedish National Council for Crime Preven-

tion (Sweden)

Main findings
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Thirty-eight infiltration cases were
collected through interviews with rep-
resentatives of regional intelligence
centres, contacts with other govern-
ment officials, media reports and court
records.

A&

The results largely confirm previous
research about business infiltration in
Sweden: Infiltrators are typically loose-
ly structured networks, and important
contextual factors include the relative
simplicity of starting a business in
Sweden and the relative permissive-
ness of the Swedish approach to free-
dom of association.

ﬂ& ;ﬂ
ZN

The material underscores the pres-
ence of OCGs in legitimate markets —
at least 25 of the 38 collected cases
are connected to pre-existing organ-
ised crime groups.

b

o

In the collected cases, the construc-
tion sector is used the most (9 cases),
followed by import companies (6 cas-
es) and the social services and health-
care sectors (5 cases).

]

There are some indications that OCGs
are becoming more competent at us-
ing companies as crime tools or, in
some cases, more adept at collabo-
rating with people with such compe-
tence.

i

While the prevalence of OCGs in pub-
lic procurement in Sweden is difficult
to assess, welfare and construction
appear to be the sectors at risk.

Cases connected to procurement typi-
cally do not involve direct involvement
in a procurement process but instead
some variant of simplified procure-
ment (in the welfare sectors) or sub-
contracting from larger companies
(the construction sector). Nonethe-
less, these setups put public funds in
the pockets of OCG actors.

Various kinds of tax fraud, welfare
fraud, and credit fraud are among the
most common crimes in the collected
cases.



General remarks

By and large, the Swedish MORE data
confirms previous findings presented
in the ARIEL report (Bra, 2016b; Savo-
na & Berlusconi, 2015; Skinnari, Kor-
sell, & Ronnblom, 2016). Infiltrators of
Swedish businesses and markets are
typically loosely structured networks
rather than stable organisations or hi-
erarchical groups. Contextual factors
deemed significant by ARIEL — the
relative simplicity of starting a busi-
ness in Sweden and the relative per-
missiveness of the Swedish approach
to freedom of association — continue
to be important. Geographical con-
centration in urban areas also remains
significant. This chapter adds addition-
al weight to these and related findings.

There are also important differences
in the Swedish MORE and ARIEL data.
Most notably, the presence of estab-
lished criminal organisations is much
more marked in the MORE cases. At
least 25 of the 38 collected cases are
connected to pre-existing organised
crime groups. This does not, howev-
er, simply contradict the previous em-
phasis on loosely structured networks.
The typical scenario is rather that of a
network formed from one or more OC
groups. This is also confirmed by re-
cent research on how OCGs in Sweden
generally operate (Bra, 2016c).

The difference between the MORE and
ARIEL results, then, is one of nuance.
It is also likely that it reflects method-
ological differences (in the way cases
are identified and collected) rather
than shifts in the structure of crime
itself. The picture that emerges from
MORE should thus be understood as
a complement to ARIEL rather than
a chronological update. This chapter
reflects this aim by focusing on what
MORE adds to the picture of OC infil-
tration in Sweden that emerged from
previous research.

In keeping with the general aims of
MORE, specific attention will be given
to cases that involve public procure-
ment or are particularly relevant to risk
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assessment in procurement process-
es. Not a lot is known in Sweden about
OC infiltration in public procurement. It
is only recently that large-scale fraud,
tax crimes and OC involvement in
these processes became known and a
topic in the media. Added to this is an
increased awareness of OCGs estab-
lishing themselves in publicly financed
markets such as personal assistance,
residential care and residential care
(see, for instance, SOU, 2017; Bra,
2016; NUC, 2017). This chapter is
the first explorative study to look into
these processes.

Notes on methodology

A problem identified in the Swedish
contribution to ARIEL was difficulty
in ‘distinguishing between organized
and network-related economic crime’
(Savona & Berlusconi, 2015, p. 57) in
the Swedish cases. Partly in response
to this difficulty, MORE’s methodology
was adjusted to be able to pick up the
most clear-cut cases of OC infiltration
possible. This was accomplished by
working with intelligence data spe-
cifically pertaining to individuals and
groups in the organized crime mi-
lieu or those classified as ‘organised
crime’ by the police. Consequently,
the cases collected have a stronger
OCG component. The trade-off in this
methodological decision is that many
companies must remain anonymous
(because investigations are still on-go-
ing) and details in the cases remain
un-investigated and uncertain.

It is in this sense that the Swedish
MORE data complements ARIEL. In
ARIEL, case identification largely went
through government agencies that
audit and investigate companies. The
assumption was that infiltration is com-
plex and insight into the process of in-
filtration would require high-resolution
data about the companies involved.

It turned out, however, that many cases
of infiltration are rather straightforward,
and that the companies typically are
quickly discarded. Furthermore, agen-

cies involved in auditing seldom know
much about OC connections. MORE
approached the issue from the other
end, starting with OCGs and then look-
ing for connections with companies.

Most of the information presented in
this chapter is derived from interviews
with representatives of regional intel-
ligence centres. The centres play an
important part in the Swedish authori-
ties’ strategy against organised crime.
They were set up in 2009 to facilitate
intelligence information sharing be-
tween government agencies involved
in the fight against organised crime:
the police, the tax agency, etc. Their
work centres on a regularly updated
list of ‘strategic individuals’ deemed
to be of special importance to the or-
ganised crime milieu. In 2017, Bra re-
ceived clearance through their nation-
al board to try to identify cases through
the centres. Contact was then estab-
lished with the coordinator of each
centre, who nominated a represent-
ative to be interviewed. Five of eight
centres were able to participate, all in
all submitting 28 cases of infiltration —
though some of these cases contained
multiple companies and operations
— connected to strategic persons. In
addition, 10 cases identified through
media reports, through contacts with
the tax agency and through public tips,
were included in the data set. Thus, in
total, 38 cases were analysed.

Furthermore, a seminar was held with
public officials who were active in pre-
venting or investigating crimes con-
nected to public procurement. The
participants worked at the National Tax
Agency, the Swedish Transport Ad-
ministration and several municipalities.

Identified cases

Table 21 summarises the 38 cases
identified in the data collection. The
construction sector is the most often
involved (9 cases), followed by import
companies (6 cases) and the social ser-
vices and healthcare sectors (5 cases).

(K]
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Table 21 - Overview of Swedish cases

Source: Bra elaboration

ID

Construction

Construction

Construction

Construction

Construction

Construction

Construction

Construction

Construction

Type of Crime
Control over .
procurement committed/Company
company -
procedure function
Service to criminals
Unknown with debt
Service to criminals
Unknown with debt, tax fraud
Ownership Theft, breach of trust
Simplified Unknown Welfare fraud
Simplified Unknown Unclear, obverted
Simplified Unknown Unclear
Establishment of
Simplified new company
Welfare fraud,
Simplified Unknown possible untaxed labour
Untaxed labour,
Acquisition possible insider
Subcontractor and burn-out at large contractor
Subcontractor Unknown Unclear
Subcontractor Ownership Untaxed labour
Bank insider -
Use of wife as construction,
figurehead and insider selling houses
Construction CEO, Money and goods
contract middle management into own pockets
Board member False invoices
Front men, Untaxed labour,
Subcontractor ownership etc. false invoices, etc.
Board member, False invoices,
de facto CEO fax fraud, etc.
Subcontractor Acquisition Untaxed labour

Investment and

marginalisation of owners

Fraud, finance

Home delivery,

Girlfriend on
company board Laundry
Unknown Laundry
Harassment Cash in pocket,
and buy-out possible laundering
Unclear Untaxed labour,
take-over welfare fraud, narcotics




ID Sector

[ 23 [ lllegal slot machines
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pro-?tﬁ'ee;fent Control over
procedure company
Front man

Crime
committed/Company
function

lllegal slot machines

[ 24 | Import, alcohol

Regular ownership

lllegal import of alcohol

| 25 [ Import, cigarettes

| 26 W Import, cigarettes

Import, cigarettes

[ 28 [ Import, oil products

[ 29 W Import, oil products

30 [ Mixed/Unclear

Straw man, newly started Tax evasion
Unknown Tax fraud
Threats Tax fraud
Regular ownership Tax fraud
Owner, possible insider Tax fraud
Take-over, Credit fraud,

companies with problems

untaxed labour

31 | Mixed/Unclear

Acquisition

Depletion of assets,
credit fraud

32 | Mixed/Unclear

Ownership
through middlemen

Credit fraud,
false invoices, fax fraud

[ 33 [ Mixed/Unclear

Regular ownership

Tax fraud

[ 34 W Mixed/Unclear

CEO plus two companies
with front men

False invoices

35 | Mixed/Unclear

Board members abroad,

Government fraud,

| 36 |l Restaurant

hijacked IDs other kinds of fraud
Not known Unclear
Internship Welfare fraud (obverted)

EJ R

Threats and violence

Black taxi, narcotics, violence

Figure 41 — Cases by sector

Source: Bra elaboration
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Infiltration: Drivers, meth-
ods and management

The ARIEL report’s findings regarding
drivers of infiltration, methods of infil-
tration and management strategies all
remain relevant and will not be reiter-
ated in full here. Instead, the previous
findings will be briefly referenced, re-
lated to the new cases and, when nec-
essary, adapted in accordance with
them. Generally speaking, though, the
MORE cases confirm the previous find-
ings.

Drivers for infiltrating the legitimate
companies

As made clear by previous research,
OC infiltration of business more or less
always aims at making money. This
basic motive may take various forms.
Six typical reasons for infiltration were
identified:

« to launder money

« to obtain sensitive information

« to gain access to social benefits

* to create employment for friends and
relatives

« to gain status within the criminal or
legal sphere

« to gain access to markets for stolen
or illicit goods

Three of these are particularly prom-
inent in the MORE cases: laundering
money, gaining access to social ben-
efits, and getting access to markets for
stolen or illicit goods.

Methods of infiltration, control, and man-
agement

ARIEL identified multiple methods of
(or bordering on) infiltration: starting
new businesses, legal acquisition, hi-
jacking of legal business, threats and
extortion and bribery/mutual benefits.
While these methods are also rep-
resented in the MORE material, two
seem vastly more important than the
others: starting and buying companies,
often using straw men.

It should be noted, however, that in
roughly half of the cases the exact na-
ture of the infiltration and control of the
companies remains unclear — includ-
ing because of the sensitive nature of
the information collected.

In terms of management strategies,
the MORE data confirms ARIELs con-
clusion that short-term strategies,
where the company in question is
quickly ‘used up’, dominate, but it also
includes a number of notable cases of
long-term involvement. Furthermore,
the MORE data indicates that it may be
worthwhile in some cases to differenti-
ate between the productive company
— which may be a long-term endeav-
our — and the shell company — which
may be easily discarded. These find-
ings confirm previous studies and both
research and situation reports (Bra,
2011, 2012, 2016a; NUC, 2017).

Analysis of cases

The following section delves more
deeply into the identified cases. The
cases have been grouped according to
one or more prominent characteristics
pertaining to sector, modus operandi
or the overall function of the compa-
nies in question.®°

The construction industry

Previous research has identified the
construction industry as a risk sector
in relation to OC infiltration. Reasons
for this are manifold. Frequent use of
sub-contractors makes the market
opaque. Work is often carried out as
projects in which different companies
carry out different tasks. Previous re-
search also shows that the construc-
tion industry attracts people from
OCGs, especially motorcycle gangs
(Bra, 2009, 2011). Regardless of
whether they were workers before they
became members of organised crime
groups, even the respected construc-
tion company that finds out that staff
members are affiliated with organised

crime has limited opportunity to act on
this information, since OCGs in them-
selves are not illegal in Sweden (Brink,
2003; Savona & Berlusconi, 2015).
One specific example in the MORE
data involves a company owned by an
OC member. When local media made
politicians aware of the fact that the
municipality bought services from this
company, the politician in charge con-
demned it and said they would stop
using this firm. However, the officials
could not find any formal grounds to
end the contract, as the work was of
high quality and the company followed
regulations and paid its taxes and fees
(Bra elaboration of media reports).

MORE data confirms these previous
findings. Nine out of the 38 identified
cases involve construction companies,
making construction the most preva-
lent sector in the data. Most of these
cases involve tax evasion setups that
are well known from previous studies
(Bra, 2007, 2011, 2012; Savona & Ber-
lusconi, 2015; Skinnari et al., 2016).
Typically, reported and unreported la-
bour is often mixed, making it harder
for the authorities to identify irregular-
ities. While undeclared labour remains
a relatively small proportion of the la-
bour market in Sweden (see Section
4.1), its occurrence in industries like
construction and transportation is con-
sidered significant. The Swedish Com-
petition Authority have warned that the
prevalence of unreported labour in the
construction industry is large enough
to affect market prices for labour and
skew competition (Konkurrensverket,
2013; see also Groénberg and Sjoéblom
2013).

Some of the cases in the MORE data
also involve business strategies that
are more elaborate. In one case, in-
vestigators suspect that OCG mem-
bers involved in systematic tax evasion
managed to place an insider at a larger
construction company. How this was
accomplished remains unclear, but the
insider was in a position to help the
OCG members secure subcontracts.

50. The organisation emphasizes noteworthy points of overlap or complementarity with the ARIEL data, and is not intended to replace the typology of risk sectors

presented in the ARIEL report.



When the company went bankrupt, the
insider helped move the contract to
the OCG actor’s next company. Simi-
lar setups have been identified by the
authorities (NUC, 2017). In a previous
study on organised tax crimes, several
interviewed offenders claimed that it
was not difficult to find insiders. They
offered substantial bribes to get in as
subcontractors on a large-scale con-
struction project, and local staff who
could make that happen offered their
services to these offenders. The rea-
son was said to be that it was a known
practise, and it paid off for the involved
parties (Bra, 2011). Another study on
public officials acting as insiders con-
cludes that OC members are often
skilled at identifying willing insiders and
developing what the insider believes is
a close friendship. This can lead to re-
peated situations where the OC mem-
ber gets valued help and expertise that
facilitates the criminal enterprise (Bra,
2014b).

Another case involves a company set
up to issue false invoices to construc-
tion companies interested in evading
taxes (see the script analysis of Swed-
ish case 1 for details). By funnelling
money through this ‘service company’
and back, funds for black wages and
untaxed gains were freed up. Some
twenty foreign citizens were brought
into the country to register as residents
and set up bank accounts. Their iden-
tities and accounts were then used to
set up the company and transfer mon-
ey back and forth between the com-
panies (see script analysis for details).
Other studies have identified similar
dynamics and concluded that this is a
recent development (Bra, 2015, 2016a;
NUC, 2017).

It is noteworthy that several of the
construction companies in the data,
including some of the companies in-
volved in the case with false invoices
described above, have done work
on large-scale, publicly funded con-
struction projects. However, none of
the construction companies in the list
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seem to have been main contractors
themselves, while they acted as sub-
contractors. Nonetheless, it could be
argued that they exerted an effect on
procurement, since over time they may
affect market prices. Furthermore, re-
gardless of whether a contract is a sub-
contract or not, it puts public funds into
the pockets of OCG actors. As long
as subcontracting pays off, seeking
contracts through direct procurement
may be an unnecessarily risky route for
some OCG actors.

The companies used in the tax evasion
schemes are often unstable and quick-
ly discarded while perpetrators contin-
ue their operation (see also Italian case
studies RHO and OMICRON). As one
interviewee stated, the infiltrated com-
panies themselves are, in fact, often
little more than an organisational num-
ber (i.e., a shell company) used for a
short period of time. In a certain sense,
then, the productive company may be
one involving long-term investment
and effort, while the shell companies
are not.

It is worth noting that the data also con-
tains examples of OCG involvement in
the construction sector through com-
panies that are relatively stable, well
run, and, at least as far as is known,
not involved in criminal activity. In-
terviewees emphasize that some OC
actors may divide their time between
legitimate business and suspected
criminal activity. The companies may
sustain the lifestyle pursued by these
individuals and thus, indirectly, their in-
volvement in organised crime, but are
not illegal as such. Sweden employs a
permissive approach to the freedom
of association, and known OCG actors
are by no means automatically exclud-
ed from running businesses (Savona &
Berlusconi, 2015). A trading prohibition
may apply in some cases, but media
reports indicate how easily they can
be circumvented, not least through the
use of straw men or companies regis-
tered abroad (NUC, 2017; SOU, 2017).

‘Service companies’ in a variety of sec-
tors

As stated above, a company selling
false invoices might be construed as
a criminal ‘service company’, since it
aids other companies in committing
systematic tax fraud. The MORE data
also contains analogous examples of
service companies in other sectors.
A common problem for many actors
in the OCG milieu, for instance, is the
risk of asset seizures by the enforce-
ment agency. Actors in OCGs typically
have debts but lack licitincome. On the
other hand, conspicuous consumption
— for instance, driving an expensive
car — is an important part of the crim-
inal lifestyle (Bra, 2014a; Hall, Winlow,
& Ancrum, 2008). Two companies in
the collected cases provide a solu-
tion to this problem: they specialised
in renting vehicles to people in the
OCG milieu. Another company in the
identified list that could be labelled as
a ‘service company’ specialised in ac-
quiring companies and reselling them
to OCGs and other criminal actors.

Welfare fraud in the care sector

Welfare fraud committed in the care
sector is another important overlap
between the MORE and ARIEL cases.
The residential care sector fraud iden-
tified by ARIEL was in very few cases
not connected to any pre-existing
OCGs and should be thought of as ‘or-
ganised crime’ only in a broader sense:
the fraudulent activity was itself highly
organised and required coordination
between multiple agents.

One interesting result of MORE —
due to the possibility of going through
the regional intelligence centres — is
that MORE identifies cases that actu-
ally involve pre-existing OCGs. In one
case, for instance, a residential care
company suspected of fraud had hired
individuals connected to OCGs and
convicted of serious crime as care
assistants — ‘a rather unusual recruit-
ment’, as stated by one interviewee.
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The contract with the company was
not renewed by the municipality when
it expired. According to the interview-
ee, the modus in these suspected
frauds was largely predicated on hav-
ing consumers without a full medical
history in Sweden, which makes it eas-
ier to overstate the need for care. It is
important to note, however, that similar
frauds can, and have been, perpetrat-
ed using consumers with a Swedish
medical history.

In other instances, individuals from
established OCGs started residential
care homes for children and young
people or consulting companies in the
residential home care sector. Part of
the socio-political context of these cas-
es was the refugee crisis of the latter
part of 2015, when Sweden received
an unprecedented number of asylum
seekers. The logistical challenges of
this situation were substantial. One
particularly pressing problem was
housing, and government agencies
and municipalities were forced to em-
ploy unconventional solutions to meet
the demand. For a short time, it was
the seller’s market indeed. As illus-
trated by several cases, OCGs seem
to have noticed this (see, for example,
Swedish case study no. 3 below).

In one case, social services in two
municipalities placed children and
teenagers in the care of a residential
home care company even though they
seem to have been aware that it lacked
both the required licence and quali-
fied personnel. A representative from
the social services explained: ‘Seven
children sat in the central station, and
there wasn’t a hotel in town that would
take them. We had no choice’ (Bra
elaboration of media reports). It was
revealed later that at least one person
running the company had known con-
nections to an OC group.

While only a handful of similar cases
have surfaced, our interviews also in-
dicate that similar attempts were made
by other groups. At least two of the in-
terviewees had noticed in late 2015 or
early 2016 that individuals connected

to OCGs were starting companies with
names that indicated they were to be
active in the care sector. The inter-
viewee’s conclusion was that these ac-
tors were planning to enter the migrant
housing market but missed the oppor-
tunity: when the Swedish government
took measures to radically reduce the
inflow of migrants, the demand quickly
plummeted.

One case in the collected documents
illustrates particularly well the often
complicated structure of procurement
in the care sector. The central actor,
who had been active in several busi-
ness sectors, had prior connections
to organised crime. In 2015, he joined
the board of an existing company that
was active in a different sector. The
company started operating support
housing for unaccompanied children
and teenagers. Then the sector was
put under stricter regulations and the
company was not granted permission
to operate in residential care. Instead,
it began operating as a consultant and
was contracted by the social welfare
committee to find foster homes for chil-
dren and provide them with guidance.

Asset depletions and fraud

Some of the most common uses for
companies in previous research im-
plied in-depth infiltration but in a very
short time span. Companies would be
acquired, quickly ‘used up’ and dis-
carded. In some cases, the financial
capital of the company was quickly
depleted. Various kinds of fraud, on
the other hand, use the intangible cap-
ital of the company — its reputational
capital (Power, 2007), credit worthi-
ness and so on — to defraud custom-
ers or other companies. The MORE
data contains additional cases of this
kind. One case concerned an online
vendor; two others concerned multiple
companies in various sectors. Sever-
al interviewees emphasized that OCG
actors typically manage companies in
this short-sighted manner. One par-
ticularly prolific individual in the list, for
instance, had been involved in more
than 50 companies over the course of
just a few years’ time.

One particularly interesting, and more
sophisticated, strategy could also be
taken as exemplary of an increasing
proximity between organised and eco-
nomic crime. This was noted in the
ARIEL report and has been alluded
to by Swedish authorities as well. This
particular case involved a former biker
gang member who, along with a small
group of partners, started or acquired
shares of small companies in various
sectors. Through false accounting, the
value of the companies was increased
beyond their ‘real’ value. Stock issu-
ance is done through risk investment
companies to attach investment. At
this point, the perpetrators suddenly
sell their shares and the companies
eventually go bankrupt. This kind of
sophisticated financial fraud hardly
seems typical of former OC mem-
bers, but an investigator mentioned it
in relation to what he saw as a trend
towards ‘competence development’ in
the OC milieu.

Longer term involvement

While quick asset depletion thus re-
mains important, five or six cases
in the MORE material involved what
seems to be longer-term OC involve-
ment in the future of companies. They
span different kinds of OC actors and
various sectors. A quite well known
example concerned a taxi company in
the south of Sweden that had been in
the hands of different OC actors over
a number of years. The events around
the company, which has been termi-
nated since then, have been referred
to in the media as ‘the taxi wars’ and
included serious violence and large-
scale tax fraud.

In another case, members from a well-
known OCG took control of a business
in a cash-intensive market by first har-
assing the previous owners and then
buying the company out. Investigators
suspected that the business was being
used for money laundering purposes.
The fact that this kind of setup is not
more common in the identified case
studies probably reflects the fact that



Sweden is one of the most cash-free
countries in the world (see Chapter
4, especially section 4.1). OCGs thus
have to rely more heavily on other
means of money laundering.

In two other cases, possibly linked to
each other, investigators noticed that
entire chapters of OCG members have
been employed by companies in the
food industry. Relatives were installed
in the management of at least one of
the companies. While some regular
activity seemed to have taken place
within the companies, suspected addi-
tional uses included money laundering
and obtaining social benefits for those
employed.

Cigarettes and oil

Six cases in the list involved tax fraud
connected to the import or purchase
of taxable goods — oil products and
cigarettes. OCG involvement in these
sectors is well known and the modus
has been described elsewhere (Bra,
2011, p. 7; Skinnari & Korsell, 2016).
They made use of permission to delay
tax payment (in the case of cigarettes)
or of the right to reimbursement (in the
case of ail). The terms of these permis-
sions or rights were then violated, and
the untaxed goods were sold at a sub-
stantial profit. Interviewees identified
oil in particular as an important source
of income for well-known OCGs in the
south of Sweden (confirming evidence
also found in other countries like Mal-
ta, Italy and Eastern Europe; see Chap-
ter 3). The companies involved were
sometimes partly legitimate, like a
transportation company doing actual
work, and sometimes a front or paper
company. In several cases, boat own-
ership — purportedly used for fishing
or transportation — legitimized the
purchase of untaxed oil products that
were then sold at a profit. In at least
one case, investigators also suspect-
ed help from an insider at a company
selling oil.
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Conclusions

There are some indications that OCGs
are becoming more competent in using
companies as crime tools or, in some
cases, more adept at collaborating with
people with such competence. The
collected material contains a number
of cases involving longer-term involve-
ment in the future of companies, in
complex criminal operations involving
multiple companies or in companies
providing services to other OCG actors
or to legitimate companies involved in,
for instance, tax fraud. In other words,
the Swedish scenario also seems to
confirm the general trend observed in
the rest of Europe (see Chapter 3).

The OCG presence in the welfare
sector may also be seen as a part of
this possible development. These set-
ups involve on-going fraud against the
state and require an actor motivated
and competent to maintain a company
over time and able to handle contacts
with authorities. Involvement in the
welfare sectors also underscore OCG
adaptability to new opportunities aris-
ing from new legislation, quickly rising
demand for services, or other shifts in
the markets (such as, for example, the
crisis of refugee migrants).

Still, many identified cases of infiltra-
tion involved known risk sectors and
well-documented  criminal  setups.
Smuggling of cigarettes and oil prod-
ucts remain important sources of in-
come for some groups. The construc-
tion sector continues to be attractive for
OCG actors, who can hide illicit labour.

The occurrence of OCGs in public pro-
curement in Sweden is difficult to as-
sess. Welfare and construction appear
to be risk sectors in this regard, but the
cases we have identified typically do not
involve direct involvement in a procure-
ment process but rather some variant
of simplified procurement (in welfare
sectors) or subcontracting from larger
companies (the construction sector).
Nonetheless, these setups put public
funds in the pockets of OCG actors.

The material also points toward a prob-
lematic grey area regarding OCGs and
procurement. For example, there were
examples of municipalities that sus-
pected OCG involvement in procure-
ment but saw little room for counter
measures. Cases recently reported in
the Swedish media illustrate this situ-
ation. The affected business sectors
included private security and moving
companies. In one case, a munici-
pality contracted with a construction
company that was owned and run by
a high-profile member of a well-known
OCG. In a seven-year period, the
company received payments of tens
of millions of SEKs for their services.
Media commentators were deeply crit-
ical, and the municipality opened an
investigation into the contract with the
company. But as far as is known at this
point, no crime has been committed by
the company.

According to the Swedish Public Pro-
curement Act (Ch. 13, subsect. 1)
companies represented by individuals
convicted of certain forms of organ-
ised and economic crime are to be
excluded from public contracting. In
practice, however, this is often prob-
lematic. Since OCG membership is
not criminalised, the Procurement Act
instead point to crimes typically asso-
ciated with OCGs: narcotics, robbery,
human trafficking and so on. But none
of these crimes necessarily qualify as
organised crime. In many cases, then,
it does not suffice to review someone’s
criminal record to know if it demands
exclusion. One must also know the
specifics of the crimes in question to
be able to assess whether a compa-
ny representative has been convicted
of organised crime. Needless to say,
procurement agencies typically have
neither the time nor the competence to
carry out this kind of evaluation.
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In a larger perspective, OC infiltration
may be seen as an extreme pole of a
spectrum of issues affecting procure-
ment in various markets. Recent ef-
forts against unsound competition by
the Swedish authorities suggest that
many employers, especially in the con-
struction and transportation industries
but also in the hotel, restaurant, taxi
and agricultural sectors, deem it dif-
ficult to be competitive in the market
without cutting corners and breaking
rules. There are also reports that small
companies avoid bidding on contracts,
something that may leave the market
more vulnerable to economic crime
and OC infiltration (Konkurrensverket,
2013; Grénberg and Sjéblom 2013) .
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6.4. AUSTRIA

Introduction

Information on SOC and SOC infiltra-
tion in Austria is weak, both in terms
of (public) investigative evidence and
academic research.

Austria’s acknowledged role as an
important financial centre and its
geographical position on the Balkan
Route may make the country vulnera-
ble to a number of illicit activities, such
as drug trafficking, arms trafficking,
human trafficking and smuggling
and money laundering (Neumann
& Basra, 2018a) (US Department of
State, 2016c¢). According to the avail-
able evidence, OCGs active in Aus-
tria are also involved in racketeer-
ing, counterfeit money (Neumann &
Basra, 2018a), phishing, fraud, tax
crimes and, in particular, VAT fraud
(FATF, 2016a).

In terms of actors, beside local OCGs,
a variety of foreign criminal groups
is active: Italian mafias and Turk-
ish-speaking, Russian-speaking and
Balkan criminal groups (FATF, 2016a;
Neumann & Basra, 2018a).

Further research should be conducted
to address this knowledge gap. The
following paragraphs will focus main-
ly on the few case studies collected
and on the main risk factors for SOC
infiltration considered by the MORE
project.

SOC infiltration of the legal
economy: cases and evi-
dence

According to the 2016 FATF Mutual
Evaluation Report, criminal groups in
Austria use cash-intensive business-
es such as hotels, restaurants and
cafés to launder the proceeds of illicit
activities (FATF, 2016a, p. 16). These
businesses are usually established
and managed through figureheads.

The MORE project found few cases of
infiltration of Austrian businesses
by Italian mafias. Despite not being
one of the historical foreign locations
for Italian OCGs, the country could be
attractive due to its proximity to Ita-
ly’s Italian borders and its favoura-
ble business tax system. By counting
the number of references in Italian
DIA/DNA reports to the activity of Ital-
ian mafias abroad, Austria ranks 9t
among EU MSs in terms of the num-
ber of mentions (see section 3.5) and
11t when weighted on the population.

In two MORE case studies, Italian ma-
fias set up shell companies in Austria
(see Annex A1):

* The NU case: this operation, carried
out by the Italian DIA, Carabinieri,
Police and Guardia di Finanza, re-
vealed a global network of gaming
businesses, some of them estab-
lished in Austria, used by the Italian
’Ndrangheta to commit various of-
fences (DIA, 2017a);

The OMICRON case: An ltalian
OCG connected to ’'Ndrangheta
(Tribunale di Reggio Calabria, 2018)
established a large network of con-
nected businesses located in ltaly
and abroad — including Austria and
neighbouring countries — aimed
at providing fictitious invoices and
joint-venture contracts used to facili-
tate a variety of illicit activities.
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Risk factors for SOC infiltration in Austria

Table 22 — MORE risk factors of SOC infiltration in Austria

Source: Transcrime elaboration of European Central Bank (2016), Medina & Schneider (2018), Williams et al. (2017), Dzanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources

Risk Factor

Ranking

(out of the 28 EU MS)

L #7
5 “
& s
U(.’) Irregular labour (% of GVA) #24
> #19
L i
i z
% Links with opaque jurisdictions #5
#23

Among the risk factors analysed by the
MORE project, Austria appears to be
particularly vulnerable in the areas of
financial secrecy, business ownership
opacity, cash limits and cash intensity
(see Table 22).

Cash intensity and cash limits

Historically, Austria is a very cash-in-
tensive country. Its cash ratio (71%)
is among the highest in the EU (7" out
of the EU MSs). Furthermore, there is
no maximum limit on cash purchas-
es. The cash-intensive nature of the
country and the absence of thresholds
may facilitate money laundering activi-
ties by OCGs through the purchase of
high-value goods.

Shadow economy and control of cor-
ruption

As in Germany, despite the frequent
use of cash, the shadow economy
in Austria is small, according to the
study by Medina & Schneider (2018),
the lowest in the EU MSs at 9.9% of
its GDP. Undeclared labour and esti-
mated corruption are also not points
of concern for Austria (Williams et al.,
2017; World Bank, 2016).

Financial secrecy, business ownership
opacity and complexity

Austria appears to be quite vulnerable
if we consider the three dimensions
of financial opacity considered by the
MORE project. It has medium-high lev-
els of financial secrecy based on the
Tax Justice Network’s Secrecy Score
(Tax Justice Network, 2018), ranking
11" among EU MSs. Also, Austrian
businesses have one of the highest lev-
els of complexity of business own-
ership chains, with an average BO of
1.31 (4" highest out of the EU MSs).

Value

1%
No limit on cash use

9.9%
10%
1.54
55.9

1.31

59.27

5

Austrian firms also have a high volume
of business ownership links with se-
crecy jurisdictions (the 5th highest
value inthe EU at 59.27). Although most
shareholders are domestic (96.2%)
according to Transcrime elaboration
of BvD data, among foreign owners,
14% come from jurisdictions in the EU
‘Greylist’/’Blacklist’” of non-cooperative
tax countries (see section 4.2). The top
country foreign owners live in is Swit-
zerland (8.6% — see table 23).

‘Golden visas’

Austria does not have a specific immi-
grant investor program, but, accord-
ing to local regulations, it has the dis-
cretion to naturalise individuals on
grounds of economic interest. Based
on the overall score assigned by Tran-
scrime using the investment and status
score elaborated by Dzanki¢ (2018),
Austria ranks 23rd out of the EU MSs.
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Table 23 - Shareholders from ‘Blacklist’ and ‘Grey list’ countries. Top 10 nationalities

Source: Transcrime elaboration of BvD and EU Commission data

Nationality

Liechtenstein
Turkey

United Arab Emirates

China, Hong Kong SAR
British Virgin Islands
Bermuda

Bosnia

Panama

Total from EU ‘Black/Grey list’

Concluding remarks

The evidence collected by the MORE
project reveals that Austria could be
exploited for establishing shell com-
panies to be used to conceal illicit ac-
tivities, conduct fraud (e.g., VAT carou-
sel) and launder money. In particular,
infiltration of legitimate Austrian busi-
nesses could be facilitated by:

* The lack of limits on cash purchases

* The cash-intensive nature of the lo-
cal economy

» The moderately high levels of finan-
cial secrecy, especially in the sub-di-
mension measuring a lack of re-
quirements for companies to submit
information on beneficial ownership

* The average high complexity of
Austrian businesses’ ownership
structure

* The relatively high volume of links to
opaque jurisdictions, if compared
to other EU MSs

% tot. foreign shareholders

‘ 8.6%
o 2.8%
° 0.5%
e 0.3%
° 0.3%
0.2%
° 0.2%
o 0.1%
o 0.1%
o 0.1%
13.95%

The risk may be higher for infiltration
by Italian mafias, which may look at
Austria due to its proximity to Italy and
its favourable corporate tax system.



6.5. BELGIUM

Introduction

There is scant and fragmented infor-
mation on SOC infiltration of legitimate
businesses in Belgium. The available
public reports from law enforcement
are not fully updated, and academic
research in this field is poor. While the
country’s role as a transit centre for
drug trafficking is well acknowledged
— especially because of the port of
Antwerp, one of the main entry points
for cocaine reaching Europe from
South America — it is believed that
most illicit proceeds are not invested lo-
cally but are moved outside the coun-
try (US Department of State, 2018b).

In these illicit financial outflows, bulk
cash smuggling takes the lion’s share,
again benefiting from the massive vol-
ume of shipments dispatched from the
port of Antwerp (US Department of
State, 2018b). Money transfer busi-
nesses and diamond traders (Bel-
gium is one of the main international
markets for diamonds) are also quite
vulnerable to being misused for ML
purposes, as was also highlighted by
the FATF in its latest mutual evaluation
report (FATF, 2015).

The Annual Report on Organized
Crime in Belgium (Service de la Poli-
tique criminelle, 2010) issued in 2010
by the Belgian police stressed that Bel-
gium is also exposed to cybercrime,
trafficking in human beings, smug-
gling of humans, organised theft and
organised vehicle theft.
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In terms of actors, beside the lo-
cal OCGs, 77 different nationali-
ties are active in Belgium, including
Dutch-speaking, Eastern European,
Italian mafia-related, Moroccan-speak-
ing, French-speaking, Indian-speaking,
Turkish-speaking and Albanian-speak-
ing OCGs and, to a lesser extent, Chi-
nese-speaking and Bulgarian-speaking
criminal groups (Service de la Politique
criminelle, 2010). When it comes to
Italian mafias, according to investiga-
tive evidence, Belgium is a preferred
location for drug trafficking activities as
well as investment of the money stem-
ming from different illicit activities (DIA,
2017a). When counting the number of
references to foreign countries in Ital-
ian DIA/DNA reports, Belgium ranks 5
among EU MSs (excluding ltaly), also
when weighted on the population.

As regards the infiltration of business-
es, the Annual Report on Organised
Crime in Belgium (Service de la Poli-
tique criminelle, 2010) highlighted OCG
use of companies, mainly private lim-
ited companies and SA — anonymous
companies active in different sectors.
The report identified three types of
businesses infiltrated: completely le-
gitimate businesses active in the retail
and real estate sectors, businesses
that perform both legal and illegal ac-
tivities in the transportation, banking
and food sectors, and shell companies
active in the import/export trade (Ser-
vice de la Politique criminelle, 2010).
The companies active in the transpor-
tation, banking and food sectors are
mainly related to prostitution and drug
trafficking and are used both for money
laundering purposes and to conceal il-
licit activities.

From the 24" annual report issued in
2017 by the Belgian Financial Intel-
ligence Processing Unit (CTIF-CFI,
2017), we find the use of wide networks
of fictitious companies serving differ-
ent purposes such as social services
fraud, tax fraud, money laundering
and submitting fictitious invoices.

Further research, however, should be
conducted to address these knowledge
gaps. Therefore, the following para-
graphs will only comment on the main
risk factors for SOC infiltration taken
into account by the MORE project.
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Risk factors for SOC infiltration in Belgium

Table 24 —- MORE risk factors of SOC infiltration in Belgium

Source: Transcrime elaboration of European Central Bank (2016), Medina and Schneider (2018), Williams et al. (2017), Dzanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average

Risk Factor

Ranking

(out of the 28 EU MS)

o ] 0
i 0 m
&= O e
& O wm
DY 0
oo o #26
¥ #10
N #
o

According to the analysis by the MORE
project, Belgium does not appear to
be particularly vulnerable with respect
to the risk factors analysed. Table 27
summarises Belgium’s ranking on risk
factors among the 28 EU MSs, where
1 is the highest value and highest risk.

Cash intensity and cash limits

Belgium is quite a cash-adverse econo-
my, since the level of cash intensity is
among the lowest in the EU — 38% of
all daily payment transactions are made
in cash, and thus the country ranks 22"
among the EU MSs. The maximum
limit in terms of cash purchases be-
tween businesses is set at 3,000 euro.

Shadow economy and control of cor-
ruption

In terms of the shadow economy,
based on Medina and Schneider
(2018) estimates and undeclared la-
bour (Williams et al., 2017), Belgium

scores values quite in line with the
EU average, ranking 16" and 17" in
the latest index. Also, estimated cor-
ruption is not a matter for concern:
in terms of World Bank — Control of
corruption criteria (World Bank, 2016),
Belgium ranks 20™.

Financial secrecy, business ownership
opacity and complexity

If we consider financial opacity, Bel-
gium appears to be quite vulnerable on
two of the three sub-dimensions con-
sidered. In terms of financial secrecy
based on the Tax Justice Network FSS
- Financial secrecy score (Tax Justice
Network, 2018), it ranks 26". Regard-
ing the risks related to complexity of
business ownership, it was not possi-
ble to conduct an analysis due to the
lack of data, so it was assigned the EU
average value. And if we look at the
risks connected to ownership links
with secrecy jurisdictions, Belgium
scores 57.94 and thus ranks 8" among
the EU MSs.

Value

38%
3,000
23.6%
15.4%

1.60

44.0

1.19*

57.94

When it comes to the presence of
foreign owners in Belgium, Table 28
shows the nationality and percentage
of shareholders, and Table 29 shows
the percentage of shareholders from
the top 10 EU black- or grey-listed
countries in the total of foreign share-
holders. We can observe that most
of the shareholders are domestic
(94.8%), and most of the foreign share-
holders from EU black- or grey-listed
countries are from Switzerland (3.1%).

‘Golden visas’

In terms of risks posed by its immi-
grant investor programme, Belgium
offers residency facilitated through in-
vestment but does not specify a spe-
cific monetary contribution. Therefore,
based on the overall score calculat-
ed by Transcrime using the invest-
ment and status score elaborated by
DZanki¢ (2018), Belgium ranks 23
among the EU MSs.
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Nationality % tot. shareholders

Domestic 04 8%
1.5%
o owm
o osw
o os
o oa
o o
Switzerland o oz
. oz
Span C o
Sweden © o

Table 26 — Percentage of shareholders from EU black- or grey-listed countries

Source: Transcrime elaboration of BvD and EU Commission data

Nationality % tot. foreign shareholders

Switzerland | © 3%

° 0.2%
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Concluding remarks

Belgium is compliant with KYC and collected by the MORE project re- and its ownership links with secrecy
STR rules and recently adopted the vealed that Belgium appears to be jurisdictions; however, it scores val-
EU’s forth AML directive (US Depart- particularly vulnerable due only to the ues in line with the EU average.

ment of State, 2018b) The evidence complexity of business ownership
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6.6. BULGARIA

Introduction

Due to its geographic position on the
Balkan route, Bulgaria is a source,
transit and final destination for vari-
ous illicit activities. It is a transit coun-
try for drug trafficking, mainly heroin
from Afghanistan but also synthetic
drugs like amphetamine and ecstasy.
Bulgaria is also an entry point for ille-
gal migration from bordering non-EU
countries (Turkey, FYR Macedonia and
Serbia) and tobacco smuggling (Cal-
deroni, Brener, Karayotova, Rotondi, &
Zor¢, 2016b).

The OCGs active in Bulgaria are very
much involved in these drug routes
(trafficking in heroin and synthetic
drugs) and in cocaine trafficking from
South America. However, according
to the report Serious and Organised
Crime Threat Assessment (hereinafter
SOCTA) by the Center for the Study
of Democracy (CSD, 2012), traffick-
ing in human beings, i.e., sexual ex-
ploitation, labour exploitation, mendic-
ity and pick-pocketing and the sale of
new-borns, is still the main source of
illicit proceeds for the criminal groups
active in the country. According to the
International Narcotics Control Strate-
gy Report (KnowYourCountry, 2018a),
other illicit activities connected to Bul-
garian OC are tax and custom offenc-
es, cybercrime, ATM and credit fraud
and the smuggling of goods.

After the economic crisis, illegal
lending was also a big business op-
portunity. The economic crisis forced
companies to accept loans from OCGs
because of difficulties in getting funds
from legal financial institutions. Fur-
thermore, since real estate values
dropped, criminal groups shifted their
investments to this highly rewarding
new market (CSD, 2012). The crisis in
real estate also led to the investment
of illicit proceeds in construction, agri-
culture and clean energy (CSD, 2010).

One nexus between these different
illicit activities is corruption. In the
90s, political corruption nourished the
rise of the so-called oligarchs (CSD,
2012), i.e., white-collar criminals who,
taking advantage of their legitimate
facades and contacts with the public
administration, got involved in different
illicit activities such as manipulation of
public procurement, tax crimes and
racketeering and trafficking of human
beings. Corruption is used by OCGs
as a tool to facilitate their illicit activi-
ties and to avoid criminal prosecution
(CSD, 2012).

The other nexus between different
illicit activities in Bulgaria is money
laundering. Due its position on the EU
border and its high levels of perceived
corruption (KnowYourCountry, 2018a),
Bulgaria is a hub for transferring and
laundering illicit proceeds by both
Bulgarian-speaking OCGs and foreign
ones (CSD, 2012).

SOC infiltration of the legal
economy: cases and evi-
dence

According to the national SOCTA
(CSD, 2012) and the US Department
of State INSCR, the proceeds stem-
ming from various illicit activities are
mainly invested in:

* wholesale trade

e retail trade

* construction

* gambling

* hotels and tourism
* health care

* energy

* casinos

* nightclubs

e car dealers

* shopping centres

Some legitimate businesses are used
merely for money laundering purpos-
es, whereas others have a more pro-
ductive nature. For instance, OCGs
may use companies in the transport
sector or employment agencies as
a fagade to conceal human trafficking
and smuggling of goods (CSD, 2012).

Criminal groups may establish pawn
shops or food stores (CSD, 2012) for
illegal lending. Furthermore, Bulgar-
ian-speaking OCGs are involved in
the theft of cars in Bulgaria and other
EU countries. Often, the criminals in-
volved in this illicit activity also control
legal car dealers, allowing them to
‘launder’ the stolen cars and sell them
(CSD, 2012).

The expansion of the European Union
and Bulgaria’s accession in 2007 cre-
ated further opportunities for OCGs,
especially for organised EU funding
fraud or VAT fraud, which are a ma-
jor source of illicit gain. The INSCR
notes that the proceeds from VAT
fraud are usually transferred to foreign
accounts in offshore countries and
then reintroduced in Bulgaria as loans
(KnowYourCountry, 2018a).

For instance, the THETA case (see An-
nex A1), an investigation carried out
by the European Anti-Fraud Office and
the Romanian National Anti-Corruption
Directorate, revealed that a Bulgari-
an-speaking criminal group, formed of
members of two well-known Bulgari-
an OCGs called ‘The Universal’ and
‘The Killers’, used the legal premises
of a shell company to commit fraud
with European funds meant to finance
a free food programme for deprived
people (OLAF, 2017). The investigation
revealed that the company controlled
by the criminal gang awarded 2 out
the 11 tenders published by the Ro-
manian paying agency for agriculture



(APIA) despite not meeting the stated
tender requirements (Guineva, 2015).
The scheme was aided by senior APIA
officials, who were bribed by the crim-
inal group. The illicit proceeds were
transferred to an account in Cyprus
and then into the accounts of off-shore
companies (buons, 2015a, 2015b).

The evidence collected by the MORE
project also revealed infiltration by
Italian mafias. Despite not being an
historical location for Italian OCGs, ac-
cording to the investigative evidence,
in recent years Bulgaria, along with
Romania, has been emerging as a pre-
ferred location for establishing shell
businesses used to launder money
or conduct illicit activities, and a pre-
ferred location to move companies in
order to avoid seizure of assets (DIA,
2016, 2017; DNA, 2014).
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The operation Grecale Ligure carried
out by the Italian anti-mafia police di-
rectorate (DIA, 2017a) revealed an
Italian OCG connected to 'Ndrangheta
that established different companies
formally owned by figureheads in Bul-
garia and Romania in order to commit
bankruptcy fraud. Operation Matrios-
ka, carried out by the Italian Guardia di
Finanza, revealed that an Italian OCG
used trucks formally owned by com-
panies established in Bulgaria and Ro-
mania to transport fuel previously sto-
len from Austria, Germany and Poland
(DIA, 2016b).

When counting the number of refer-
ences to foreign countries in Italian
DIA/DNA reports, Bulgaria ranks 11t
among the EU MSs (12* when weight-
ing the references by population).

Table 27 — MORE risk factors of SOC infiltration in Bulgaria

Risk factors for SOC infil-
tration in Bulgaria

According to the MORE project anal-
ysis, Bulgaria appears to be particu-
larly vulnerable to SOC infiltration due
to some of the risk factors analysed.
Table 30 reports Bulgaria’s ranking
among the 28 EU MSs for the MORE
risk factors (1 is the highest rank and
highest risk).

Source: Transcrime elaboration of European Central Bank (2016), Medina and Schneider (2018), Williams et al. (2017), Dzanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average

Risk Factor

Cash intensity

Cash limits (euro)

Control of corruption

Financial secrecy

.. 8 0% B )g: @

@ gl

Golden visas

Shadow economy (% of GDP)

Irregular labour (% of GVA)

Complexity of business ownership

Links with opaque jurisdictions

Ranking

(out of the 28 EU MS)

#1

#17

#2

#8

#1

#15

#10

#12

#1

Value

86%
5,113
30.8%
19.2%
-0.16
54.2
1.19*
56.61*

14
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Cash intensity and dash limits

Bulgaria’s cash intensity is the high-
est among the EU MSs: 86% of all dai-
ly payments, on average, are made in
cash. Bulgaria, however, with the Lim-
itation of Cash Payments Act in 2011
(which became effective in 2016), intro-
duced a B2B limit for cash purchases
of 5,113 euro (BGN 10,000) (EY, 2016).

Shadow economy and control of cor-
ruption

As regards estimated corruption, Bul-
garia ranks 1st among EU MSs for the
World Bank’s Control of corruption indi-
cator; that is, it is the country in Europe
with the lowest ability to control cor-
ruption (World Bank, 2016). As already
noted by scholars and authorities, cor-
ruption is the nexus between the legal
economy and organised crime, and it
is used by OCGs to facilitate their illicit
activities and to avoid criminal prosecu-
tion (CSD, 2012).

Bulgaria ranks 2nd in terms of its shad-
ow economy, based on an analysis by
Medina and Schneider (2018), estimat-
ed at 30.8% of the GDP. The level of un-
declared labour is also high at 19.2% of
GVA, the 8th highest in the 28 EU MSs
(Williams et al., 2017).

Financial secrecy, business ownership
opacity and complexity

As regards business ownership opac-
ity, Bulgaria is average for an EU MS.
It is 15" among the EU MSs in terms
of financial secrecy based on its Tax
Justice Network FSS (financial secrecy
score) (Tax Justice Network, 2018). Its
lack of requirements for companies to
submit information on beneficial own-
ership (Tax Justice Network, 2018) is
noteworthy. In terms of ownership
links with secrecy jurisdictions and
the complexity of business owner-
ship chains, it was not possible to con-
duct an analysis due to the lack of data,
so Bulgaria was assigned the EU aver-
age score.

‘Golden visas’

Bulgaria offers one of the best inves-
tor-based residency and citizenship
programmes in the EU. The Bulgar-
ian Citizenship Law established that
a third-country national wishing to
obtain a permanent residence permit
must invest at least 1.04 million euro
(Dzanki¢, 2018), and after 1 year of
permanent residence he can apply
for citizenship. To maintain citizen-
ship, a physical presence in Bulgaria
is required for 6 months and one day,
along with a clean criminal record.
Therefore, according to the score de-
veloped by Transcrime based on data
from Dzankic¢ (2018), Bulgaria ranks 1t
among the 28 EU MSs (see section 4.3
for details on our methodology).

A recent media investigation (busons,
2018) revealed that there could be
several loopholes in the Bulgarian IIP
programmes. Some TCNs allegedly
received citizenship based on an in-
vestment that was never made, since it
is possible to apply for an IIP by using
a bank loan to meet the investment re-
quirement, without the need to prove
an actual investment.

Concluding remarks

According to the evidence collected
by the MORE project, Bulgaria ap-
pears to be relatively vulnerable to
SOC infiltration due to some of the risk
factors infiltration analysed. Specifical-
ly, Bulgaria:

* plays a key role in illicit trafficking
(especially heroin and illegal migra-
tion) due to its strategic location bor-
dering Turkey and the Balkans

is a very cash-intensive country
(first in Europe in terms of its cash
ratio)

scores high values for estimated
corruption, according to the World
Bank

has a large irregular economy (the
2 |argest shadow economy in the
EU MSs and 8" in terms of unde-
clared labour)

lacks some requirements for com-
panies to submit information on
beneficial ownership (Tax Justice
Network, 2018), despite not having
particularly high scores for financial
secrecy

has a lack of business ownership
data that does allow further investi-
gation of links with risky third-coun-
try jurisdictions

offers one of the most attractive
‘Golden visa’ schemes in the EU
MSs, with some risk posed by loop-
holes that may facilitate the injection
of illicit money by third-country crim-
inals



6.7. CROATIA

Introduction

In contrast with the other former Yu-
goslavian EU member state - Slove-
nia (that gained its independence in
the Ten-Day War) - Croatia fought a
4-year-long war between 1991-1995,
which meant that a significant part
of the population was mobilised and
equipped with high firepower guns.
This had a huge impact on the crime
scene of the Balkans for two reasons.
Many former members of paramil-
itary units became involved with
organised crime,® while criminals
gained easy access to firearms. Be-
sides a recent official trade to Arab
Spring countries, there is an exten-
sive weapons smuggling from for-
mer Yugoslavian republics to Europe
(Savona & Mancuso, 2017, p. 29).
During a 2016 raid on a terrorist cell
in Paris, the police seized Croatian
firearms, and Syrian extremist militias
have also been able to obtain Croatian
rifles (The Economist, 2016). The po-
rous borders contribute to the fact that
the Adriatic coast is one of the major
routes not only for firearms but also for
other types of illicit goods — includ-
ing South American cocaine entering
the European Union (US Department
of State, 2018a, p. 120 - see also the
case 'Nana', mentioned below).
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SOC infiltration in legiti-
mate businesses

All these contextual factors facilitate
the rise of OCGs in the country. SOC
infiltration of Croatian businesses
helps in the laundering of illicit pro-
ceeds by these groups; it also results
in the use of Croatian firms to commit
fraud and other economic crimes.

A recent operation against Croatian
organised crime led to the arrest of
one of the most important bosses in
a Croatian drug trafficking network.
Operation Nana involved the joint work
of various member states, Colombia,
Europol and the United States’ Drug
Enforcement Administration (Europol,
2018a). The criminal leading the group
was caught in March 2018 in the Slo-
venian capital, Ljubljana, and Croatian
police seized 100 kg of cocaine hidden
in scrap metal in the Rijeka port (In-
dexHR, 2018b). On this see also this
media report. Authorities accused the
man of laundering 14 million euro by
buying real estate and other things
for his siblings and mother (IndexHR,
2018a). The case also involved the use
of food companies to facilitate the traf-
ficking.

The OMICRON case (see Annex 1)
turned up a large network of shell
companies established in various
countries, including Croatia, by an Ital-
ian OCG connected to 'Ndrangheta
(Tribunale di Reggio Calabria, 2018).
The businesses were used to provide
fictitious invoices and joint-venture
contracts to facilitate the commission
of VAT fraud and for a variety of other
illicit purposes.

51. The most notorious example is the Serbian Zeljko Raznatovi¢

Other investigations conducted by the
Italian authorities with the coopera-
tion with local agencies revealed the
involvement of criminals in football
match fixing schemes both in Croatia
and ltaly (Corriere della Sera, 2012).
The use of legitimate businesses in
this respect is not clear.

We note the involvement of some im-
portant local financial institutions in
some money laundering schemes (see
below).

151




152

Chapter 6

Risk factors for SOC infiltration in Croatia

Table 28 — MORE risk factors of SOC infiltration in Croatia

Source: Transcrime elaboration of European Central Bank (2016), Medina and Schneider (2018), Williams et al. (2017), DZanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average

Risk Factor

Cash intensity

Cash limits (euro)

Control of corruption

Financial secrecy

(A% B-d)

Golden visas

@ gl

Cash intensity and cash limits

Cash usage is relatively high compared
to the EU average, although it is mod-
erate compared to neighbouring coun-
tries with similar backgrounds. Croatia
set a ceiling on cash transactions of
105,000 Croatian Kuna (HRK), which
was decreased to HRK 75,000 in 2017.
The latter figure is equivalent to 10,049
euro at the 2017 mean exchange rate,
which is the second highest figure after
the Czech Repubilic.

Shadow economy and control of cor-
ruption

As with other member states from
South Eastern Europe, Croatia has an
extensive shadow economy based
on the estimates of Medina and Sch-
neider (2018), although irregular la-
bour is moderate according to Wil-
liams et al. (2017). And corruption
may be an issue in Croatia based on
the World Bank Control of Corruption
indicator. A former prime minister was

Shadow economy (% of GDP)

Irregular labour (% of GVA)

Complexity of business ownership

Links with opaque jurisdictions

Ranking
(out of the 28 EU MS)

#11

#2

#3

#12

#6

#5
#9

#27

arrested in Austria in 2010 and spent
5 years in detention for operating a
complex corruption scheme involv-
ing a leading Austrian bank. Besides
high-ranking politicians, several crim-
inals were involved in laundering the
proceeds of this corruption (Margetic,
n.d.). Due to the extreme complexity of
the case, multiple verdicts were over-
turned and many of them are still in the
investigation phase. To be noted also
that in Croatia a specific department
od the National Police (PN USKOK)
deals with corruption and organised
crime together, strengthening the joint
investigations across the two areas.

Financial secrecy, business ownership
opacity and complexity

Croatian companies have the third
highest rate of foreign ownership
in the EU (25.3%). The leading inves-
tors are from Slovenia (5.6%), Austria
(3.8%) and Australia (3.2%). Among
the countries on the EU black- and
grey-list of non-cooperative tax ju-

Value

63.8%
10,049
30.3%
17.1%
0.19

59.28

52.26

3.4

risdictions (equivalent to 1.7% of all
shareholders of Croatian firms),
Switzerland predominates, followed
by neighbouring Bosnia—Herzegovina
and Serbia (Transcrime elaboration of
BvD data — see Section 4.2). Accord-
ing to the Tax Justice Network, Croatia
also has one of the highest financial
secrecy scores in the EU (Tax Justice
Network, 2018), and, on average, a rel-
atively high complexity of business
ownership structure in its firms (with
an average BO distance of 1.2).

‘Golden visas’

Croatia has an immigrant investor pro-
gramme that requires a very low in-
vestment. The applicant either has to
own a company worth 13,200 euro or
has to invest 26,400 euro, and in both
cases 3 Croatian citizens have to be em-
ployed. A relatively strict, 183-day-long
stay is also required. The programme is
comparable to others in the Baltic coun-
tries, while it is among the less severe
ones in the EU (Dzanki¢, 2018).
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Table 29 - Shareholders from EU ‘Blacklist’ and ‘Grey list’ countries. Top 10 nationalities

Source: Transcrime elaboration of BvD and EU Commission data

Nationality

Bosnia

Liechtenstein

Turkey

British Virgin Islands
Macedonia

China, Hong Kong SAR
Belize

Bermuda

Concluding remarks

As in many other countries in the Bal-
kan region, Croatia faces issues with
illicit trafficking — especially of drugs
and firearms. The former Yugoslavi-
an republics are important routes for
drug traffickers from Asia, and several
terrorists acquired weapons from the
region, Croatia included. The recent

% tot. foreign shareholders

2.5%
1.5%
0.9%

0.5%

0.3%
° 0.3%
° 0.2%
° 0.1%
0.04%

0.04%

corruption scandals revealed some
vulnerabilities in the financial system,
and, according to international indica-
tors, local businesses have a higher
level of opacity than the EU average,
which could facilitate SOC infiltra-
tion, including by foreign OCGs (see

the OMICRON case, which involved
an ltalian entrepreneur connected to
’Ndrangheta who used firms in Croatia
and neighbouring countries to commit
fraud). Recent efforts by the authori-
ties might help to reduce these risks
in the future.
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6.8. CYPRUS

Introduction

There is scant and fragmented infor-
mation on SOC infiltration in legitimate
businesses in Cyprus. Most of our in-
formation came from media investiga-
tions, which did not allow us to assess
precisely what the extent of the problem
is, so further research is needed. The
evidence collected by the MORE pro-
ject reveals a low level of domestic
OC risk; it also shows a risk that Cyprus
could suffer infiltration from foreign
OC that could then play a role in mon-
ey laundering and OC infiltration
schemes and use it as a location for the
establishment of shell companies.

According to the International Narcotics
Control Strategy Report (US Depart-
ment of State, 2018b), OC activities in
Cyprus are mainly related to invest-
ment fraud, advance fee* fraud,
phishing and drug trafficking. The
INCSR highlights the vulnerability of the
banking sector to attempts to launder
proceeds deriving from SOC and cor-
ruption, mainly from Russia, Ukraine
and the Eastern European countries.

Its proximity to Northern Cyprus, an
area administrated by Turkish Cypri-
ots, could be a matter of concern. The
INCSR stresses the vulnerability of the
area to the offshore banking sector
and the lack of comprehensive reg-
ulations against ML, particularly with
businesses like casinos, gaming and
currency exchange houses, which are
especially vulnerable due to the lack
of a legislative framework addressing
ML (US Department of State, 2018b).

The major vulnerabilities highlighted
by the MORE project are related to
the opacity of business ownership
of Cypriot firms, and to the risk that
investor-based citizenship schemes
can be exploited by TCNs willing to
launder money and obtain EU status.

SOC infiltration in the legal
economy: cases and evi-
dence

The evidence collected by the MORE
project shows that Cyprus has been
used by various OCGs as a location for
incorporating shell companies.

Russian-speaking OCGs

According to the European Council
on Foreign Relations (ECFR), Cyprus
is vulnerable to infiltration by Rus-
sian-speaking OCGs, which could
use legal business structures on the
island to conceal and launder illic-
it proceeds and to strengthen links
to businesses in the UK and Greece
(ECFR, 2017). It is estimated that more
than 25% of bank deposits and about
37% of foreign investments in Cyprus
come from Russia, encouraged by the
double tax agreement that has attract-
ed Russian investments, especially in
the tourism and construction sectors
(European Parliament, 2011). In this
environment, illicit money stemming
from former Soviet countries can be
easily mingled with legitimate trans-
fers.

Eastern European OCGs

The THETA case (see Annex A1) re-
vealed that a Bulgarian-speaking
OCG used a bank account in Cyprus
to transfer the proceeds of a large-
scale fraud committed with EU funds
between Bulgaria and Romania. From
Cyprus, illicit proceeds were then
transferred to off-shore companies
established in the Seychelles, British
Virgin Islands and Hong Kong (see An-
nex A1).

Italian mafias

The ALPHA case revealed the use of
bogus pharmaceutical import-ex-
port companies established in Cy-
prus (among other countries) by an
Italian OCG linked to Camorra to ‘laun-
der’ anti-cancer medicines stolen in
Italy (AIFA, 2015).

An investigation carried out by the
Italian DIA, Carabinieri, Police and
Guardia di Finanza revealed a wide
network of gaming businesses, some
of them established in Cyprus, used by
the Italian 'Ndrangheta to commit dif-
ferent offences (DIA, 2016a).

Furthermore, a recent operation sup-
ported by Europol and Eurojust re-
vealed infiltration of legitimate busi-
nesses by an Italian-, Spanish- and
Portuguese-speaking OCG in order
to commit major EU VAT fraud. The
OCG established more than 100 shell
companies in different EU countries,
among them Cyprus (Europol, 2018c).

Generally speaking, Cyprus is not a
usual destination for Italian mafias,
but it is increasingly mentioned in DIA/
DNA (anti-mafia police and judicial
directorates) reports. In particular,
Cyprus ranks sixth among EU MSs
in terms of number of mentions (if
weighted by country population — see
section 3.5).

52. The modus operandi for advance fee frauds is to promise a large amount of money in exchange for an advance payment, which the criminal claims to be for

covering his costs (US Department of State, 2018).
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Risk factors for SOC infiltration in Cyprus

Table 30 —- MORE risk factors of SOC infiltration in Cyprus

Source: Transcrime elaboration of European Central Bank (2016), Medina & Schneider (2018), Williams et al. (2017), Dzanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average
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Cyprus ranks high in various risk fac-
tors for SOC infiltration considered
by the MORE project (see Table 33,
where 1 is the highest value and high-
est risk).

Cash intensity and cash limits

The level of cash intensity is in line
with the EU average cash ratio of
53.1% of all daily payments — making
Cyprus 17th among EU MSs. Cyprus is
one of the countries in the EU in which
there is no maximum limit on cash
purchases. As discussed (see section
4.1), this lack of a threshold may facili-
tate money laundering by OCGs.

Shadow economy and control of cor-
ruption

Cyprus’s estimated corruption is in
line with the EU average (15th among
EU MSs in the World Bank Control
of Corruption indicator). However,
Cyprus has recently experienced
high-profile corruption cases, main-
ly in banking, public procurement and

land administration (Bliss, 2018). The
strict link between OC and corrup-
tion by public authorities (including
law enforcement) has also been ac-
knowledged by the Cyprus police, and
measures have been taken against it
(Cyprus Mail, 2017). The size of Cy-
prus’s shadow economy, based on
estimates (Medina & Schneider, 2018),
is also very high, with Cyprus ranking
first among EU MSs with an estimated
irregular economy worth 31.3% of its
GDP. Irregular labour is also high, at
17.9% of gross value added (Williams
etal., 2017).

Financial secrecy, business ownership
opacity and complexity

The risk factors for which Cyprus is
most vulnerable are those related to
the opacity of business ownership.
Cyprus ranks third among EU MSs in
term of financial secrecy, according to
the Secrecy Score calculated by the Tax
Justice Network (Tax Justice Network,
2018). In particular, Cyprus appears to
be particularly vulnerable in three areas:

Value

53.1%
No limit on cash use
31.3%
17.9%
0.82
61.3
1.26
61.27

1.6

* lack of recorded company ownership
information

* lack of other wealth ownership infor-
mation

« inconsistent personal income tax

Cyprus is the first European country
in terms of business ownership links
with shareholders from secrecy ju-
risdictions (source: Transcrime elabo-
ration of BvD data — see Section 4.2).
It is also the first EU MS in terms of
number of shareholders coming from
the jurisdictions included in the EU
‘blacklist’ and ‘greylist’ of non-coop-
erative tax jurisdictions. In particular,
7.3% of the owners of Cypriot firms
(32% of foreign owners) are nationals
from a grey/blacklisted country. Most
of them come from the British Virgin
Islands (see Table 34).

As for the complexity of business own-
ership chains, companies in Cyprus
have, on average, a BO distance of
1.26, one of the highest in the EU (7th
among EU MSs).
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Table 31 — Shareholders from EU ‘Blacklist’ and ‘Grey list’ countries. Top 10 nationalities

Source: Transcrime elaboration of BvD and EU Commission data

Nationality

British Virgin Islands
Belize

Seychelles

Cayman Islands
ENETHE]

Marshall Islands
Bermuda

United Arab Emirates

Liechtenstein

% tot. foreign shareholders

Shareholders from ‘Grey list’ and ‘Blacklist’ jurisdictions

‘Golden visas’

As mentioned, Cyprus is among the
EU MSs offering the most favoura-
ble investor-based residency and
citizenship programmes (‘golden
visas’). According to the overall score
assessed by Transcrime on data from
Dzanki¢ (2018), Cyprus ranks second
among EU MSs when status and in-
vestment requirements are combined.
It has a high investment score — an in-
jection of at least 2 million euro, plus
real estate worth 500,000 euro — but
it scores the lowest in terms of status
obligation: it may grant citizenship
without further eligibility criteria
(Ministry of Interior, 2016). Acquisi-
tion of citizenship is based only on the
investment made by the applicant —
provided that the TCN applying has a
clean criminal record.

There is investigative evidence that
immigrant investor programmes in
Cyprus could have been exploited by
Russian and Chinese individuals with

suspicious wealth to obtain EU status
(OCCRP, 2018). Recent media investi-
gations revealed that Cyprus granted
citizenship to identified Russian oli-
garchs against whom the U.S. Depart-
ment of the Treasury’s Office of Foreign
Assets Control issued sanctions — the
so-called OFAC lists (Farolfi, Harding,
& Ophanides, 2018; Schultz, 2018).

Concluding remarks

As mentioned above, there is scant
and fragmented information on SOC
infiltration of legitimate businesses in
Cyprus, and further research on this
topic is needed. However, beyond
the cases and evidence collected, the
MORE analysis of risk factors re-
veals some vulnerabilities that can
be exploited by criminals willing to in-
filtrate the legal economy. Cyprus has:

« the largest shadow economy as a
percentage of GDP in the EU MSs

* no maximum limits on cash pur-
chases

:

17.3%
2.8%
2.6%
1.5%
1.3%
1.2%
0.9%
0.6%
0.6%
0.5%

31.96%

* high estimated levels of corruption,
with recent cases in the banking sec-
tor, public administration, public pro-
curement and land administration

* high levels of business ownership
opacity, specifically:

- high levels of financial secrecy
according to the Tax Justice Net-
work (third EU MS);

- many business owners from se-
crecy jurisdictions, including the
most business owners from ju-
risdictions in the EU ‘blacklist’
and ‘greylist’ (more than 7% of
all the shareholders of Cypriot
firms)

- high levels of business owner-
ship complexity

« Favourable ‘Golden Visa’ schemes,
which may be misused by third coun-
try nationals willing to launder mon-
ey, especially entrepreneurs linked to
Russian OCGs
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6.9. CZECH REPUBLIC

Introduction

The Czech Republic was one of the
fastest-growing EU countries in the
last ten years, with an average GDP
growth of 1.6% in the 2006-2016 pe-
riod (Eurostat data). Its growth was
especially violent in the mid-2000s
after EU accession (2004). The many
emerging business opportunities
and its strategic geographic posi-
tion as a link between South-eastern
and Western Europe makes the coun-
try particularly vulnerable to a number
of illicit markets (Neumann & Basra,
2018b).

Traditional illicit markets coexist with
financial crimes. EU funding fraud
and VAT fraud in particular are a ma-
jor source of illicit gain for criminal
groups in the Czech Republic (Neu-
mann & Basra, 2018b; US Department
of State, 2016). A number of major
investigations dismantled OCGs in-
volved in carousel scams across the
Czech Republic and its neighbouring
countries — see below.

According to the Report on Inter-
nal Security and Public Order in the
Czech Republic in 2015 issued by the
Czech Republic Ministry of Interior
(2016), and according to Neumann
and Basra (2018b), the main criminal
markets are:

* Theft of luxury goods

¢ Financial and economic crimes,
e.g., VAT fraud, tax evasion, EU fund-
ing fraud, leasing or credit fraud, etc.

* Pick-pocketing

* Drug trafficking (e.g., cocaine, mar-
ijjluana, methamphetamines — and
crystal meth in particular)

* Trafficking in human beings, human
smuggling and illegal immigration

« Trafficking in firearms

e Cybercrime

* Money counterfeiting

+lllicit trade in pharmaceutical goods

According to the same report, the
most significant OCGs in the Czech
Republic are:

* Local OCGs (Czech), usually loosely
organised into networks

* Russian-speaking OCGs, which are
hierarchically organised

* Asian OCGs (i.e., Chinese speaking
and Vietnamese speaking), which
are hierarchically organised. The Vi-
etnamese OCGs are well rooted in
the country, with stable, strong con-
trol over drug trafficking (both pro-
duction and distribution), illicit trade
in goods and tax fraud.

Other minor OCGs identifiable by their
ethnic origins are Albanian, Nigerian,
Romanian and Bulgarian (Ministry
of the Interior of the Czech Republic,
2016).

SOC infiltration of the legal
economy: cases and evi-
dence

According to the International Narcot-
ics Control Strategy Report (INCSR)
issued by the US Department of State
in 2016, OCGs active in the Czech
Republic infiltrate ‘development and
investment companies, real estate
agencies, currency exchange offic-
es, casinos, gaming establishments,
antique shops, pawnshops, restau-
rants, taxi companies, (executive)
auction halls, imaginary research
centres, and advisory companies’
in order to launder money from differ-
ent illicit activities (US Department of
State, 20163, p. 138).

As mentioned, VAT fraud and EU fund-
ing fraud are the main drivers of SOC
infiltration, and the Czech Republic is,
according to the collected evidence,
the location for a number of shell
companies established to run these
scams.

For instance, a large-scale investiga-
tion carried out by Czech, German,
Dutch and Polish LEAs, and supported
by Eurojust and Europol, disrupted a
criminal group behind a major-scale
carousel fraud case. The OCG estab-
lished different shell companies, some
of them in the Czech Republic, func-
tioning as buffer companies, missing
traders, and alternative payment plat-
forms in order to transfer and launder
the money derived from a variety of il-
licit activities (Eurojust, 2016). The Unit
for Detecting Corruption and Financial
Crime (UCFC) identified further cases
in which criminal groups set up ficti-
tious companies in order to commit
VAT fraud, mainly in the oil and nat-
ural gas sector (Ministry of the Interi-
or of the Czech Republic, 2016).

According to the Ministry of the Inte-
rior, Czech OCGs use ‘destinations
abroad to legalise proceeds from
crime, as well as to cover the true na-
ture of their relations to legal persons
through which they committed illegal
activities’ (Ministry of the Interior of the
Czech Republic, 2016, p. 37). Gener-
ally speaking, the OCGs also establish
companies in offshore countries or
EU MSs ‘where the process of legal
assistance in cases of investigating
financial crime is lengthy’ (Ministry
of the Interior of the Czech Republic,
2016, p. 4).
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Risk factors for SOC infiltration in Czech Republic

Table 32 - MORE risk factors of SOC infiltration in the Czech Republic

Source: Transcrime elaboration of European Central Bank (2016), Medina and Schneider (2018), Williams et al. (2017), DZanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average
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Business ownership links with se-
crecy countries is one of the risk
factors analysed by the MORE project
where the Czech Republic has high
scores (see table above).

Cash intensity and cash limits

The level of cash intensity in the
Czech Republic is quite high — with
a cash ratio of 66%, it is the 10th high-
est in the EU. The Czech Republic
has limited the maximum amount of
cash payments among businesses at
10,256 euro (euro equivalent), one of
the highest thresholds in the EU MSs
that have introduced limitations.

Shadow economy and control of cor-
ruption

In terms of the shadow economy and
irregular labour, the Czech Republic
is average for the EU — with the first
factor estimated by Medina and Sch-
neider (2018) at 17.1% of GDP and the
second at 16.9% of the GVA (Williams
etal, 2017).

The country’s risks in terms of es-
timated corruption, however, are
higher when considering the World
Bank’s Control of corruption indicator.
The Czech Republic has the 9™ lowest
score in the EU MSs — 0.51 (World
Bank, 2016). As noted by the Ministry
of the Interior Report on Internal Secu-
rity (2016), corruption may be an im-
portant tool used by OCGs to achieve
their goals and specifically to facilitate
OC infiltration of the judicial system
and government authorities.

Value

66%
10,256
17.1%
16.9%

0.51

52.9

1.09

61.07

3.4

Financial secrecy, business ownership
opacity and complexity

In terms of financial secrecy, based
on the Tax Justice Network’s Secrecy
Score (Tax Justice Network, 2018), the
Czech Republic scores 52.9, which
is in line with the average for the EU
MSs. The same can be said about the
complexity of business ownership
chains in the country, as it has an aver-
age BO distance of 1.09.

On the other hand, as mentioned, Czech
firms have the second highest volume
in the EU MSs of business owner-
ship links with secrecy jurisdictions
(source: Transcrime elaboration of BvD
data — see section 4.2). About 10% of
Czech businesses firms’ owners are
foreign, mainly coming from Russia,
Ukraine, Slovakia and other neighbour-
ing countries (see the table below). The
percentage of shareholders from non-
EU countries listed in the EU ‘blacklist’
and ‘grey list’ of non-cooperative tax
jurisdictions is about 5% — the top na-
tionality being that of Switzerland.
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Table 33 - Nationality of shareholders of Czech firms

Source: Transcrime elaboration of BvD data

Nationality

[
Slovak Republic - ]
Germany -]
Italy o

o

Netherlands o
United Kingdom ()
Poland °

United States °

‘Golden visas’

The Czech Republic legally regulates
ways to obtain residency as a result of
making an investment. According to the
Act on the Residence of Foreign Nation-
als, a TCN willing to obtain a temporary
residence permit in the Czech Repub-
lic must establish a limited company
having capital of at least 7,300 euro.
The applicant must also provide proof
of possessing 50 times the minimum
monthly subsistence expenses, and to
maintain the permit he/she must reside
in the country for at least 6 months and
1 day (DZanki¢, 2018). Therefore, ac-
cording to the overall score assessed
by Transcrime on DzZanki¢ (2018), the
Czech Republic scores 3.4, the 9
most favourable ‘golden visa’ program
in the EU MSs. A media investigation
revealed that a number of TCNs linked
to Balkan criminal groups may have
established several companies in the
Czech Republic in order to obtain a
residence permit (Dojcinovic & Holco-
va, 2015).

% tot. shareholders

Table 34 - Shareholders from EU ‘Blacklist’ and ‘Grey

list’ countries. Top 10 nationalities

Source: Transcrime elaboration of BvD and EU Commission data

Nationality

% tot. foreign
shareholders

%0.8% [Swizerland [ SR
20% o oe%
15% o  oaw
0.9% o 03w
0.8% [oea [
0.4% [Sevia [N
0.4% o o
0.3% o o
0.3% o o
0.2% o o
0.2% O s

Concluding remarks

The role of the Czech Republic as a
transit hub for a variety of illicit traf-
ficking activities and the presence of
multiple OCGs may expose the Czech
Republic to infiltration of legitimate
businesses. Its major vulnerabilities and
attractiveness may be the following:

« the business opportunities offered
by an economy that is among the
fastest-growing in the EU

« the high level of cash intensity (10®
in the EU MSs) and the high cash
limits (10,256 euro), which can ease
the injection of illicit funds

» the moderate levels of (estimated)

corruption, as was noted in the
latest report on internal security re-
leased by the Ministry of the Interior
(2016)

* the high volume of business own-
ership links with secrecy jurisdic-
tions (2 out of the EU MSs), with
frequent links to some Eastern Euro-
pean countries

* a tempting investor-based resi-
dency scheme, which may attract
third-country criminals interested in
injecting illicit money into the econ-
omy and obtaining EU status
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6.10. DENMARK

Introduction

The information available on SOC and
SOC infiltration in Denmark is poor,
and mostly limited to institutional re-
ports by FATF and the local AML au-
thority. According to these documents,
OCGs in Denmark are mainly involved
in fiscal and VAT fraud as well as
drug trafficking, forgery of docu-
ments, other types of fraud, human
trafficking, smuggling of arms and
tobacco and alcohol (FATF, 2017a).

In terms of the infiltration of legal busi-
nesses and money laundering activ-
ities, the National Risk Assessment
(NRA) highlights as particularly vulner-

able bureaux de change, money re-
mittance services, banks, life insur-
ance companies, service providers
(which may be used for such things
as setting up companies or offering
facilities such as postal address or
conference rooms) and the gambling
and real-estate sectors (FATF, 20173;
Prosecution Service, 2015). Legitimate
businesses are mainly used to laun-
der the proceeds from illicit activities
(Prosecution Service, 2015). And most
OCGs rely on the use of figureheads to
establish and manage businesses and
bank accounts — with some foreign
OCGs using migrants as figureheads
(Prosecution Service, 2015, p. 11).

Risk factors for SOC infiltration in Denmark

Table 35 — MORE risk factors of SOC infiltration in Denmark

Further research should be done to
address the knowledge gap and as-
sess more precisely the extent of the
problem. The following paragraphs will
focus only on the main risk factors for
SOC infiltration that were considered
by the MORE project.

Source: Transcrime elaboration of European Central Bank (2016), Medina and Schneider (2018), Williams et al. (2017), Dzanki¢ (2018), World Bank (2016),
Tax Justice Network (2018), BvD data (2016), open sources. * EU average

Risk Factor

Cash intensity

Cash limits (euro)

1% B

X4

Control of corruption

Financial secrecy

. 8

Golden visas

@ g

Shadow economy (% of GDP)

Irregular labour (% of GVA)

Complexity of business ownership

Links with opaque jurisdictions

Ranking

(out of the 28 EU MS)

#15

#16

#16

#19

#27

#18

#2

#23

#23

¢

Value

55%
6,722*
18.6%
14.3%

2.24

52.5

1.47

54.74



Denmark scores high on only one of
the risk factors for SOC infiltration an-
alysed by the MORE project — com-
plexity of business ownership (see the
table).

Cash intensity and cash limits

It was not possible to measure the lev-
el of cash intensity in Denmark due to
a lack of data — and therefore it was
assigned the EU average score. The
maximum limit for cash purchases
between businesses is set at approx-
imately 50,096 DKK (6,722 euro) plac-
ing Denmark 16™ in the EU MSs.

Shadow economy and control of cor-
ruption

According to international indica-
tors, Denmark historically has one of
the lowest levels of (estimated and

Chapter 6

perceived) corruption in the world.
Looking at the World Bank’s Control
of corruption score, Denmark has the
second-best governance capacity to
fight corruption in the EU MSs.

Denmark’s risks related to undeclared
labour and the shadow economy,
based on Williams et al.,, (2017) and
Medina & Schneider (2018) estimates,
are also low and below the EU average.

Financial secrecy, business ownership
opacity and complexity

In terms of financial secrecy based
on the Tax Justice Network’s Secre-
cy score (Tax Justice Network, 2018),
Denmark scores low (18" out of the
EU MSs) and it scores even lower in
terms of business ownership links
with secrecy jurisdictions (237).

If we consider the complexity of
business ownership chains, however,
businesses registered in Denmark do
have the second greatest BO average
distance after Malta: 1.47.

According to Transcrime elaboration of
BvD data, most Danish firms are owned
by domestic shareholders (98.1% —
see table 39 below). Of the remaining
firms, 7.9% are owned by shareholders
from jurisdictions included in the EU
‘grey list’ and ‘blacklist’ of non-coop-
erative tax countries — the top nation-
ality is that of Switzerland (3.9%).

‘Golden visas’

Denmark does not have any specific
immigrant investor programme. Based
on the overall score assessed by Tran-
scrime using the investment and status
score elaborated by DZanki¢ (2018), it
ranks last (23) among EU MSs.

Table 36 — Shareholders from EU ‘Blacklist’ and ‘Grey list’ countries. Top 10 nationalities

Source: Transcrime elaboration of BvD and EU Commission data

Nationality

Bermuda

China, Hong Kong SAR
Thailand

British Virgin Islands
Seychelles

United Arab Emirates
Malaysia

Turkey

Cayman Islands

Total from EU ‘Black/Grey list’

% tot. foreign shareholders

S 3.9%
o 0.6%
- ) 0.6%
o 0.4%
o 0.3%
o 0.3%
° 0.2%
° 0.2%
° 0.2%
° 0.2%

7.9%
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6.11. ESTONIA

Introduction

Estonia gained its independence from
the Soviet Union in 1991, but it still has
a significant Russian minority of 25%,
while Estonians are ethnically related
to Finnish people. Evidence suggests
that criminal groups have the strong-
est links with these two countries, es-
pecially for drug smuggling and mon-
ey laundering.

Outlaw motorcycle gangs have had a
growing presence in Estonia since the
second half of the 2000s. The Bandidos
and Hells Angels in particular started
to operate bars and nightclubs (see the
Finland country profile). The initial alle-
gations about their connection to crime
was later confirmed by investigations. In
2009, the Estonian and Finnish police
uncovered a drug smuggling group
that transported hundreds of kilograms
of illicit drugs and prescription medi-
cines worth 6 million euro to Finland
(The Baltic Times, 2009), while three
Estonian individuals were sentenced to

more than 10 years in prison for simi-
lar activities (Postimees, 2011). In many
cases, passengers smuggle drugs in
their suitcases or cars as they travel on
ferry boats to Finland (Finland Times,
2016). In other Estonian-Finnish drug
smuggling cases, the involvement of the
Bandidos (Prokuratuur, 2013) and Can-
nonball (Postimees, 2011) gangs was
explicitly established by the authorities.

SOC infiltration of legiti-
mate businesses

Although the motorcycle gangs oper-
ate many clubs that are connected to
illicit drugs and prostitution, in the 2009
case, drug revenues were invested in
more traditional assets such as real
estate and expensive vehicles. A more
complex international case involving a
fictional arbitration court is discussed in
the section on Latvia (see section 6.17
of this Chapter). However, at least two
serious money laundering schemes
were discovered in recent years, both of
them connected to Russian individuals.

Risk factors for SOC infiltration in Estonia

Table 37 — MORE risk factors of SOC infiltration in Estonia

In 2013, a money laundering net-
work was caught that legalised at
least 64 million euro. The illicit funds
from Russia and Latvia were trans-
ferred through different payment
services to Estonia, where it was
withdrawn in cash by local straw men
to be smuggled back to the crimi-
nals. Besides organised crime, politi-
cians, police officers and businesses
were also involved (US Department
of State, 2014, p. 151). In recent
months, investigative journalists sus-
pected that Danske Bank’s Estonian
branch was used to launder billions
of dollars originating from Russian
PEP