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Foreword

Jeremy Anderson
Chairrman, Global Financial Services

Brian Dilley
Global Head of Anti-Money
Laundering Services

Itis 10 years since we released our first Global Anti-Money Laundering (AML) survey.
During those 10 years, financial institutions have ridden the highs, and plunged to

the lows, of the economic cycle. Despite these dramatic changes in the business
environment, ANVIL has remained a key focus area throughout. In fact, AML has never
been higher on senior management'’s agenda, with regulatory fines now running

into billions of dollars, regulatory action becoming genuinely license threatening, and

threats of criminal prosecution against banks and individuals.

Financial Institutions are making
significant changes In response to
regulatory action and Increasingly
farreaching global AML regulations;
with numerous new regulations
across Asia, the U.S. Foreign Account
Tax Compliance Act (FATCA) having
animpact, and the Fourth European
Maoney Laundering Directive (4MLD)
stillto come These Initiatives have
quickly changedthe AML scene from a

standalone function under compliance,

toan increasingly complex and
overarching function cutting across
legal, risk, operations and tax. Strong
AML processes and controls are at
the heart of interdependencies and
linkages within a global organization,
offering invaluable client knowledge

that is only recently starting to be
leveraged by other departments as
well as senior management.

But questions are now being askad

as towhether it is possible for a global
institution to run a fully complhant AWML
program. Despite annual expenditure that
is likely to exceed US$10bn iInthe next
couple of years, institutions continue to
fallfoul of regulatory expectations, which
seemtochange more regularly than in
the past. Minimum compliance with
regulatory obligations is ne longer e nough
to stay out of trouble, when you strive to
meet a higher standard, but fail.

This survey not anly compares firms’
AML programs over the period covered
by previous KPMG survey's but also

looks at emerging areas of risk, such

as Trade Finance andTax Evasion, as
well as looking at AML trends within
the Insurance and Asset Management
sectors The latter sectors have received
relatively less focus from regulators,

but that Is now changing as regulators
broaden their purview.

We would like to thank the 217 survey
respondants who took the time to
participate inthis year's Global Anti-Money
Laundering survey We are delighted
toshare the results, accompanied with
ourown global and regional nsight from
KFMG member firm professionals.
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Introduction and Methodology

KPMG launched its online
survey in November
2013. The survey was
distributed to AML and
compliance professionals
In the top 1,000 global
banks, according to the
2013 edition of The Banker
Magazine, as well as to
KPMG's AML contacts in
over 40 countries.

The overarching aims of this year's

global AML survey include:

t | FEFOMZLHEN FSHOH W CET
opportunities and threats;

t | $ BAYVSOH LEVTE CFEFQUPCT PO
regulation, cost, and effectiveness;
and

t #FCO NBRLLH". - F@&ITNLOUF
financial services industry.

In addition to the topics covered in our
previous surveys, the 2014 survey also
asked respondents to consider money
laundering in relation to the following:

t | 53EF " JOBCOF

t'"5%" BCESBY &VBTPO

t | FOTVECDF4FDPS

t 1" TTFU. BOBHFN FQUAFDPS

Respondents came from the following countries:

Canada

Ireland

Luxemburg

Austria

USA Portugal

Bermuda
M exico
Brazil

Source: Global Anti-Money Laundering Survey, KFMG International, 2014,
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Hong Kong

ailand

alaysi
N5y
Indonesia . : !

- |

New Zealand
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Respondent profile

317 respondents participated in this Job title
years survey representing 48 countries. 4%

Respondents came from awide range
of A L=related profe ssional backgrounds
across the financial services industry.

A further breakdown of respondent
profile by region, sector, and job title is
provided below:

37%

16%

AU e

|

23%

Source: Global Anti-Money Laundering Survey, KPRMG International, 2014,

Geographical area of responsibility:
8%

8%

26%

Source: Global Anti-Money Laundering Survey, KPMG [nternational, 2014,

Type of business:
12%

2% 28%

6%

12%

\ 10%

3%
0%

Source: Global Anti-Money Laundering Survey, KPIMG International, 2014,

I1inl

Head of AML

Head of Department
(other than AML)

Internal Auditor
Director
Manager
Ofcer

Other

L 27%

r——i 18% Western Europe

Naorth America

Asia Pacic

Central and South America

w= Russia, Central and Eastemn
Europe

Middle East and Africa
Offshore locations

Retail banking

Carporate banking
Private banking
Investment banking
Asset management
Insurance

Multiple banking services
All of the above

Fiduciary service provider
Other
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Key headlines

& 2004 2007 2011 2014
Priority AMLwasarelatively high pricrity | Stronger senior management Senior management interest AML issuesare moving back
for senior within banks. Sixty-cne percent engagement in AML efforts. declined but remained quite high, up the agenda for senior
management o respondent believed AMLwas Seventy-ane percertt of respondents | with 62 percent of respondentsciting | management with 88 percent of
ah’thﬂe issueforther senior datedthat ther boardtookanactive | AMLasahighprodeissue respondents saying AliLis a pricrity
managerment . interestin AML for seniar management.
Cost of The cost of AM L compliance AML costs grew beyond Costs continuedtorise, a an Costs continue toriseat an
compliance increased sharply. Theaverage expectation. Average cossgrew averagerate of 45percent, againsta | averagerate of 53percent for banking
inoease over the previousthreeyvears | 58 percent intheprencusthres predction o "over 40percent’ in 2007. | inditutions, exceed ngprevious
was 61 percent, withnorespondents | years, comparedtoapreddion o Theextert of oot fises appeared predoions o overd0percent in 2011
reparting a decreasein invest ment. 43percent grawth in 2004. underestimetedby many:
Takingaglobal | Establishingaglobal policy wasa | Banks took a more global Therewas much variationin Aglobal approach has been
approach major challenge. Nearlytwothirds | approach tormenagng AMLrisk approach. Two-thindsof bankshada | adoptedin the maj ority of cases,
of respondents had aglabal AML 85percent of internationally active dcbal pdicy inplace, however almost | but there is roomfor improvement.
pdicyinplacs however half of these | bankshadagobal AMLpdicyin three quartersimplementedtheir Oy 32 percent of the 95 percant
uncertookimplementationat alocal | place. procedrestocally o respondentswho have a d cbal
level. pdlicy areebletomaintain gobal
consigency agosssubsdarnesand
branches:
Folitically PHEPs werenat a key area of focus, | Therew as morefocus on PES. PH s werean areaof focus PEPs remain an area of focus,
exposed with cnly 45 percent respondents Haohty-one percent of respondents foralmost all respondents, with gaining increased attention from
persons perfarming enhanced due dligenceon | performedenhanced duedligenceon | 95 percent usingPEPSatusasarisk | senior management. 82 percent
FE5 at account cpening stage FHE5at acoount gpeningstage: fader and 88 percent monitaring FERs | of respondents saidthat senior
on an ongoing basis management isinvdved inthesan
off process.
Know Your Banks increasingly understood Banks continue to use KYCinformation was refreshed KYCcontinuestobe anarea
Qustomer theimportance of AML remediation programsto backdl' | by almostall institutions, but of concern, with 70 percent o
compliancefor existingand new | customer data Therewasadidht not consistently across regions. respondenis s atingthat they had
customers. Seventy-four percent | but nd 9gni Tant inceassinthe Ninety-three percent of respondents | been subject toaregulatory wist
respondentsremedatedinfammation | number of banksengagedina hadaprogaminplacetoremedate | foousngonthisarea
cepsfaredidingcustomers, even remediation program with 77 percent | information gaps, but theapproach
if taken on before new KYCrules o of bankshaving a rermedial plan variedgreat ly. FATCAwasthe
quidance inplaca oreatest immed ate KYCahallenge:
Sanctions Nat coveredinsurvey. Sanctions complianceis now a Sanctions corrplianceremained | Sanctions compliance remains
compliance major challenge and source of a challenge, with dient soeening achallenge as new issues
AMLinvestiment duetoincreased seenasthemod dif Tult area. emerge. 75 percent o respondents
regulatory foous. However, 20percent | Seventy-four percent of respondents | now use MT20200V SMFL but
o banksddnd haveany procedires | identi =dall drectorsand contrdlers | only 52percent of respondents
inplacetoupdateprind pal Wornyingy, only 50 percent usedthe | indcatedthat in every indance
inforrmation for the purposes of new MT202020SMFTmessage. where a MT20200V ladked required
sandions compliance: information, it wauldbergeded
‘Transaction Enhancedtransaction monitoring | Peoplearestill theTrdt line of Cuestionswere startingto Transaction monitoring systems
monitoring systemrsw as the main area of defenceinthe mht againg money beraisedabouttransaction continue torepresent the greatest
increased AML spending, but laundering, despiteit bangthegedest | monitoring. Overdl, responcents' area of AMLspending, while
not universally. Sxy-one percert areact AMLinvestment. 97 paroert satidadionwith transad ionmmitaing | satisfadionforthese sydemshas
of banks useintemally devel oped of regponderts dill rdiedprmenly an rerranedneutral, at anaveragesoore | declinedwith an averagescore of
syslems, with 45 percent usingthose | thar pecdetospd suspdos adivity. o 36aut o 5 but many regonswere | 342 out o Swithregardsto
developedexternally. However, ‘Hidadicnwithsydemsis neufral’, & | lesssatisTedthanin 2007 twasdill | & menoy and efediveness
Zpercent usedneither. anaveraped 37atd & thegeded aread AMLsperdng
Regul atory Theregulatory AML burden was There w as broad support for Regulatorswere active, but banks | Regulatory approachw as ranked
approach acceptable but therequirements | regulatory AML efforts, but al so wanted more collaboration and asthetop AML concern, with
coul dbe more effective. Eghty- moretodo. Nneythreepercent of | informati on. BEghty-vepercent of 8 percent of respondentsdating
four percent of respondentsbelieved | respondentsthought the regulat ary banksfed that the overall leve of thepaceandinmpad of regulatory
theburdentobe acceptable, but burden waseither accepiable or regulatary burden is accepiable, but changesassgni Tant challenges
SApercent fdtthat it couldbenore | shouldbeinaeased however many wantedmaore guidance anda tothar cperaiions.
efedive 51 percent said it couldbe better cdllaborat ive approach

fooused
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Detailed survey findings

i

Senior management
focus Is on the rise again

Senior management
interest in AML compliance
has increased again since
the decline during the
financial crisis, with money

laundering risks given regular

and formal attention at
Board meetings. Regulators
have certainly done their
part in raising the profile

of AML with no shortage

of fines being issued

for failures to maintain
adequate AML controls and,
placing pressure on senior
management to prevent
further failings.

Eighty-eight percent of respondents
stated that the Board of Directors
takes an active interestin AML issues;
thisis an increase of 26 percent from
our 2011 result. Given the impact

that AML compliance can have on the
reputation, share price, and econormic
viability of a financial institution, this is
no surprise. In aperiod of heightened
regulatory scrutiny and continuing
globalization of AML regulation,
arganizations are faced with greater
challenges to achieving and maintaining
AML compliance. Although ina number
of regions the numberof fines has
declined, the amount of each fine has
increased significantly, highlighting the
regulator's continued determination to
prevent illicit activity and placing real
pressure on compliance executives to
prevent furtherfailings.

' |
‘. [ Y ARV ERLALAALS \__I |
N'e AT ="
a - L

Significantly, 98 percent of
respondents confirmed that AML
issues are discussed formally at the
Board, with the majority stating
that this was done on a quarterly

or as required basis. The greater
Involvement of the Board of Directors
15 In no small part due to increasing
and evolving regulatory pressures

and the expectations that a Board
membershould have responsibility for
maintaining effective AML controls.
Insome jurisdictions, the prospect of
individuals being criminally prosecuted
has become a reality. Overthe period
of this edition of the survey the
introduction of the FATCA and the
proposals for key regulatory changes
such as 4MLD suggesting that senior
manage ment's attention continue to
increase implementation.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.



The Board of Directors take an active interest in AM L issues:

3% 0,%
\

39% Strongly agree

Agree

Neutral
mmm Disagree

Strongly disagree

Source: Global Anti-Money Laundering Survey, KPMG International, 2014,

Eighty-four percentrespondents
stated that money laundering is
considered a high risk area within
their business risk assessment,
further emphasizing how sericusly
senior management deems failures
tomeet the regulatory requirements.
Regions with more d
such as the Middle East and Africa,
Asia Pacific and Central and South
America have neededtotake amors
proactive approach to reduce their
vulnerability to financial crime, and
create an infrastructure which will
tfective enforcement of
volving AML standards This

and South America stating that AML is
high risk, anc =rcent in Asia Pacific,
Middle East, and Africa.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Exposure to money laundering is considered a high risk area in your business risk assessment:

North America

25%

8%

17%

8%

42%

Central and South America

80%

20%

Middle East and Africa

64%

2%

6%

28%
B strongly agree

I Agree

B Neutral

. Disagree

B strongly disagree

Source: Global Anti-Money Laundering Survey, KPIMG International, 2014,
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Asia Pacific

46%

5%
2%

A7%

Western Europe

33%

1%
7%
14%

45%

Russia, Central and
Eastern Europe

21%

14%

11%

54%

Offshore locations

33%

11%
6%

50%

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.



12

Seventy-five percent of respondents
stated that the same AML policies
and procedures are applied to

all branches and subsidiaries,
demenstrating that senior management
is taking a more global approach to AML
compliance. Respondents also stated that
implementing a globally consistent AML
framework is very challenging scoring it
3.67 out of 5 as key differences in national
legislation and data privacy standards

make it challe nging to imple ment globally
consistent standards. Regulators have
criticized organizations for a failure

to consistently implement and apply
theirpolicies and procedures. Senior
manage ment cannot underestimate the
importance of establishing an effective
and consistently applied AML compliance
framework The average rate of increase
globally was 53 percent comparedtca
prediction of 40 percentin 2011

How challenging respondents consider implementing a globally consistent AML framework, with 1 representing least

challenging and 5 as most challenging.

0.0 0.3 10 15

20 25 30

mm 2014 2011

Source: Global Anti-foney Laundering Survey, KPMG International, 2014,

KPMG Insight
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Cost of compliance

continues to be underestimated

The cost of AML In 2011, 8 percent of respondents

. . predicted an over 50 percent increase
compllance has increased in expenditure. In reality 22 percent of
since our last survey and respondents increased expenditure

: . by over 50 percent during the three
shows no signs of slowing year period from 2011. It is not

dov\jn [n ’[he near fu‘{ure uncomimaon fOI'SUrVey I'ESpOndeﬂTS
) to underestimate the increass in ANL
ACC[--I rate cost foreca SUHQ expenditure; it has been a consistent
is vital for members of theme over allfour of oursurveys.
, Althoughthe reasons behind this remain
senior maﬂagemeﬂt to unclear, tmay be related to the fact
make informed decisioms, that AML practitioners as well as senior

i . ) management do not anticipate the
but it remains a key area of announcements of regulatory changes,

weakness.

How much has total investment in AML activity increased
compared to three yearsago?

15%
Decrease

Less than 10%
10% to25%
25% to 50%
50% to 100%
Over 100%

11%

16%

24%

Source: Global Arti-horey Laundering Survey, KPMG International, 2014,

nor the speed inwhich new regulations
are expected to be imple mented.

Seventy-eight percent of survey
respondents reported increasesin their
total investment in AMML activity, with 74
percentalso predicting further increases
in AML investment over the next three
years.The most significant increase

In investment occurred in the APAC
regionwhere 39 percent of respondents
reported over 50 percent increase iIn AN L
investment The average rate of increase
globally was 53 percent comparedtoa
prediction of 40 percent in 2011

Mo change in real terms

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Anticipated increase in AML investment over the next three years.

5% 3%

Decrease

No change in real terms
Less than 10%

10% to 25%

25% to 50%

50% to 100%

Mare than 100%

32%

Source: Global Anti-Money Laundering Survey, KPIMG International, 2014,

Areas of AML budget investment

Enhancing transaction monitoring systems
Reviewing, updating, and maintaining KYC
Recruitment

Provision of training

Implementation of FATCA

Procedural updates

Maintaining sanction lists

Increasing internal reporting requirements

Anti-bribery and corruption activities

Transaction look-back reviews

Ly, Other

Source: Global Anti-hMoney Laundering Survey, KPIMG International, 2014,
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The top 3 areas where AML budget has been invested are:

3 Recruitment

Sixty percent of survey respondents
indicated that transaction
monitoring systems represented
the largest AML investment.
Financial Institutions are spending
significant amounts of their resources
on automated transaction monitoring
systems and member firms experience
suggests that clients are becoming
increasingly unhappy with their current
automated monitoring efforts, looking
for software that can reduce the
burden onthe compliance department.
Some of these systems are
implemented quickly “out of the box”
to satisfy regulators, and only later

are they calibrated to detect relavant
suspicious activity.

KPMG Insight

Fifty-nine percent of survey
respondents listed KYC reviews,
updates, and maintenance as
accounting for the second largest
AN investment. Ongoing changes in
KYC standards have also led to heavy
investment inthis area, predominantly

in Central and South America where

100 percent of respondents listed KYC
as the largest AML investment. Recent
regulatory findings suggest there is still a
struggle in determining what constitutes
adequate customer due dilige nce and
when to apply enhanced due diligence,
lzading to Investment in large scale
remediation prajects and notification of
regulatory visits for further inspection.
Forthose that have sclved the problem
of initial KYC, the challenge Is now how to
keep it upto date.

In an environment that has continued to be impacted hythe financial
crisis senior management need to be asking some pressing quest:ons
when it comes to AML investment. Large sums of money continue to
be spent on lmpmVIngtr&nsaet:on monitoring but is this yielding the
expected return? Why is there a continued need to fund large scale KYC
remediation exercises? |s th is pure}y the result of reguiatory change
oris the penodze review process not plckmg up key gaps in KYC?We
believe that senior management will continue to underestimate AML
expenditure unless lessons are learnt from past mistakes.

Forty-two percent of survey
respondents listed recruitment as

the third largest investment in AML
compliance.The results of our survey
indicate that recruiting adequately skilled
resources remains a challenge . However,
this problem may be exacerbated by the
fact that not only Is there a shortage in

the market for AML professionals, but
retention of skilled staff is also a challenge,
particularly as large global players launch
major change programs, while requlators
also grow their inspection teams. [tcan be
expectad that in addition to recruitment
costs, financial services firms will need

10 reassess costs associatad with
suceesstully retaining staff, including
additional investment in their welHeing,
development, and training.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Training and recruitment
Initiatives need a globally consistent approach

Effective training is vital for
developing and retaining
AML professionals as well
asensuring the successful
Implementation of an AML
framework. There appears to
be an inconsistent approach
to training of non-AML staff,
Including the Boards of
Directors, which is further
exacerbated by regional
discrepancies.

KPMG Insight

Only 62 percent of survey respondents
indicated that the Board of Directors
receives AML training, which is not

as high as we would have anticipated,
particularly when Boards are more
involved in AMLthan, everbefore. All
Boards of Directors should receive AML
training as a knowledgeable Board of
Directors is an essential component

in the successful execution of an AML
complance framework. Additionally,
AMLtraining provides leaders hip with
the ability to better understand and
quantify the risks of being exposed to
financial crime at both the business and
client level.

Eighty-six percent of survey
respondents indicated that front
office staff receive AML training,
reinforcing that the greatest exposure
to money laundering rests with the front
office. However, the variation between
Asia Pacific and the Americas was fairly

marked forthis question. Seventy percent
of survey respondents from Asia Pacific
specified that AML training was providead
to middle office functions, compared to 90
percent of respondents in North America.
Afurther 58 percent of respondents from
Asia Pacific stated that the internal audit
team receives AML training compared to
100 percent of respondents in Central and
South America. The regional differences
inthe provision of AML training reflect

the high level nature of regulatory

training provisions The closest example
tcaglobally applicable set of regulatory
requirements inthis area may be in

the Financial Action Task Force (FATF)
principles, which specify that firms should
provide AML training in line with their
naticnal government requirements, but
do not specify which Tunctions require
such training. As a result, there is a large
potential of divergence in approach, which
Is reflected in the survey results.

& 2014 KPMG Intermational Cooperative ("KPMG Intermational” ). KPMG Imematio nal provides no client services and isa Sevissentity with which the independent memberfirmsof the KPMG netwaork are atfiliated.
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Outsourcing and off-shoring are growing
trends, despite senior management concerns

Outsourcing and off-
shoring of AML functions
are growing trends, but
respondents still appear to
have reservations about
adopting such practices
due to a perceived lack

of control and oversight.
This suggests that in some
cases, fears of regulatory
fines may outweigh the cost
and resource benefits of
outsourcing and off-shoring.

The outsourcing and off-shoring of AML functionsisa growing trend:

North America

30%

60%

1%

Central and South America

25%
50%
Middle East and Africa

e ! 19%

51%
B e
I Yes, offshoring only
. Yes, outsourcing only
. False 21%

9%

Source: Global Ant-hMoney Laundering Survey, KPRG International, 2014,
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Fifty percent of respondents do not decrease from our previous findings in
expect outsourcing and off-shoring 2011 where 80 percent of respondents
torise in the future. Nevertheless, did not believe either of these would
these figures represent a significant be growing trends.

Asia Pacific

26%

40%

11%
23%

Western Europe

27%

52%

13%
8%

Russia, Central and
Eastern Europe

24%

52%

16%
5%

Offshaore locations

29%

47%

12%
12% -
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Ten percent of respondents in 2011 )
stated that they outsourced and/or KPMG In5|ght
off-shored some of their AML
functions. However, by 2014, 31
percent of respondents have
outsourced some of their AML
functions; the most common function to
be outsourced is account opening. This is
not surprising as this function is process
driven and can be fairly labor intensive.

Fourty-six percent of respondents
have off-shored parts of their AML
function; with payment and sanctions
screening topping the list. From KPMG
member firms’ experience, we know
that resourcing and cost constraints
are key drivers in the decisionto
outsource or off-shore these functions.

to get it nght. Specifically, regulators
impose strict guidelines onthese

Respondents indicated that loss of practices and make clear that full
control or oversight is the principal responsibility remains with the

reason for rejecting outsourcing of outsoureing organization. As requlators
AML funetions. It appears from our hold members of senicr management
results that the potential cost and responsible forensuring adequate
resource saving bhenefits that arise controls are in place, it is unsumprising
from outsourcing and off-shoring are that they have reservations about loss
welghed against the costs imposed of aversight despite the henefits.

by regulators if an organization falls

Please rank each area in terms of how challenging the implementation of a risk based approach
is to CDD collection.

O O
Identifying complex Obtaining the Meeting dif cult Inconsistent Incarrectly
ownership structures required information timescales approach categorizing risk

Source: Global Anti-fdaney Laundering Survey, KPMG International, 2014,

@ 2014 KPMG Intermatonal Cooperatre ("KPMG Intematonal” ). KPMG Inemational provide s no chent services and isa Seissentity with which the independent memberfirmsof the KPMG network ame atfiliated.
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Transaction monitoring costs continue

to soar as satisfaction declines

Despite increased
Investment in transaction
monitoring systems,
satisfaction has declined.
Although transaction
monitoring systems
continue to represent
the greatest area of AML
spending, it appears that
regulatory requirements
are still outpacing system
iImprovements.

Sixty percent of respondents
reported transaction monitoring

as thelargest investment in anti-
money laundering controls. Notably,
since KPMG's first global AML survey
in 2004, transaction monttoring has
consistently been ranked the largest
AML compliance cost driver. The
continued investment insuch systems
may represent the continual changes
in requirements and expectations as
wellas the advances intechnological
capabilities over this period of time.

Satisfaction with transaction
monitoring systems has declined
with survey respondents ranking
satisfaction an average of 3.42 out
of 5, compared to 3.6 in 2011.The
reason for the decline in satisfaction
seems linked to the increased demands
onthese systems as the costs have
continued to increase, but so too have
the requirements and expectations of
these systems and the number of staff
that use them.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Respondents were asked to rank their satisfaction with their transaction monitoring system, with 1
as least satisfied and 5 as highly satisfied. The regional breakdown of results is provided below.

North America

Central and South America

Middle East and Africa

Source: Global Anti-Maoney Laundering Survey, KPMG International, 2014,
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Western Europe

Russia, Central and
Eastern Europe

Asia Pacific

Offshore locations

3.36/5

MG Intermatonal Cooperatre ("KPMG Intemational”). KPMG Intemational prvides no chent sarvices and isa Sevissentity woth which the independent memberfirmsof the KPMG network are athliated
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Only 58 percent of respondents
stated that their organization’s
transaction monitoring system

is able to monitor transactions
across different businesses and

53 percent of respondents said they
are able to monitor across multiple
jurisdictions. This represents a
significant improve ment since our 2011
survey inwhich less than one-third

of respondents were able to monitor
across jurisdictions and also up from
one-fifth since the 2007 survey.
However, we expect this increase to
continue as part of complying with
growing regulatory expectations.

KPMG Insight

Only 49 percent of respondents
stated that they were able to share
transaction information across
different businesses and only

45 percent of respondents said that
they are able to share across different
jurisdictions. Although monitoring
across jurisdictions and busingsses
remains anareaforimprovemeant, an
areaof even greater weakness has been
identified with respect to the ability
toshare information from transaction
monitoring across businesses and
jurisdictions. Giventhat these may be
crystallized risks, there is a need for a
greater sharing thanis the case today.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.



Know Your Customer
continues to be the focus of regulators

Regulatory visits continue
to focus on KYC, which
has directly impacted
Investment decisions as
respondents ranked KYC
the second largest AML
iInvestment. However,
despite the increased
regulatory attention

and investment, key
obstacles remain.

Seventy percent of respondents
stated that they had received a
regulatory visit which focused on
KYC, suggesting KYC is still underthe
spotlight. Regulatory investigations have
frequently drawn attention to significant
gaps inthe KYC information maintained
by financial institutions.

Sixty-eight percent of respondents
stated that full identification is
obtained for intermediate owners and
entities. Regulators expect financial
institutions to identify their clients’
ownership structures and the rationals
behind them. Inthe current environment
of Increasing regulation and risk it is
important to obstain information on

who owns and controls your clients’
structures. Unpeeling the layers of
ownership can be complex and time-
consuming, butitis necessary to identify
the ultimate beneficial owner, so we
anticipate an increase in this practice over
the next three years.

Respondents stated that identifying
complex ownership structures

was the most challenging area

in the implementation of arisk

based approach to KYC collection.
Respondents in Russia, Central and
Eastern Europe and Central and South
Amernicafound this area particularly
challenging. KPMG member firms’
experience working with financial
Institutions in these regions suggests
that identifying ownership structures

Is particularly challe nging where

an intermediate entity resides ina
jurisdiction where AML requirements are
not as stringent or data privacy provisions
are particularly strong.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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We asked respondentsto rank each area in terms of how challenging the implementation of a risk based approach is
to collecting customer due diligence. Respondents ranked these areas from 1-5 with 5 representing the most challenging,
and 1 astheleast challenging.

North America

4.30

Central and South America

Middle East and Africa

. Obtaining the required information
Identifying complex ownership structures

Meeting difficult timescales

Incorrectly categorising risk

Inconsistent approach

Source: Global Anti-Money Laundering Survey, KPMMG International, 2014,

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Western Europe

421

Russia, Central and
Eastern Europe

435

Asia Pacific

Offshore locations
3.08

4.00
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Sixty-six percent of respondents
are leveraging their current

KYC programs to meet FATCA
requirements. Our 2011 report had
identified FATCA as presenting one of
the greater immediate challenges, and
since then, many financial institutions
have undertaken enhancements
totheir KYC arrangements in order

to capture US indicia to comply

with FATCA There has also been a
noticeabls impact on systems and
controls usedto consolidate relevant
KYC information. & significant number
of AML professionals have become
responsible for delivering FATCA
enhancemeants and remediation
exercises, despite the legislation’s
relation to tax.

KPMG Insight

& 2014 KPMG Intermational Cooperative ("KPMG Intermational” ). KPMG Imematio nal provides no client services and isa Sevissentity with which the independent memberfirmsof the KPMG netwaork are atfiliated.

Just over 49 percent of respondents
think that electronic verification
checks leave organizations

further exposed to cybercrime. It
appears that cybercrime concerns

are reducing the use of automated
online verification, which can have

a significant long-term impact
onfinancial institutions and their
customer relationships. Specifically,
by not embracing the automated
technology inthis area, financial
institutions will forever be asking
clients to produce passports or

other farms of identification causing
inconvenience tothe customerand
turning their backs on potentially large
cost and time savings. While itis
important to consider the risks posed
by newertechnologies, we believe that
financial institutions should face these
head on by assessing and mitigating
the risks inordertotake advantage of
time and cost savings.
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Politically Exposed Persons (PEPs)
continue to leave organizations exposed

Growing regulatory pressure on financial institutions and the aftermath of political instability
In certain regions have raised the profile of political risk for banks. Financial institutions are
more focused than ever on the need to exercise more scrutiny over PEP transactions.

Eighty percent of respondents stated this is required for all high risk risk relationships We are encouragsd
that PEP customers are required to clients. As we statad inthe 2017 survey to see that senior management are
provide documents to evidence their report, senior managsment should be engading with compliance inthese areas
source of wealth and/or income. more actively involved in the decision- and not solely in relation to PEPs.
Seventy-seven percent stated that processes with respect tothe highest

According to our survey respondents, the top 3 methods of identifying PEPs:

Eighty-four percent of respondents against organizations that have failed failure to evidence the PEF'S source of
stated that high risk relationships are to undertake effective enhanced dus wealth/income. There are significant
signed off by senior management. diligence on relationships with PEPs. A regional differences perhaps reflecting
Regulators have issued a numberof fines  particular area of concern has baenthe different requlatory expectations.

Risk categories where organizations require customersto provide documents to
evidence their source of wealth and/or source of income.

80%

High Risk

Not Applicable

Mote: Percentages may not add up to 100% as respondents were instructed to select all that apply.
Souwrce: Global Anti-honey Launderning Survey, KPMG International, 2014,
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Sixty-five percent of respondents AMLD introduces new requirements FEPs The Directive is expected to
stated that their organization for demestic PEPs which facilitates a clanfy that enhanced due diligence will
currently captures and risk-based approach with regard to the  be appropriate in all instances where
distinguishes between domestic level of due diligence performed on the business relationshipis deemed
and foreign PEPs. The proposed domestic PEPs compared to foreign high risk, which may affect financial

Organizations that currently capture and distinguish betw een domestic and foreign PEPs

North America

20%

B80%

Central and South America

3% —
E7% Middle East and Africa
23%
I . Tue 7%
B Fase

Source: Global Anti-Money Laundering Survey, KPMMG International, 2014,
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institutions that do not currently carry have already adopted a policy position
out enhanced due diligence for high which includes domestic PEP

rsk domestic PEP relationships. considerations.

However, member firms's work with

clients suggests that many banks

KPMG Insight

Western Europe Despite increasing regulatory
scrutiny inthis area it appears
that many financial institutions
are struggling when it comes
to enhanced due diligence

on PEP relationships. The
Importance of cbtaining
robust seurce of wealth/
incormne information should
not be underestimated. Much
of this information is often
available in the public domain,
but firms struggle to tum the
information into a caherent
story and hence identify gaps
_ and red flags. The approach to
Russia, Central and domestic PEP relationships
EasteEope will need to change with the
7% implermentation of AMLD in
some organizations. The risks
posed by PEPs, and regulator’s
attention on them, show no
sign of subsiding.

57%

26%

Asia Pacific

49%
Offshore locations
545 50%
50%
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Sanctions compliance shows signs
of Improvement, but still a sore spot

\While there has been a As with our 2011 survey, sanctions actions to address data quality and

) : compliance remains difficult completeness issues of customer
noticeable com pl[ance as respondents rank customer Informaticn.

ush to meet the sanctions ~ screening the most difficult
P ) . . challenge. Respondents have More than 70 percent of
reguirements, there is still identified the poor quality and lack of respondents find sar;fctlo_n )
i customer information as the most screening systems effective in

FOO[Tﬂ for fmprovemem, challenging aspects of customer their organizations; however, only
particularly when it comes to screening. This is consistent with 42 percent of respondents test their

iat ; . what memberfirms see when working ~ Sereening systems for effectiveness
validating screening systems  What mem | WO attheripletientation stigs:

. . with clients onthelr corrective
and rejecting funds.
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The financial institutions in North

America and Western Europe report

1ighest levels of satisfaction with
g rscreaning system:

sanctions scr 7 Sy
further matured nature of sanctions

ems andthe

caompliance in the regions. Further
in North America, almost 60 percent
of respondents indicated testing

the effectivenass of their screening
at least onan annual basis. Inthe
long-term, regulatars are not likely

to accept one-off effectiveneas

checks and expect ongeing assurance
programs on all aspects of afirm’s
program. System effectivenassis one
of the harder areas to test, with firms
increasingly using dummy data to
check the end result is as expected.

Almost 75 percent of respondents
reported using the MT202COV
SWIFT message for cross border wire
transfers, a significant increase from

50 percent respondents since our last
survey in 2011,

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Regularity of sanctions screening softw are testing

North America

B0%

20%
10%
10%

Central and South America

33%
BT%
Middle East and Africa
5%
12%
46%
B Annualy
B Biannually
. Quarterly
- During the implementation of the system a7

Source: Global Anti-Money Laundering Survey, KPMG International, 2014,
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Western Europe KPMG Insight

31%

Warld events and increased
regulation continue to impact
on the ability of financial
Institutions to meet their
sanctions obligations. The
political and civil unrest in the
Middle East and North Africa
continue to pose challenges for
financial institutions’ sanctions.
screening systems in terms of
responding to rapid changes to
sanctions lists and increased
volumes. Foreign language
screening remains challenging,
Russia, Central and particularity for banks operating
Eastern Europe in Asia. Mu ltiple systems are
often needed to cope with

the different spelling and
characters. Financial institutions
are allocating increased funds

and resources to increasing
transparency of customerand
payment information in order to
comply with new regulation and
legislation, such as the AMLD
andthe EU FundsTransfer
Regulation 2013, However,
more needs to be done to
implerment assurance programs
that give ongoing comfort that
Offshore locations systemns and processes are
working effectively.

43%

11%
15%

45%

41%

Asia Pacific
i 14%

42%

K 42%

%

33%

2

17%

8%
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Regulatory approach
Is fragmented and inconsistent

Although most respondents agreed that regulatory considerations were the largest
driver behind AML investment decisions, opinions on regulatory approach are marked
by vast regional differences. This further emphasizes the challenges that financial
Institutions face in establishing a globally consistent approach.

Which of the following changes would you recommend making to the AML requirements imposed on your business?

North America

B7%

Central and South America

67% -
B ——
390, Middle East and Africa
330, 50%
33%
: 44%
B Increased guidance
. Increasing internationa cooperation to facilitate consistency of approach
B Less prescriptive gpproach 330, ——
B More prescriptive gpproach
Different style of regulatory visits/assessments 199
I Wider publication of typologies and thematic reviews 7%
. Stronger relaionship with the regulator 11%
56%

Source: Global Anti-Money Laundering Survey, KPMG International, 2014,
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Sixty-three percent of respondents Respondents inWestern Europe and acceleration of regulatory change and
said that regulators should provide the Americas were the mostinterested need for expectations to be clarified
additional guidance and 43 percent of in receving regulatory guidance. In since the publication of the last survey.
respondents indicated thata stronger the 2011 survey only 14 parcent of

relationship with regulators would respondents wanted toreceive more

be awelcomed change in approach. guidance, further emphasizing the

Western Europe

B58%

43%

23%
14%

11%
48%

Russia, Central and Offshore locations
Eastern Europe

B50% B7%

44%

50%
Asia Pacific 6%
63% 50%

20% 22%
29%

10%

15% 33%
46%
15%
12%
24%
46%
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Fifty-six percent of respondentsin
Middle East and Africa stated that
they would like to see increasing
intemational cooperation to
facilitate consistency of approach.
The responses to our survey indicate
that financial institutions rating in
this region would like their regulatory
authorities to become more involved
inthe globalization of AML standards,
learning from their counte
countries to improve the regulatory
approach inthis region.

Sixty-five percent of respondents
stated that regulatory visits are AML
personnel’s primary concem and

80 percent of respondents stated
reaction to regulator demandsis a
primary reason for investmentin a
particular area of AML. [t should be

KPMG Insight

sarts in other

technological risks

expected that regulator inspections
‘.“.I|| ( cm‘rmu— tofocus on the key issues

] dents who |]dv-— exXe
r~-|l|lf1‘um visit will continue to Increase.
The latest set of Financial Action Task

Farce (FATF) recommendations require

membergovernments to complete a
H ational Risk Assessment to identify,
;s and miti theirmoney

efing and terrorist financi
ssments, once ¢

are likely to influencethe &
each of the national regulate

’[c:h-— cogr IILcInt r“f

fith alternative
banking platforms, digital currencies
andc ‘crime highlighted as high
risk areas.

IITII]LI

Regulatory visits are still striking fear into the hearts of AML professionals
across the globe, howeverthe reasons remain unclear s this the result

of overly strict regulations that organizations cannot realistically comply
with or are institutions failing to learn from past mistakes? Financial
institutions need to adopt a more pro active approach to avoid being
subject to regulatory fines and sanctions. Senior management should be
looking for future regulatory trends in orderto anticipate future areas of
regulatory scrutiny. Regulators have |ittle sympathy when firms fall short in
an area where they have warned the industry of the risks. Close scrutiny of
requlatory fines and speeches, and benchmarking against those findings,

is a must for any responsible firm.
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New Focus Areas

The compliance industry and anti-money laundering efforts have evolved at a dramatic
pace since we launched our first global AML survey 10 years ago. In recognition of
this fact, and based on discussions with clients, we have added an additional section
In our survey to explore some of the key areas impacted by emerging changes in

AML regulations.

Trade finance should make
better use of AML resources

Trade finance has emerged
as anarea of concern for
some regulators. Our survey
results identified key areas
In need of Improvement
Include leveraging internal
KYC information, using
third party providers for
verification purposes, and
tailoring AML training to
trade finance staff.

Trade finance has recently entered

the spotlight as thematic reviews and
recent regulatory studies have pointed to
concern across the industry to properly
identify and manage money laundering
risk Intrade finance transactions.

Nearly 30 percent of respondents
stated that tailored training on AML
risks is not provided to their trade
processing teams. A core requirement
forany firmto properly manage AML
risk intradle finance, and an area of
weakness ide ntified by some regulatars,
is the provision of specific and tailored

training to relevant staff. \While it is
positive to note that almost 72 percent of
our respondents provide AML training,
function-specific training should be
provided to enable identification of
specific risks assoclated with trade
finance transactions Therefore, despite
the number of respondents that have
indicated training is provided, it remains a
concernthat sofew are providing tailored
training to trade finance This approach

Is not sustainable and firms will need to
address this shortcoming in the next few
years or risk regulatory censure.

& 2014 KPMG Intermatonal Cooperatre ("KPMG Intermational”l. KPMG Imtematio nal provides no chent sarvices and 1sa Sevissentity with which theindependent memberfirmsof the KPMG network are athliated.
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Seventy-five percent of respondents
stated that they had undertaken risk
assessments of their trade finance
business in the last twelve months
and that their trade finance operating
procedures require the assessment

of money laundering risk ata
transactional level. [t is encouraging to
see a relatively high rate of trade finance
sk assessments as it Is critical that firms
have a framewaork in place which allows
them to properly assess and document
the risk of money laundering in trade
finance transactions_As regulators hone
in onthese practices, documenting the
approach taken and retaining evidence of
decisions that are made at a transactional
levelis also eritical, and will serve as
cruclal evidence to regulators that firms
are appropriately managing risk.

Seventy-eight percent of respondents
from North America leverage existing
customer information in their trade
finance operation, whereas only

51 percent of respondents from
Westem Europe and 54 percent from
Asia Pacificindicated engagingina
similar practice.The extant to which
the trade processing team leverages
existing customer information acquired

by a relations hip manager and customer
due diligence teams to assess maoney
laundlering risks differs significaritly
between North America and the rest

of the world. It should be expected that
these figures to rise, particularly outside
of the United States, as customer
information becomes increasingly
shared between departments to meet
regulatery obligations.

Fifty-six percent of respondents

from North America indicated that
their organization uses a third party
provider to verify the authenticity

of trade finance documentation,
compared to 22-33 percentin the rest
of the regions. Third party verification
providers provide additional reassurance
to many financial institutions and

are often able to use theirindustry
experience and expertise 1o spot new
criminal methaods, trends, and threats.
Given recently identified Industry-

wide weakness in identifying money
laundering and terrorist financing risks
through national findings such as the UK's
Financial Conduct Authority (FCA), the
region can be expeactad to follow North
America’s lead.

KPMG Insight

Our findings suggest that
North America is ahead of

the curve when it comes to
leveraging existing customer
information collected through
ant-money launderng controls
as wellas engaging third
party providers for verffication
purposes. An emerging trend
for the rest of the regions may
be increased usage of third
party due diligence, whether
internally or externally provided.
In addition to implementing
these practices, senior
management should consider
risks associated with trade
finance separately from other
forms of money laundering
risk and promate awareness of
risk appetite through tailored
training of trade finance staff.
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Tax evasion and FATCA compliance

remain taxing

Tax evasion has received
Increased attention from
regulators through the
enactment of FATCA, but
also through other pieces

of regional legislation w hich
establishes tax crimes as

a predicate offence. AML
professionals appear to have
theirwork cut out for them.

Only 46 percent of respondents
expect their organizationsto be
FATCA compliant by the IRS deadline
of July 2014, a low er than expected
gure, but not surprising. The current
deadline is the result of a six month
extension, and it appears that many
nancial institutions may be counting on
afurther extension. The highest rate of
regional compliance was from Western
Europe where 61 percent of respondents
expected to be fully compliant by the
July 2014 deadline. The higher expected
compliance rate in Western Europe
may be attributedto the fact that the
region appears to be leading the way
in Intergovernmental Agreements
(IGAs) as the United Kingdom, France,
Germany, and Spain were amongst the
rst countries to sign up. The IGAs enable
nancial institutions to report directly to
their national tax authorities, who will
then report directly tothe US Internal
Revenue Service (IRS) to satisfy FATCA
reguirements.

Departments sponsoring FATCA

16%

5%

18%

Forty-/ ve percent of respondents
stated that the compliance
department would be sponsoring
FATCA, only 16 percent stated that

it would be the tax department.
Compliance sponsorship is not
surprising given 66 percent of
respondents con! rmed that their
organizations are leveraging existing
AML/KYC programs to meet FATCA
requirements. The tax and compliance
departments, how ever, will need

to communicate and coordinate
during the implementation and
update phases as input from the tax
department is essential to ensure
correct interpretation of legislative
requirements. The compliance
department is crucial to redesigning
the onboarding forms, policies, and
procedures to capture the necessary
data and implementing the associated
certil cation requirements.

Tax
Compliance

Risk

Operations
i Not applicable
Other

45%

Source: Global Anti-M oney Laundering Survey, KPM G International, 2014
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Sixty-eight percent of respondents
consider the risk of tax evasion
when performing risk assessments
on their customers; however this
figure is expected torise in upcoming
years in light of the recent regulatory
focus onfiscal crimes through 4MLD,

KPMG Insight
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FATCA, and other potentially similar
regulations in the future. Additionally,
while these pieces of legislation are
still in the Implementation phase,

we expect regulatory fines inthe
coming years to reinforce tax evasion
considerations.
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Asset management sector
results reflect changing attitudes

Money laundering risk is
coming into sharper focus
In the sector as senior
management engagement
and investment levels rise.

The asset management sectoris a
significant and growing aspect of

the global financial services industry.
Worldwide assets under management
stood at over $35,000bn USD as at June
2013 with 45 percent of these funds
managed inthe US and 36 parcent
managed across Europe.' During 2013
{uptoandincluding October 2013), sales
of investment funds across Europe
amountedto EUR 341.4bn 2\While the
precise prevalence of criminal proceeds
within these sums is unknowen, it s a risk
towhich firms and regulators are devating
greater attention and resources.

Seventy-three percent of asset
management respondents reported
that money laundering was
considered a high risk area within
their organization's business risk
assessment. Cursurvey results indicate
that the perception of the sector as low
risk may be shifting. AML professionals
operating in asset management
understandthelir sectoris not immune
fram abuse by persons seeking to
obfuscate the origins of criminal assets
orfund terrorist activities.

However, 23 percent of asset
management respondents still
disagree with the assertion that
money laundering is considered

a highrisk in the firm’s business
risk assessment, representing the
sectorthat had the greatest proportion
of disagreement and pointingtoa
divergence of views across the sector,

Eighty-six percent of respondents
reported that investment in AML
activity had increased. Investment in
AML across the asset management

sectoris growing rapidly The average
Increase In investment overthe lastthree
years was approximately 46 percent
{compared to approximately 20 percent
forthe insurance sector).

Fourteen percent of asset management
respondents expectinvestment in AML
toincrease by at least 50 percent over
the next three years and the average
reported rate of expected growth in
investment in ANL in the sector overthe
coming three years was 24 percent. Our
surveys showy that financial institutions
tend to underestimate the extent of
investment in ANML — asset managers may
e running this risk and should actively
considerwhether their investrment levels
will sufficiently equip them to manage
thelr money laundering risk exposure.

Ninety-one percent of respondents
agreed or strongly agreed that the
Board of Directors takes an active
interestin AML issues with 59 percent
of respondents stating that their
organization's Board of Director
discusses AML quarterly. These figures
accord with our experience inthe sector—
AML s generally moving up the risk
management agenda.

Only 28 percent of asset management
respondents regularly tune the
thresholds incorporated into
transaction monitoring systems,
ranking poorly compared to 72 percent in
the retail banking sector and 52 percent
inthe insurance sector. This aspect

of current practice is unlikely to be
sustainable — this figure is therefore
expected to increase significantly over
the next three years.

1. EFAMA Irvestrment Fund Industry Fact Sheet October 2013 — hittprifweeewe.efarma.org/Publications/StatisticsManthiby!
fonthly ¥ 20Fact % 205heets! 131218_ERAMA Y 20Wonthly % 20Fact ¥ 20 She et 20(0ctober % 202013). pdf

2. EFAMA Investment Fund Industry Fact Sheet October 2013 — hittpidfwwewe.efama.org/Publications/Statistics/Monthly/
farithly ¥ 20Fact % 205heets! 1312158_EFAMA Y 200Morithly % 20Fact ¥ 20 She et 20(0 ctober % 20201 3), pdf
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The vast majority of asset management firms understand that their orgamzahons are not immune to abuse by
persons seekmg 1o obfuscate the origins of canmmai assets or indeedfund: terrorist activities and recognize that
greater efforts are requ:red to understand and manage these risks. However, are all asset managers up to the
challenge? Asset management respondents most commonly noted the pace and m‘pact of requlatory change as
a concern for their AML personneiwhlfst identifying, more frequently than other sectors, the limited availability of
appropriate resources as a barrier to achieving compliance.

Asset managers face particular challenges in: managing the risks arfﬁmgfromthe use of or reliance upon third
parties; obtaining appropriate data to enable meaningful transaction monitoring; and mpiementmg appropriate
customer risk assessment models. Our respondents expect reguiatory interest in AML in the asset management
sector to continue so such organizations should be prepared for greater enquiry ¢ and challenge There are notable
areas for improvement whlch if not addrassed may result in abuse by criminals and regulatory exposure.
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Insurance sector
aligns well to overall findings

While insurers are generally
aware of the importance

of AML and sanctions
compliance, regulatory
compliance comes with
several challenges.

Regulators, particularly the Office of
Foreign Asset Control{OFAC) inthe

US, have recently begun to focus more
closely on how insurance companies
manage sanction risks, and recent fines
and investigations involving Insurers 1s
evidence of the factthat compliance
with international sanctions regimes
and counterterrorist financing (CTF)
regulations has becorme extremely
importantforthe insurance industry.,
While generalinsurers and general
insurance brokers (non-ife) are not
subject tointernational money laundering
regulations, they are still required

to comply with sanction legislation.
Insurance firms that are subject to
money laundering requlations (such as
life insurers) have a regulatory obligation
to putin place and maintain policies

and procedures to mitigate their money
laundering risk and must have systems
and controls in place to prevent and detect
money laundering.

Sixty-two percent of respondents
from the insurance sector confirmed
that money laundering is considered

a high risk area in their business risk
assessments, comparad to 92 percent
of retailbanks and 90 percent of asset
managers surveyed The results are
expected given the lower risk products
offered by the sector, but we still
anticipate an increase over the next three
vears due to the recent regulator attention
the sector appears to be attracting.

Ninety-six percent of insurance
respondents said that their compliance
procedures referenced CTF which

was similarto other sectors such as
retailbanking (97 percent) and to asset
manage ment {100 percent]. This was very

positive to see as it Is very much in line
with other sectors, despite perceptions
of iInsurance being less susceptible to
terronst financing abuse.

Eighty-one percent of insurers said that
their Board of Directors took an active
interestin AML issues compared to

91 percent of retail banks and 20 percent
of asset managers.\We are encouraged to
see that senior management is engaged
In AML issues and we anticipate that this
will only continue to increase .

Seventy-five percent of insurers cited
the pace and impact of regulatory
change as their biggest AML concern.
This demonstrates that insurers are
alsofeeling the pressure that banking
institutions are experencing with regards
torecent regulatory changes.

Over 84 percent of insurance
respondents confirmed thatthey had
established a program for testing and
monitoring the effectiveness of AML
systems and controls. However only
47 percent of insurers surveyed felt
that their software was effective. n
ourview, the dissatisfaction that insurers
are experiencing with theirtransaction
monitoring systems may be associated
with the rapid changes in expectations
of such systems and the very different
types of transactions conducted in the
Insurance industry.

Over 76 percent of insurers said that
reputation protection was a key factor
when considering investmentin AML
and sanctions procedures. Otherkey
factors identified were gaining operational
efficiencies and reacting to regulatory
requirements.
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It is evident fromthe results of the sul rv_ey‘that insurers are generally aware of the importance of AML, sanctions
and CTF comphance but that regulator ry comphance comes with several cha I!en ges. Insurers need to have robust
AML, sanctrons and CTF risk management processes in plaee and, while regu lators allow arisk baaedappmach to
this process, they usually take a zero-tolerance approach to enforcement. Sanctions apply to all insurers regardless,
of AML regu!atory compllance The question here is: if an insurer decides not to collect KYC how is it able to
eﬁectmaly screen its clients? Given the recent mereased focus by regulators on the i insurance sector, particularly
on sanctions, KYC will become even more important going forward and it is safe to assume that in the next

three to Tlvevea rs reguiators wﬂiadopt an approach towards insurers that will be s:milar and more ailgned to the
approaeh adopted with regard to banklng. pa rtieuiarby for high risk products sueh as marine and aviation insurance
and in regard to those insurers who write in higher risk jurisdictions.
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to date customer records as wellas
abtaining and retaining trained staff also
proves to be a challenge.

Our report highlights that AML
intiatives are becorming increasingly
interconnected across operations and
jurisdictions as a result of a demanding
and continuously evolving regulatory
landscape. Information collected by
AML teams Is now being leveraged
across organizations inan industry wide
effort to meet regulatory requirements

globally connected money launderars.
Inconsistent regulations have left gaps
inwhich money laundarers thrive, and
as such, it will become essential that
regulators implement a consistent
regulatory approach, but also foster

a closer working relationship with
industry professionals in orderto
leverage each other's resources, align

[

Although the financial services industry
Is increasingly moving towards a

globally standardized approach, there is
still notable inconsistency with regard
toimplementation of AML controls

and keep upwith industry expectations.

Many global financial organizations have
continued to invest significantly in ANML
controls and secure senior management
engagement. However, considerable
challenges remain. In particular, since
2004, transaction monitoring has been
the greatest investment, but remains

an area of weakness. Maintaining up

at regional and local levels This is not
too dissimilar fram the fragmented
approach regulators continue to
display in their global efforts to manage
financial crime. Despite some positive
steps and evident strides In coming to
grips with the 21st century challenge
posMi by money laundering threats,
regulators and the financial services
industry continue to lag behind today's

KPMG's 3 recommendations for Boards:

mutualinterests, and effectively tackle

financial crime.

The weay In which financial institutions
respond to AML challenges will
continue to remain subject to public
scrutiny as regulators
members of the public continue to
the importance of managing

stress

these o

risks effec

tively.

. investors, and

Prepare effectively for requlator
\rl.;l’[‘% and ensure that the Board

can demonstrate awareness and
oversight,
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| States
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+1 2128725808

resa Pesce
“tpesce@kpmg.com
+12128726272

e ASPACRe

New Zealand
Darren Howells
darrenhowells@kpmg.co.nz
6448164857

Australia
Jeremy Allan
Jallan@kpmg.com.au
+61 3 98388 4571

A

China '
Kyran McCarthy
kyran.mccarthy@kpmg com

+85221402286

Rachel Laybum

rachel.layburn@kpmg.com ] mg.com.sg

+861085087075 151 807

Grant Jamieson Thailand

grant jamieson@kpmg.com.hk “hristopher Saunders

+85221402804 csaunders@kpmg.co.th
+6626772359

Japan
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‘Europe, Middle East & Afri
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A
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pfleury@kpmg.con

Kin-gdam
rian Dilley
ian.dilley@kpmg.co.uk
2078964843
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neal.dawson@kpmg.co.uk

+44 2076945552
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Joao Madei emiliachisango@kpmg.com
Jmadeira@kpmg.cor +2634302600
35121248737

&!uth Afri

Tersia Rosso I
trossouw@kpm
+27827130300
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